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e SAFETY PRECAUTIONS o

(Always read before starting use.)

Before using this product, please read this manual introduced in this manual carefully and pay full
attention to safety to handle the product correctly.

The instructions given in this manual are concerned with this product. For the safety instructions of the
programmable controller system, please read the user's manual for the CPU module to use.

In this manual, the safety instructions are ranked as "DANGER" and "CAUTION".

// ~
I Indicates that incorrect handling may cause hazardous conditions,

: @ DANGER resulting in death or severe injury.

|

|

' Indicates that incorrect handling may cause hazardous conditions,

:\ A CAUTION resulting in medium or slight personal injury or physical damage.

Note that the A\CAUTION level may lead to a serious consequence according to the circumstances.
Always follow the instructions of both levels because they are important to personal safety.

Please store this manual in a safe place and make it accessible when required. Always forward it to the
end user.

[Design Precautions]

&> DANGER

¢ For the operating status of each station after a communication failure, refer to relevant manuals
for the network. Erroneous outputs and malfunctions may lead to accidents.
Not doing so can cause an accident due to false output or malfunction.

¢ To prevent the malfunction of the programmable controller system due to harmful e-mails, take
preventive measures (such as antivirus measures) so that the mail server for this module does
not receive harmful e-mails.

¢ To maintain the safety of the programmable controller system against unauthorized access from
external devices via the Internet, take appropriate measures.

¢ When changing data of the running programmable controller from a peripheral connected to the
CPU module or from a personal computer connected to an intelligent function module or special
function module, configure an interlock circuit in the sequence program to ensure that the entire
system will always operate safely. For program modification and operating status change, read
relevant manuals carefully and ensure the safety before operation.
Especially in the above mentioned control operations that are performed from an external device
to a remote programmable controller, any problems on the programmable controller side may
not be dealt with promptly due to abnormal data communication. To prevent this, configure an
interlock circuit in the sequence program, and determine corrective actions to be taken between
the external device and CPU module in case of a communication failure.




[Design Precautions]

&> DANGER

¢ Do not write any data in the “system area” of the buffer memory in the intelligent function
module.
Also, do not use any “use prohibited” signals as an output signal from the programmable
controller CPU to the intelligent function module.
Doing so may cause malfunction of the programmable controller system.

/\ CAUTION

¢ Do not bundle the control wires and the communication cables with the main circuit and the
power wires, and do not install them close to each other. They should be installed at least 100
mm (3.94 in.) away from each other. Failure to do so may generate noise that may cause
malfunctions.

¢ When changing the operating status of the programmable controller CPU (such as remote
RUN/STOP) from the external device, select "Always wait for OPEN (Communication possible
at STOP time)" for the “Initial timing” setting in the network parameter. The communication line
will be closed when "Do not wait for OPEN (Communications impossible at STOP time)" is
selected and the remote STOP is executed from the external device. Consequently, the
programmable controller CPU cannot reopen the communication line, and the external device
cannot execute the remote RUN.

[Installation Precautions]

&> DANGER

¢ Use the programmable controller in an environment that meets the general specifications in the
user’s manual for the CPU module used. Using the programmable controller in any other
operating environments may cause electric shocks, fires or malfunctions, or may damage or
degrade the module.

¢ While pressing the installation lever located at the bottom of module, insert the module fixing tab
into the fixing hole in the base unit until it stops. Then, securely mount the module with the fixing
hole as a supporting point.
If the module is not installed properly, it may cause the module to malfunction, fail or fall off.
Secure the module with screws especially when it is used in an environment where constant
vibrations may occur.

¢ Be sure to tighten the screws using the specified torque. If the screws loose, it may cause the
module to short-circuit, malfunction or fall off. If the screws are tightened excessively, it may
damage the screws and cause the module to short-circuit, malfunction or fall off.

¢ Before mounting/dismounting the module, be sure to shut off all phases of external power supply
used by the system.
Failure to do so may cause product damage.

¢ Do not directly touch any conductive part or electronic component of the module.
This may cause the module to malfunction or fail.
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[Wiring Instructions]

/\ CAUTION

o Connectors for external connection must be crimped or pressed with the tool specified by the
manufacturer, or must be correctly soldered.

If the connection is incomplete, it may cause the module to short circuit, catch fire, or
malfunction.

o Shut off the external power supply for the system in all phases before connecting the AUI cable.

¢ When connecting a cable with connector to the module, connect the connector part to the
module securely.

o Make sure to place the communication and power cables to be connected to the module in a
duct or fasten them using a clamp. If the cables are not placed in a duct or fastened with a
clamp, their positions may be unstable or moved, and they may be pulled inadvertently.

This may damage the module and the cables or cause the module to malfunction because of
faulty cable connections.

¢ Tighten the terminal screws using the specified torque. If the terminal screws are loose, it may
cause the module to short-circuit, malfunction or fall off. If the terminal screws are tightened
excessively, it may damage the screws and cause the module to short-circuit, malfunction or fall
off.

¢ When disconnecting the communication and power cables from the module, do not pull the
cables by hand. When disconnecting a cable with a connector, hold the connector to the module
by hand and pull it out to remove the cable. When disconnecting a cable connected to a terminal
block, loosen the screws on the terminal block first before removing the cable. If a cable is
pulled while being connected to the module, it may cause the module to malfunction or damage
the module and the cable.

¢ Be careful not to let any foreign matter such as wire chips get inside the module. They may
cause fire, as well as breakdowns and malfunctions of the module.

¢ A protective sheet is pasted on the upper part of the module in order to prevent foreign matter
such as wire chips to get inside the module while wiring.

Do not remove this protective sheet during wiring work. However, be sure to remove the
protective sheet before operating the module to allow heat radiation during operation.

o Correctly solder coaxial cable connectors. Incomplete soldering may result in malfunction.




[Setup and Maintenance Precautions]

/\ CAUTION

¢ Never disassemble or modify the module. This may cause breakdowns, malfunctions, injuries or
fire.

¢ Before mounting/dismounting the module, be sure to shut off all phases of external power supply
used by the system.
Failure to do so may cause module failure or malfunctions.

¢ Do not mount/remove the module onto/from base unit more than 50 times (IEC 61131-2
compliant), after the first use of the product.
Failure to do so may cause the module to malfunction due to poor contact of connector.

¢ Do not touch the terminals while the power is on. Doing so may cause electric shocks or
malfunctions.

¢ Before cleaning up and retightening terminal screws and module fixing screws, be sure to shut
off all phases of external power supply used by the system.
Not doing so may cause failure or malfunction of the module.
If the screws are loose, it may cause the module to fallout, short circuits, or malfunction.
If the screws are tightened too much, it may cause damages to the screws and/or the module,
resulting in the module falling out, short circuits or malfunction.

» Always make sure to touch the grounded metal to discharge the electricity charged in the body,
etc., before touching the module.
Failure to do so may cause a failure or malfunctions of the module.

[Operating Precautions]

/\ CAUTION

¢ When changing data and operating status, and modifying program of the running programmable
controller from a personal computer connected to an intelligent function module, read relevant
manuals carefully and ensure the safety before operation.
Incorrect change or modification may cause system malfunction, damage to the machines, or
accidents.

[Precautions When Disposing of This Product]

/\ CAUTION

¢ Dispose of this product as an industrial waste.
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INTRODUCTION

Thank you for purchasing the MELSEC-Q series programmable controller.

Before using the equipment, please read this manual carefully to develop full familiarity with the functions
and performance of the Q series programmable controller you have purchased, so as to ensure correct use.
Please forward a copy of this manual to the end user.
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ABOUT MANUALS

The following manuals are also related to this product.
In necessary, order them by quoting the details in the tables below.

Related Manuals

Manual number
(Model code)

Manual name

Q Corresponding Ethernet Interface Module User’s Manual (Application)
This manual explains the e-mail function of the Ethernet module, the programmable controller CPU status
monitoring function, the communication function via CC-Link IE controller network, MELSECNET/H, SH-080010
MELSECNET/10 as well as the communication function using data link instructions, and how to use file (13JL89)

transfer (FTP server), etc.

(sold separately)

Q Corresponding Ethernet Interface Module User’s Manual (Web function) SH-080180

This manual explains how to use the Web function of the Ethernet module. (sold separately) (13JR40)

Q Corresponding MELSEC Communication Protocol Reference Manual

This manual explains the communication methods and control procedures through the MC protocol for the SH-080008
external devices to read and write data from/to the programmable controller CPU using the serial (13JF89)
communication module/ Ethernet module. (sold separately)

Compliance with the EMC and Low Voltage Directives

(1) For programmable controller system
To configure a system meeting the requirements of the EMC and Low Voltage
Directives when incorporating the Mitsubishi programmable controller (EMC
and Low Voltage Directives compliant) into other machinery or equipment, refer
to Chapter 9 "EMC AND LOW VOLTAGE DIRECTIVES" of the QCPU User's
Manual (Hardware Design, Maintenance and Inspection).
The CE mark, indicating compliance with the EMC and Low Voltage Directives,
is printed on the rating plate of the programmable controller.

(2) For the product
For the compliance of this product with the EMC and Low Voltage Directives,
refer to Section 9.1.3 "Cables" in Chapter 9 "EMC AND LOW VOLTAGE
DIRECTIVES" of the QCPU User's Manual (Hardware Design, Maintenance
and Inspection).



The Manual's Usage and Structure

® How to use this manual
In this manual, explanations are given for each application of the Ethernet modules
(QJ71E71-100, QJ71E71-B5 and QJ71E71-B2).
Please use this manual using the following key items below as a reference.

(1) To find out about the features and utility lists

(a) To find out about the features and functions
» Chapter 1 describes the features of the Ethernet modules.
» Chapter 3 describes the common functions and specifications of the
Ethernet modules.

(b) To find out about the packaged items and network configured items
» The section prior to Chapter 1, "Product Configuration" describes the items
that are supplied together with the Ethernet module.
» Section 2.2 describes the system configuration of the Ethernet module.
Parts and components other than those packaged with the module must be
purchased separately by the user.

(2) To find out about the processing required prior to starting the
operation of the Ethernet module

(a) To find out about the startup procedure
» Section 4.2 describes an outline of the procedures prior to starting the
operation of the Ethernet module.

(b) To find out about the connection to the Ethernet network system.
» Section 2.2 describes the devices required to connect to the Ethernet
network system.
» Section 4.4 describes the connection methods for each type of interface.

(c) To find out about the parameter settings required prior to starting the

operation of the Ethernet module

» Section 4.5 describes the types of the parameter setting screens for GX
Developer in order to use the Ethernet module.

» Section 3.6 describes the parameter settings required for each function to
be used.
Confirm the required parameters, set them according to the relevant
section providing detailed explanation, and save the setting values in the
programmable controller CPU to which the Ethernet module is installed.

(d) To find out how to check for Ethernet module failures
» Section 4.8 describes the self-diagnostic test for the Ethernet module.



(e) To find out how to check for connection errors with the external devices

» Sections 5.4.1 to 5.4.3 describe how to check for connection errors by
performing the PING test and loop back test through GX Developer.

» Section 5.4.4 describes how to check for connection errors using the
"PING" command.

+ Section 5.4.5 describes how to check for connection errors by performing
the loopback test through MC protocol-based communication.
* For details of the loopback test commands through MC protocol, refer to the

Q Corresponding MELSEC Communication Protocol Reference Manual.

(3) To find out about the connection between the Ethernet module and
the external devices

(a) To find out about the communication procedures
» Section 5.1 describes an outline of the communication procedures

(b) To find out about the connections with the external devices
» Section 5.6 describes the connections (open and close processing) for
each of the communication method (TCP/IP, UDP/IP) and the open method
(Active, Passive), including programming procedures.

(4) To find out about the details of the data communication functions

(a) To find out about the communication functions

» Section 1.2 describes an overview of the Ethernet module communication
functions and related section numbers and manual names that can be
referenced for more detailed explanations.

» Special functions of the Ethernet module are described in the User's
Manual (Application).

* Web functions of the Ethernet module are described in the User's Manual
(Web function).

(5) To find out about the data communication functions and
programming
(a) To find out how data is read from and written to the programmable controller
CPU
» Data is read from and written to the programmable controller CPU with
communication functions using the MC protocol.
» Chapter 6 describes an overview of the communication functions using the
MC protocol.
* For details, refer to the Q Corresponding MELSEC Communication
Protocol Reference Manual.



(b) To find out how to send and receive data between the programmable

controller CPU and the external devices

» Data communication between the programmable controller CPU and the
external devices is performed with the communication functions using
either the fixed buffers or the random access buffers.

» Chapters 7 and 8 explains details of the communication functions and
programming using the fixed buffers.

» Chapter 9 explains details of the communication functions and
programming using the random access buffers.

(6) To find out how to check for error occurrences and take corrective
actions

(a) To find out about the contents of the error codes
» Chapter 11 describes troubleshooting, how to check for errors, and
contents and reference manual of error codes.

(b) To find out about the storage area of the error codes in the buffer memory of
the Ethernet module
+ Section 11.3 describes the error code storage areas in the buffer memory.

(7) To learn about functions that have been added to function version
B and later
» Section 1.3 provides the added function list and detailed explanation manual.
» Appendix 1.1 provides the comparison of the Ethernet module functions.

® Structure of this manual
(1) Setting parameters with GX Developer

(a) Using GX Developer to set parameters, the sequence programs for
communicating with external devices can be simplified in the Ethernet
module.

(b) In this manual, parameter settings using GX Developer are explained as
follows.
1) Section 4.5 describes the types of setting screens, objectives of settings,
items and an outline of settings.
2) Details are explained in the detailed explanatory sections on the screens
or in the text in Section 4.5.

(c) Confirm the required parameters and set them according to the relevant
explanatory section or manual, and save the values in the programmable
controller CPU to which the Ethernet module is installed.



(2) Setting screen of GX Developer
This manual explains the parameter settings with GX Developer in the following

format:

4.7 Operational Settings

Communicalion
 iHinan code

Ethernet operations
data cade Initaltining
Da not wat for OPEN ( Communications
impossible ot STOP e |

450l code ~ Alays wait for OPEN (Communication
possible ot STOP fime )

1P addess Send fiame selting

Inputformat  [DEC. 7 @ Ethemettv20)

1P address 192 [

This section explains how to set the operations parameters.
Start the "Ethernet operations” screen by selecting [Setting the number of Ethernet/CC
IE/MELSECNET cards] - [Operational settings].

© IEEEB023

I Enable Wite a RN time TCP Esistence confimation setting

@ Usethe Kesphlive

€ Usethe Ping

End Cancel

(1) Communication data code (address: CBH ... b1)

(a) Selectthe format ofthe communication data when communicating with an
external device.

Narne of sefting

Description of setting

Binary code

|Communicate using binary data

|ASCII code

Communicate using ASCIl data.

(b) For more details on the data communication codes, see Section 3.2, "Data

Codes for Communication.”

1) Shows how to start
the setting screen.

/

> 2) Shows the setting
screen of GX Developer.

J

44— 3) Indicates storage

destination of setting
items and setting
vales. (k1)

N

} 4) Shows the value of
the settings and

relevant section that

provides detailed

J explanation.

* The value in parentheses (address: OOOOH ... b O O ) indicates the buffer
memory address and the bit position of the Ethernet module that store a
setting value entered from GX Developer.
For details on the buffer memory, see Section 3.8, "List of Applications and
Assignments of the Buffer Memory."

(Continued from the previous page)
Address el vaive | X DEVEIOPN poerence
Decimal Applcation Name setting
(Hexadecimal) section
(Hexadecimal applicabilty
Status of settings with GX Developer
+ Communication datz code setting BT 4——boO
0 Communication in binary code
1: Communication in ASCIl code
« Inifaliopen method setting (b2)
0: No parameter setting
(start up according to the sequence
program)
1: Parameter setting
(start up according to the parameters)
« TCP Existence confirmalion setting (b4)
0. Use the Ping
203 Module status 1: Use the KeepAlive
D) + Send frame setting (b5} B ° Secton 4.7
0 Ethernet frame
[ - 1. IEEEB02.3 frame
+ Setting of wite enable/disable at RUN time (b6)
0: Disable
1: Enable
Communication + Initial iming setting (b8)
stalus storage 0: Do not wait for OPEN
area (Communications impossible at STOP time)
1: Atways wait for OPEN
(Communication possible at STOP time)
Bits other than above are reserved for system use.
204
e [System area - - -
(g‘;} RECV instruction execution request o x 2::;’ ;;:"‘"
206
Pt area tor System area - - -
207 sending’ Chapter 4 of
ot eosing ZNRD instruction o x rpatcaton
208 instructions
00y Data ik nstruction | Y1 @182 - N - -
209 execution result Chapter 4 of
oy ZNWR instruction 0 x ~pokcaton
21010223
21508 System area - - -
(Confinues on the next page)




About the Generic Terms and Abbreviations

This manual uses the following generic terms and abbreviations to describe the
Model QJ71E71-100, QJ71E71-B5 and QJ71E71-B2 Ethernet interface modules,
unless otherwise specified.

Generic Term/Abbreviation

Description

ACPU

Generic term for AnNNCPU, AnACPU, and AnUCPU

Generic term A2ACPU, A2ACPU-S1, A2ACPUP21/R21, A2ZACPUP21/R21-81,

AnACPU
A3ACPU, A3ACPUP21/R21

ARNCPU Generic term AINCPU, AINCPUP21/R21, A2NCPU, A2NCPU-S1,
A2NCPUP21/R21, A2NCPUP21/R21-S1, ABNCPU, ABNCPUP21/R21

ARUCPU Generic term for A2UCPU, A2UCPU-S1, A2ASCPU, A2ASCPU-S1, A3UCPU, and
A4UCPU

BUFRCV Abbreviation for ZP.BUFRCV

BUFRCVS Abbreviation for Z.BUFRCVS

BUFSND Abbreviation for ZP.BUFSND

CLOSE Abbreviation for ZP.CLOSE

ERRCLR Abbreviation for ZP.ERRCLR

ERRRD Abbreviation for ZP.ERRRD
A machine-specific address that is also referred to as the MAC (Media Access Control)

Ethernet Address address. This is used to identify the addresses of external devices over a network.

The Ethernet address of the Ethernet module can be verified on the MAC ADD
column of the rating plate.

Ethernet module

Abbreviation for Model QJ71E71-100, QJ71E71-B5 and QJ71E71-B2 Ethernet
Interface Modules
(Described as the Ethernet module or E71 in the figures)

Ethernet network system

Abbreviation for 10BASE2,10BASES5, 10BASE-T and 100BASE-TX network systems

External device

Generic term for personal computers, computers, workstations (WS) and Ethernet
module etc. that are connected by the Ethernet for data communication

GX Developer

Generic product name for SWnD5C-GPPW-E, SWnD5C-GPPW-EA, SWnD5C-GPPW-
EV, and SWnD5C-GPPW-EVA. ("n" means version 4 or later.)
"-A" and "-V" mean "volume license product" and "version-upgrade product" respectively.

MELSECNET/10 Abbreviation for MELSECNET/10 Network system
MELSECNET/H Abbreviation for MELSECNET/H Network system

MRECV Abbreviation for ZP.MRECV

MSEND Abbreviation for ZP.MSEND

MX Component Abbreviation for MX Component (SWOD5C-ACT-E or later)

Network module

Abbreviation for interface modules compatible with the MELSECNET/10 (H) network

(N/W module) system
OPEN Abbreviation for ZP.OPEN

Generic term for the partner product installed with redundant system-compatible
oPS EZSocket (operator station).

The OPS can make communication using the Ethernet module's user connection for
OPS connection. (Refer to Section 5.5.)

Personal computer

Generic term for IBM PC/AT (or 100% compatible) personal computer

Generic term for Q00JCPU, Q00CPU, Q01CPU, Q02CPU, Q02HCPU, QO6HCPU,
Q12HCPU, Q25HCPU, Q02PHCPU, Q06PHCPU, Q12PHCPU, Q25PHCPU,

QCPU Q12PRHCPU, Q25PRHCPU, Q02UCPU, Q03UDCPU, Q04UDHCPU, QO6UDHCPU,
Q13UDHCPU, Q26UDHCPU, Q03UDECPU, Q04UDEHCPU, Q0O6UDEHCPU,
Q13UDEHCPU, and Q26UDEHCPU.
A-21 A-21




Generic Term/Abbreviation

Description

Basic model QCPU

Generic term for Q00JCPU, Q00CPU, and Q01CPU.

High Performance model
QCPU

Generic term for Q02CPU, Q02HCPU, QO6HCPU, Q12HCPU, and Q25HCPU.

Process CPU

Generic term for Q02PHCPU, Q06PHCPU, Q12PHCPU, and Q25PHCPU.

Redundant CPU

Generic term for Q12PRHCPU, and Q25PRHCPU.

Universal model QCPU

Generic term for Q02UCPU, Q03UDCPU, Q04UDHCPU, QO6UDHCPU,
Q13UDHCPU, Q26UDHCPU, QO03UDECPU, Q04UDEHCPU, Q06UDEHCPU,
Q13UDEHCPU, and Q26UDEHCPU.

Built-in Ethernet port QCPU

Generic term for QQ3UDECPU, Q04UDEHCPU, Q06UDEHCPU, Q13UDEHCPU and
Q26UDEHCPU.

Safety CPU

Generic term for QS001CPU.

QCPU-A

Generic term for for Q02CPU-A, Q02HCPU-A, and Q06HCPU-A

QCPU station

Abbreviation for the programmable controller with QCPU installed.

Generic term for Q2ACPU, Q2ACPU-S1, Q2ASCPU, Q2ASCPU-S1, Q2ASHCPU,

QnACPU

Q2ASHCPU-S1, Q3ACPU, Q4ACPU, and Q4ARCPU
Q/QnA Generic term for QCPU and QnACPU
READ Abbreviation for JP.READ and GP.READ
RECV Abbreviation for JP.RECV and GP.RECV
RECVS Abbreviation for Z.RECVS
REQ Abbreviation for J.REQ, JP.REQ, G.REQ, GP.REQ
SEND Abbreviation for JP.SEND and GP.SEND
SREAD Abbreviation for JP.SREAD and GP.SREAD
SWRITE Abbreviation for JP.SWRITE and GP.SWRITE
UINI Abbreviation for ZP.UINI
WRITE Abbreviation for JP.WRITE and GP.WRITE
ZNRD Abbreviation for J.ZNRD and JP.ZNRD
ZNWR Abbreviation for J.ZNWR and JP.ZNWR

Reference Manual

Abbreviation for the Q Corresponding MELSEC Communication Protocol Reference
Manual

User's Manual (Application)

Abbreviation for the Q Corresponding Ethernet Interface Module User's Manual
(Application)

User's Manual (Basic)

Abbreviation for the Q Corresponding Ethernet Interface Module User's Manual
(Basic)

User's Manual (Web function)

Abbreviation for the Q Corresponding Ethernet Interface Module User's Manual
(Web function)




Product Configuration

The following lists the product configuration of the Ethernet interface modules.

Model Iltem name Quantity
QJ71E71-100 QJ71E71-100 Ethernet interface module 1
QJ71E71-B5 QJ71E71-B5 Ethernet interface module 1
QJ71E71-B2 QJ71E71-B2 Ethernet interface module 1
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1 OVERVIEW

This manual provides information on the specifications of the Ethernet interface
modules, models QJ71E71-100, QJ71E71-B5 and QJ71E71-B2 (hereinafter called the
Ethernet module), as well as the procedures prior to starting the operation, the control
procedures and data communication method for communicating with external devices,
maintenance, inspection, and troubleshooting.

When applying the following program examples to the actual system, make sure to
examine the applicability and confirm that it will not cause system control problems.

1.1 Overview of the Ethernet Module

The Ethernet module is an interface module on the programmable controller side for
connecting the Q series programmable controller with the host system, such as a
personal computer and a work station, and between programmable controllers using
the TCP/IP or UDP/IP communication protocol via Ethernet (100BASE-TX, 10BASE-T,
10BASES5, 10BASE?2).

Internet
(Public dial-up line)

Internet service Internet service
Provider Provider
Router

i)

> >
a o
- Q| -
il 2|22 3 o|Be
| a2l | o553
of o=@ ol o8¢
2 i € H €
& &
Local station External device

External device Web server

1) Collection and modification of programmable controller CPU data
(Communication using the MELSEC communication protocol)

2) Transmission and reception of arbitrary data to/from external devices
(Communication using fixed buffers or random access buffers)

3) Data transmission/reception by e-mails
(When using the e-mail function)

4) Data transmission/reception by Web function
(User’'s Manual (Web function))

* By using the GX Developer, the sequence programs for communication

can significantly be simplified.
1-1
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1.2 Features of the Ethernet Module

(1)

Data communication using the MELSEC communication protocol 1
(Details are explained in Chapter 6 of the MELSEC Communication
Protocol Reference Manual)
In the "data communication using the MELSEC communication protocol
(hereinafter called the MC protocol)", the device data and program files of the
programmable controller can be read from/written to the host system.
This protocol is a passive protocol that communicates data solely according to
the requests from the host system. It does not require a sequence program for
data communication after a connection is established.
If the host system is a personal computer running one of the basic operation
systems below, it is possible to create a communication program for the host
system without considering the detailed MC protocol (transmission/reception
procedures) using one of the following separately sold communication support
tools.
(Supported basic operation systems)
« Microsoft® Windows® 95 Operating System
« Microsoft® Windows® 98 Operating System
« Microsoft® Windows NT® Workstation Operating System Version 4.0
« Microsoft® Windows® Millennium Edition Operating System
« Microsoft® Windows® 2000 Professional Operating System
« Microsoft® Windows® XP Professional Operating System
« Microsoft® Windows® XP Home Edition Operating System
« Microsoft® Windows Vista® Home Basic Operating System
« Microsoft® Windows Vista® Home Premium Operating System
« Microsoft® Windows Vista® Business Operating System
« Microsoft® Windows Vista® Ultimate Operating System
« Microsoft® Windows Vista® Enterprise Operating System
* Depending on the version of MX Component used, different operating
systems are supported.
See the manual of MX Component for the details.

(Separately sold communication support tools)

* MX Component (SWOD5C-ACT-E or later, hereinafter abbreviated as MX
Component)
* See Appendix 9 for the overview of MX Component.

©
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REMARKS

The communication functions using the MC protocol correspond to the
communication functions for reading/writing data from/to the programmable
controller CPU that are supported by the A/QnA series Ethernet modules
(A1SJ71E71/A1SJI71QET1, etc.).
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(2) Communication using fixed buffers (Details are explained in
Chapters 7 and 8)
In the "communication using fixed buffers," a maximum of 1 k words of arbitrary
data can be sent or received among programmable controllers or between the
programmable controller and the host system.
An Ethernet module is provided with 16 fixed buffer data areas of 1 k word
storage space, and each is assigned as either a sending or receiving buffer for
an arbitrary device.
While the communication using the MC protocol is passive, the communication
using fixed buffers is an active protocol. Data can be sent from the programmable
controller side to the host system when errors occur in machine equipment or
when some conditions are satisfied. Furthermore, by using the data receiving
function in an interrupt program, retrieval of receive data to the programmable
controller CPU may be expedited.

Receive/ Receive/
send send
> =
g = g =
() [0}
7 > 2 = 7 o} 2 =
o s o s
s [oae} o [T
gl O | £8 gl O |£8
5 w 5 w =
o o
External device Local station

External device

(3) Communication using random access buffers (Details are
explained in Chapter 9)
In the "communication using random access buffers," data of larger size (up to
6 k words of data) can be communicated. This protocol can be used when the
data size is too large for communication using fixed buffers (up to 1 k words of

data).
Read/write Read/write
>
g Qo
> ) 2 =]
2] o E o
8| © |£8
C z i -
= g =
e | B Local station °o| B¢
External device External device \
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(4) Communication by e-mails (Details are explained in the User’s
Manual (Application))
With “sending/receiving e-mail,” data can be sent to and received from an
external device at a remote location using e-mail via an Internet line.

(@) Sending/receiving e-mail by the programmable controller CPU

The following data can be sent/received by using dedicated instructions

(MSEND, MRECV).

1)  Sending/receiving data as attached files
Up to 6K words of data can be sent to or received from a personal
computer or other Ethernet module as a file attached to e-mail.

2) Sending data as main text
Up to 960 words of data can be sent to a personal computer or
portable terminal as main text of e-mail.

(b) Sending e-mail by the programmable controller CPU Monitoring function
By setting up the Ethernet parameters, the notification conditions
(programmable controller CPU status or device value) set by the user can
be monitored at constant intervals, and up to 960 words of data can be sent
by either of the following methods when the notification conditions are

satisfied:
1) Sending data as an attached file
2) Sending data as main text

Internet
(Public dial-up line)

E-mail
sending/
receiving

uil

Q=

Internet service
provider

Internet service
provider

°] Router Router

Power supply
CPU
Ethernet
module

Local station

External device
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(5) Communication by the Web function (Details are explained in the
User's Manual (Web function))
With “communication using the Web function,” the system administrator can
monitor a Q Series CPU at a remote location via the Internet using a
commercially available Web browser.

(@) By setting up a communication library in the Web server, data
communication with the programmable controller can be performed.

A sample screen to be displayed by a Web browser is also available for
your use.
Contact your local agency or marketing company.

(b) A Web server and a Web browser are required to use the Web function.
(Basic operating systems)
« Microsoft® Windows® 2000 Server Operating System
« Microsoft® Windows® 2000 Professional Operating System
« Microsoft® Windows NT® Server Network Operating System Version
4.0
« Microsoft® Windows NT® Workstation Operating System Version 4.0
« Microsoft® Windows® 98 Operating System
(Web servers)
« Microsoft® Internet Information Server 5.0
« Microsoft® Internet Information Server 4.0
« Microsoft® Peer Web Services 4.0
« Microsoft® Personal Web Server 4.0
(Web browsers)
* Internet Explorer 4.0 or later (Microsoft® Corporation)
. Netscape® Communicator 4.05 or later (Netscape® Communications

Corporation)
\'/I: HTTP MC protocol —

_§ - header | (Command message) HTTP
3| 2| £3
g 'S © T
) o £ 9
§ & —  MCprotocol HTTP g N

(Response message) | header - f

Local station

External device

Web browser

< Display of
Execution of requests/results
the ASP file
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(6) Connecting GX Developer, GT SoftGOT and GOT (Details are
explained in the Operating Manuals for GX Developer and GT
SoftGOT, and User’s Manual for GOT (Connection System

Manual))

(@) Simplifying sequence programs using GX Developer
GX Developer supports the parameter setting function to perform the
Ethernet module initialization and the open processing with external
devices. By setting up the following parameters with “network parameter
settings” of GX Developer, access from the external device to the
programmable controller is enabled. It can also significantly simplify
sequence programs used to perform communication by Ethernet modules.

* |P address setting

* Port number setting

* Protocol type setting

* Notification condition setting

For more information on setting up Ethernet modules, see Section 3.6, “List

of GX Developer Setting Items for Ethernet Modules” and other applicable
reference sections.

> =
[=% [=%
a ko) o T 2
> o c S 32 -] c S
w o — ko] w o = S
= o3 ey o3
g O £ g g O £ g
S w S w
o o

Local station External device

Parameter setting

(b) Programming and monitoring function via the Ethernet
By establishing an Ethernet connection, programming and monitoring of
programmable controllers can be performed using GX Developer, as well
as monitoring and testing of programmable controllers can be performed
using GOT or GT SoftGOT.
In ether case, remote operations utilizing long-distance connection and
high-speed communication of Ethernet become possible.

Program/monitor Monitor/test

GX Developer

> =
Q
g % o <
» =] c3s
Pt o o O
gl O | £¢
£ - —
GX Developer External device GOT GT SoftGOT
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(c) Connecting multiple MELSOFT products (GX Developer, GT SoftGOT, and
MX Component) or GOTs

This product can be connected with one or more MELSOFT product (GX
Developer, GT SoftGOT, and MX Component) or GOT simultaneously via

TCP/IP communication or UDP/IP communication.

1)

2)

*13%2

Connection via TCP/IP communication

» The Ethernet module side can connect up to 17 units of MELSOFT
product via TCP/IP communication simultaneously by using one
dedicated system connection and up to 16 user connections. *3

+ If only one MELSOFT product is to be connected, the following
settings using GX Developer are not required.
If two or more MELSOFT product are to be connected, the following
settings using GX Developer are required since user connections
will be used.
On the "Ethernet open settings" screen for network parameters, set
"TCP" in the protocol field of the connection number to be used, and
"MELSOFT connection” in the open method field. (See Section 5.5.)

Connection via UDP/IP communication. *4

By using one dedicated system connection, the Ethernet module side
can connect MELSOFT product or GOT via UDP/IP communication.

[Connections used by the Ethernet module side when connecting a MELSOFT product or GOT]

(External device)

One unit

*1

(Protocol used) (Connection used on the Ethernet module side)

Connection via TCP/IP * * * = Uses a dedicated system connection.
* The Ethernet open settings parameter is
not required.

Connection via TCP/IP * * * » Uses a dedicated system connection and user
connections set up by the user for MELSOFT
connection.

* The Ethernet open settings parameter is required.

One unit Multiple units

Connection via UDP/IP <+ «« Uses a dedicated system connection.
* The Ethernet open settings parameter is not required.

It is possible to use the same station number if two or more MELSOFT
products are started up from one personal computer in order to perform
TCP/IP communication and UDP/IP communication with one Ethernet module.
(It is not necessary to use different station numbers for TCP/IP and UDP/IP.)
GT SoftGOT and GOT support UDP/IP communication only.

Dedicated connections will be used to connect MELSOFT products for data
communication. These dedicated connections cannot be used to perform data
communication with external devices other than MELSOFT product.

It is possible to access other stations without performing Conversion setting
(Network No., Station No., and IP address) if they are accessed from a
MELSOFT product via the Ethernet module using the Communication with CC-
Link IE controller network, MELSECNET/H or MELSECNET/10 relay.

See Chapter 3 of User's Manual (Application) for the relay function of CC-Link
|IE controller network, MELSECNET/H and MELSECNET/10.
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(7) Functions supporting Multiple CPU systems (Details are explained
in the Reference Manual.)

(@)

When performing the following data communication with QCPUs in a

multiple CPU system, it is possible to perform data communication such as
reading/writing device data or reading/writing files by specifying the QCPU
to be accessed.

1)
2)
3)

Ethernet module
control CPU

Setting from GX Developer

Non-control CPU

Communication by MC protocol

Communication by GX Developer

When using the file transfer function (FTP server)

* When using the Ethernet module in a multiple CPU system, a QCPU
controlling the Ethernet module (hereinafter referred to as the control
CPU) should be specified through GX Developer.

It is also possible to mount an Ethernet module of function version A on
a multiple CPU system and access to the only control CPU (the CPU
No.1).

External device

Communication through GX Developer
Communication using the MC protocol
File transfer

(FTP server) function

1)

2)

3)

4) (1] [2]

pleere

-

Ethernet module

non-control CPUs

(b)

N]

Ethernet module

: CPU No.1
: CPU No.2
: CPU No.3
: CPU No4
: Module controlled by

CPU No.1

: Module controlled by

CPU No.2

When the Ethernet module of function version B or later is used in a multiple
CPU system, the following data can be transferred to/from the Ethernet
module.

1)

2)

Communication using the fixed buffer, communication using data link
instructions and sending/receiving of e-mail are possible from the
control CPU.

It is possible to read the buffer memory from non-control CPUs.
Input/output signals can be used as contacts.

Control CPU

Ethernet module

External device

FROM

FROM/TO :

instruction >
Dedicated

instruction

Buffer memory

instruction

Use the input/output
signal as a contact

i Use the input/output
} signal as a contact
¢ It should be output
| to an output signal

Data communication
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3)

Non-control CPU

Control CPU
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It is possible to access the control CPU and non-control CPUs using
the MC protocol and through GX Developer and file transfer (FTP
server) from the external device.

Also, communication using the fixed buffer and sending/receiving of e-
mail are possible with respect to the Ethernet module control CPU.
(Example)

When communicating by MC protocol

Ethernet module External device

03EOH to 03E3H

Command message
transmitted using

a QnA compatible

3E frame or 4E frame

Communication using the
MC protocol (read/write)

Ml
o

1 Specify the QCPU to be

T
1
1
'
1
'
1
1
1
<
-4
- 1 /
'
1
1
1
1
1
'
1
'
1

i
.
Device memory, etc.,
1
'
:

Response message

_______________________ ,/

If the MC protocol or GX Developer is used to access other stations, it is
possible to access the control CPU and non-control CPUs of the station
to be accessed even if the relay station and the accessed station are
multiple CPU systems.

(Example)

It is possible to access other stations regardless of whether the control
CPU of the module to be routed through is of the same kind or different.

Local station

1)

e

2)

External device

E Communication through GX Developer
Communication using the MC protocol

3)

Setting from GX Developer

Relay station

Ethernet

: CPU No.1
: CPU No.2

012)(3)|4)

: CPU No.3
: CPU No.4
: Module used for routing, controlled

Station to be accessed

012)]3)|4)

1-10

by CPU No.1
: Ethernet module controlled by
CPU No.1
Module used for routing, controlled
by CPU No.2

CC-Link IE controller network module

[2]:

Module for routing :

* The QnA compatible 3E frame or 4E frame should be used for
access to non-control CPUs when communicating using the MC
protocol.

Note, however, that the available functions differ, depending on the
QCPU to be accessed (whether it is a control CPU or a non-control
CPU).

See the Reference Manual for the available functions and
accessible range.

* The modules used for routing are indicated the following when
accessing other stations:

» CC-Link IE controller network, MELSECNET/H, MELSECNET/10
network module

* Q series C24 « Ethernet module

1-10
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* If there is a module of function version A among the modules for
routing, it is possible to access the control CPU of module used for
routing only. In addition, it is possible to access other stations via a
module controlled by the same control CPU.

1-11 1-11
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(8) Remote password check function (Details are explained in Chapter
5 of the Reference Manual.)

@)

(b)

(c)

The remote password check function of the Ethernet module prevents
improper access to the QCPU by users at a remote location.
The Ethernet module performs a remote password check with respect to
data communication from the external device that uses the connection set
as a parameter in the QCPU.
* The remote password function is one of the QCPU functions for
preventing improper access to the QCPU by other users.
When setting a remote password for the QCPU using GX Developer the
remote password function of the QCPU can be used.

All the remote password checks during data communication from the
external device to the local station or other stations are performed for the
remote passwords set in the local station QCPU.

When communicating data using the applicable connection for the remote
password check, data communication from external device can be
performed by the remote password unlocked (canceled) processing after
completing open processing.

1)  When communicating using the MC protocol, fixed buffer or random
access buffer
Use the dedicated instruction for communication using the MC protocol
to unlock the remote password from the external device.

2) When accessing the programmable controller through GX Developer
Unlock the remote password through GX Developer at the start of
online operation.

3) When using the file transfer (FTP server) function
Use a dedicated FTP command to unlock the remote password from
the external device.

4) When using the Web function
Unlock the remote password in the dialog box displayed by a Web
browser while accessing the QCPU.

The user performs remote password lock processing prior to closing the
connection.

Accessing source
external device

o

LA ==

Ethernet
[t |

3|1 Remote 1
1| password
(Local station)

Ethernet
module

Setting from GX Developer
Set the applicable connection for the remote
password check with the parameters.

1-12
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(9) Redundant system support function (Detailed explanation: Chapter
5)

(a) Backup of Ethernet communication
By mounting the Ethernet communication of function version D or later on
the main base units of a redundant system, the Ethernet modules can be
backed up. If a failure or communication error occurs in the Ethernet
module, the system can be switched between the control system and
standby system to continue the communication of the Ethernet module. 1

(b) Issue of system switching request to control system CPU
When the Ethernet module mounted on the main base unit of the control
system CPU in the redundant system detects a communication error or
disconnection, it can issue a system switching request to the control system
CPU.

(c) Access to redundant system
Communication using MC protocol or data link instruction enables data
communication, such as read/write of device data and files, from/to the
control system/standby system or system A/system B of the redundant
system.

(d) Connection with OPS
The Ethernet module can communicate with the OPS using the user
connection for OPS connection.
Set the user connection for OPS connection in the open setting of GX
Developer. (Refer to Section 5.5.)

*1 It also can be mounted on the extension base unit or MELSECNET/H
remote I/O station of the redundant system. Note that there is restriction on
applicable functions. For details, refer to Section 2.5.2 or 2.6.

Personal
computer
Ethernet
| (Communication with host)

AnACPU AnUCPU AnNCPU
O | (Normal station) | | (Normal station) | | (Normal station)

' e e —
MELSECNET/H (MELSECNET/10 mode) PLC to PLC networl

(Communication with other stations)

I
[ QCPU

|
QnACPU Q4ARCPU
(Normal station)

(Normal station) | | (Normal station/
control station)

CC-Link
(I/0 _control, communication with outside)

s

NI

Remote I/O ’ Remote Intelligent
station

device station device station

MELSECNET/H remote 1/O network
(I/O control, communication with outside)
[ — 1

Remote I/0 Remote I/0 Remote 1/O
station station station

1-13 1-13
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1.3 Additional Functions in Function Version B or Later
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The following table shows the functions that have been added to the Ethernet modules
of function version B and later.

(1)

)

POINT

The added/changed functions shown in this section includes the functions
added in the first products or later of function version B and function version
D. For the function version, serial No., and software version of the Ethernet
module and related products (CPU module, and GX Developer) that can use

the added/changed functions, refer to Section 2.7.

Refer to Appendix 1.1 concerning a comparison of functions in the different

Ethernet module function versions.

(1 F

unctions added to function version B

Function

Overview

Reference section

Sends/receives data using IEEE802.3 frames.

Support for [EEE802.3 frames * When sending data, selects and sends either an Ethernet frame or IEEE802.3 Sectlon.4.7
frame. Appendix 10
* When receiving data, receives either an Ethernet frame or IEEE802.3 frame.
Re-initial processing is performed in the following cases:
+ Wh dating the Eth t add f the ext | devi ith which dat;
Re-initial processing of the Ethernet module on UP. a |'ng ? ernet address of the external device with which data Secstion 5.2.3
communication will be performed
* When changing the data communication conditions.
Existence check Perform a target existence check by sending an ACK message to a remote device Section 5.2.2,

function Checking by KeepAlive

and waiting to see whether or not a response is received.

REMARKS] (5)

Simultaneous connection of up to 17
MELSOFT products via TCP/IP
communication

Simultaneously connects up to 17 MELSOFT product (such as GX Developer) via
TCP/IP communication. This is achieved by using up to 16 user connections and one
dedicated system connection.

Sections 1.2 (6) and 5.5
Applicable MELSOFT
product manual

Simplifying access to

It is possible to access other stations without performing conversion setting (network

Simplifying A number, station number, and IP address) if they are accessed from a MELSOFT
. . other stations )
connection with product via the Ethernet module.
MELSOFT . It is possible to use the same station number if two or more MELSOFT products are
Access with the same . C
products started up from one personal computer in order to perform TCP/IP communication

station number

and UDP/IP communication with one Ethernet module.

Section 1.2 (6)
Manual of each
MELSOFT product

Ethernet diagnostic function of GX
Developer

The Ethernet diagnostic function of GX Developer enables the following diagnoses:

+ Monitoring the module status and error status of the Ethernet module.

+ Confirming the completion of the Ethernet module’s initial processing by performing
the PING test and loop back test.

Sections 5.4 and 11.2

Sending files in CSV
format as attachment

Sends a file in CSV format as attachment to e-mail from the Ethernet module.

Sending main text

Sends main text of up to 960 words from the Ethernet module.

When using the

e-mail function
Support for

encoding/decoding

The following encoding/decoding is supported.

+ Encode the Subject using 7 bits encoding and send it from the Ethernet module.

+ Decode and receive an e-mail encoded with Quoted Printable by the Ethernet
module.

Chapter 2 of User’s
Manual (Application)

Communication using the Web function

Accesses the programmable controller from a personal computer at a remote location
via an Internet, using a commercially available Web browser.

User's Manual (Web
Function)

Overview of function

In data communication via the connection set up using the parameters for the QCPU,
this function enables data communication after unlock processing from the external
device is completed normally for the remote password set in the QCPU.

Section 5.9

Communication using the
Remote

Section 3.18 of

MC protocol Unlocks/locks the remote password of the QCPU. The unlock processing enables Reference Manual

password check File transfer (FTP server) | access to the QCPU using various commands. Section 5.6 of User's
function Manual (Application)
Communication using the | Unlock the remote password through the dialog box displayed by a Web browser User’'s Manual (Web
Web function while accessing the QCPU. Function)
Communication using the Section 2.10 of

s t MC protocol Reference Manual

UPPO or Accessing QCPU from This function enables access to the control CPU/non-control CPU specified by the GX Developer

multiple CPU ) - . . .

systems GX Developer user when performing data communication with a multiple CPU system. Operating Manual
File transfer (FTP server) Chapter 5 of User’s
function Manual (Application)

Mounting an Ethernet module to the
MELSECNET/H remote I/O station

When an Ethernet module is mounted to the MELSECNET/H remote I/O station, access
to the local station (station on which the Ethernet module is mounted) or other stations is
enabled from the external device.

Section 2.6

1-14
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()

Functions added to function version D

MELSEC-Q

Function

Overview

Reference section

+ The Ethernet modules can be mounted and used on the main base units of the
redundant system. (Redundant Ethernet communication)

Redundant system support function * When a communication error or disconnection is detected, a system switching Section 5.11
request can be issued to the control system CPU.
. . . In the buffer memory, the connection status of the Ethernet module and hub and )
Hub connection status monitor function L Section 5.10
the current transmission speed can be checked.

Sending character

strings in the e-mail's
When using the main text by the The programmable controller CPU monitoring function allows transmission of Chapter2 of User's

e-mail function programmable
controller CPU

monitoring function

character string information stored in word devices by the e-mail's main text.

Manual (Application)

Target station No. specification of data link
instruction

Target station No. 65 to 120 can be specified by the following data link instructions.
(The station No. 65 to 120 of the CC-Link IE controller network can be specified.)

+ SEND

+ READ/SREAD

+ WRITE/SWRITE

- REQ

Target station CPU type specification for
data link instructions

Target station CPU type ((S1)+3) can be specified with the following data link
instructions. (The control system/standby system or System A/System B of the
redundant system can be specified.)

+ READ/SREAD

+ WRITE/SWRITE

- REQ

Increased data length of data link
instructions
(From 480 to 960 words)

The data length can be specified up to 960 words in the following data link
instructions: * 1

+ SEND

* RECV/RECVS
+ READ/SREAD
+ WRITE/SWRITE

Chapter 4, Chapter 6 of
User's Manual
(Application)

Communication by MC protocol
Compatible with the 4E frame

Compatible with the message format (4E frame) for which any given number (serial
No.) has been added to the QnA compatible 3E frame for message identification.
By the serial No. which is added by the external device for message identification,
the correspondence between multiple command and response messages can be
checked.

Chapter 3 of Reference
Manual

Access to link direct device LW 10000 or
higher using MC protocol

(4E frame and QnA compatible 3E frame
only)

This function allows access to link direct device LW10000 or higher.

Section 3.2 of Reference
Manual

Access to extended data register D65536 or
higher or extended link register W10000 or
higher using MC protocol

(4E frame and QnA compatible 3E frame
only)

This function allows access to extended data register D65536 or higher and
extended link register W 10000 or higher.

Section 3.2 of Reference
Manual

*1 In a multiple network system, when transferring data exceeding 480 words to
a station of another network No., specify the Q series models to all of the

1-15

request source, relay station and request target.
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1.4 Software Configuration

The Ethernet modules support the TCP/IP and UDP/IP protocols.

OSI reference model corres-
ponding to the programmable

rees Personal computer/work-station----: it Programmable controller--------=---------------- ' controller configuration
! V kB : (Layers

: User program ‘ i | Q Series programmable controller CPU :

i V CPU i

E P Dedicated instruction E

s 3 +

! e Buffer memory 7 Application layer
! Systemcall | ! 1 6 Presentation layer
E E E Commun-| Commu- |Commun-|Commun- C?C::;;n' FTP |Commun-|Commun- E 5 Session layer
! H ication | nication | ication | ication i ication | ication !

: v using using using using CC»tlink E by by '

! v fixed | random | the MC data (o ler e-mails | Web !

: : : buffers Zc:fess protocol ) Itink . network, SMTP | HTTP :

: : : utiers Instructi- NET/H, POP3 :

! Socket v ons | \ET0 DNS Ethernet :

! [ module !

i TCP ubP a TCP/UDP i | 4 [Transportlayer
i D icMP i

: IP ICMP a IP | 3 |Network layer

| ARP HH ARP |

! Ethernet . Ethernet ' 2 |Data link layer
! | (100BASE-TX, 10BASE-T, 10BASE5,10BASE2)| ! ! (100BASE-TX,10BASE-T,10BASE5,10BASE2) v 1 1 _[Physical layer

(1) TCP (Transmission Control Protocol)
This protocol guarantees data credibility or reliability in a communication between
a personal computer/work station and the programmable controller that are

connected via network, and provides the following functions:

+ Creates a logical connection by establishing a connection (logical line) as if a
dedicated line was created between external devices.

* A maximum of 16 connections can be established and communication to
multiple buffers can be performed at the same time in the Ethernet module.

« Data reliability is maintained by the sequence control using the sequence
numbers, the data retransmission function and the check sum.

» The communication data flow can be controlled by operations using Windows.

» Supports the Maximum Segment option.
The Maximum Segment option can be made valid for TCP transmission or
TCP re-transmission.
The data reception side must check the length of received data before
processing the message.

1-16 1-16
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(2)

)

()

(6)

(8)

9)

MELSEC-Q

UDP (User Datagram Protocol)

This protocol may not guarantee data credibility and reliability in a communication
between a personal computer/work station and the programmable controller that
are connected via network. Thus, even if the data does not reach the target
node, it will not be retransmitted.

» Because it is connectionless, high-speed transmission is possible.

» A check sum is used to increase the reliability of the communication data.

However, when greater reliability must be maintained, a user application or the
TCP should be utilized.

IP (Internet Protocol)

» Communication data is sent and received in datagram format.
+ Communication data can be divided and reassembled.

* Routing option is not supported.

ARP (Address Resolution Protocol)

* This protocol is used to get the Ethernet physical addresses from the IP
addresses.

ICMP (Internet Control Message Protocol)

 This protocol is used to exchange errors occurred on an IP network and
various information related to the network.

* Provides a function to transmit IP error messages.

« See Appendix for information regarding the option support type (ICMP
protocol).

FTP (File Transfer Protocol)
* This protocol is used to transfer files.
» Can upload and download programmable controller CPU files.

DNS (Domain Name System)
» This system translates IP addresses to names that are easy to remember by
the user.

SMTP (Simple Mail Transfer Protocol)
* This protocol transfers mails.

POP3 (Post Office Protocol Ver. 3)
* This protocol transfers mails received by a mail server to a local computer.

(10) HTTP (Hyper Text Transfer Protcol)

1-17

* This protocol is used to perform data communication for world wide web of the
internet.
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2 SYSTEM CONFIGURATIONS

This section explains the system configurations that may be combined with the
Ethernet modules.

2.1 Applicable Systems

This section describes the applicable systems.

(1) Applicable modules and base units, and No. of modules

(@)

When mounted with a CPU module

The table below shows the CPU modules and base units applicable to the
Ethernet module and quantities for each CPU model.

Depending on the combination with other modules or the number of
mounted modules, power supply capacity may be insufficient.

Pay attention to the power supply capacity before mounting modules, and if
the power supply capacity is insufficient, change the combination of the
modules.

Applicable CPU module

* H *2
No. of mountable ! Base unit

CPU

type

CPU model Main base unit Extension base unit

Basic model QCPU

QO00JCPU

QO0CPU 1 O O

QO01CPU

High Performance
model QCPU

Q02CPU

QO02HCPU

QO6HCPU

Q12HCPU

Q25HCPU

Process CPU

QO02PHCPU

QO6PHCPU

Q12PHCPU

Q25PHCPU

Programmable
controller CPU

Redundant CPU

Q12PRHCPU

Q25PRHCPU

Universal model
QCPU

QO02UCPU

QO3UDCPU

Q04UDHCPU

QO6UDHCPU

Q13UDHCPU

Q26UDHCPU

QO3UDECPU

QO04UDEHCPU

QO6UDEHCPU

Q13UDEHCPU

Q26UDEHCPU

Safety CPU

QS001CPU 1 x4

C Controller module

QO6CCPU-V

N/A X

QO06CCPU-V-B

*1
*2
*3

*4

O: Applicable, *: N/A

Limited within the range of I/0O points for the CPU module.

Can be installed to any I/O slot of a base unit.

Indicates the number of modules that can be used for one of two systems.
Use an Ethernet module of function version D or later.

Connection of extension base units is not available with any safety CPU.

2-1
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(b)

MELSEC-Q

Mounting to a MELSECNET/H remote I/O station

The table below shows the network modules and base units applicable to
the Ethernet module and quantities for each network module model.
Depending on the combination with other modules or the number of
mounted modules, power supply capacity may be insufficient.

Pay attention to the power supply capacity before mounting modules, and if

the power supply capacity is insufficient, change the combination of the
modules.

o Base unit 2
Applicable network module No. of mountable Main base unit of remote| Extension base unit of
1/O station remote 1/O station
QJ72LP25-25
QJ72LP25G *3
QJ72LP25GE 4 © ©
QJ72BR15

O: Applicable, *<: N/A

*1 Limited within the range of I/O points for the network module.
*2 Can be installed to any I/O slot of a base unit.
*3 Use an Ethernet module of function version B or later.

REMARKS

The Basic model QCPU module or C Controller module cannot create the
MELSECNET/H remote I/O network.

(2) Support of the multiple CPU system

When using the Ethernet module in a multiple CPU system, refer to the QCPU
User’'s Manual (Multiple CPU System) first.

(@)

Applicable Ethernet module

When using the Ethernet module in a multiple CPU system, use the
Ethernet module of function version B or later.

Network parameter

Perform Write to PLC of network parameters only to the control CPU of the
Ethernet module.



2 SYSTEM CONFIGURATION
SYS CONFIGU ONS MELSEC-Q

(3) Supported software packages

(a) Software for programmable controller (% 1)
The following table shows the systems and software packages applicable to
the Ethernet module.

When using the Ethernet module, GX Developer is required.

Software version
GX Developer
Q00J/Q00/Q01CPU Single CPU system Version 7 or later
Multiple CPU system Version 8 or later
Q02/Q02H/Q06H/ Single CPU system Version 4 or later
Q12H/Q25HCPU Multiple CPU system Version 6 or later
Q02PH/QO6PHCPU Single CPU system Version 8.68W or later
Multiple CPU system
Q12PHIQ25PHCPU Single CPU system Version 7.10L or later
Multiple CPU system
Redundant system
(When mounted on main Version 8.18U or later
Q12PRH/Q25PRHCPY  |225€ unit)
Redundant system
(When mounted on Version 8.45X or later
extension base unit)
Q02U/Q03UD/Q04UDH/ Single CPU system .
Version 8.48A or later
QO6UDHCPU Multiple CPU system
Q13UDH/Q26UDHCPY  |ondie CPU system Version 8.62Q o later
Multiple CPU system
QO3UDE/Q04UDEH/ Single CPU system
QO6UDEH/Q13UDEH/ Version 8.68W or later
Q26UDEHCPU Multiple CPU system
QS001CPU Single CPU system Version 8.65T or later
When installing to MELSECNET/H remote I/O station Version 6 or later

*1 Refer to Section 2.7 for the GX Developer versions that support the
additional functions of the improved Ethernet module.

(b) Communication support tool for external devices

Item name

Model

Remarks

MX Component

SWnD5C-ACT-E

Active X control library.
The “n” in the model name is 0 or greater. ( * 1)

*1 Depending on the version of MX Component used, different versions of
Ethernet modules are supported.
Refer to the manual of MX Component for the details.
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2.2 Devices Required for Network Configuration

This section explains the devices that are required to configure a network.
Network installation work requires sufficient safeguard; ask a network specialist for
installation.

(1) When configuring an Ethernet system with a QJ71E71-100
When connecting a QJ71E71-100 to a network, either a 10BASE-T or 100BASE-
TX can be used.
The Ethernet module detects whether it is 10BASE-T or 100BASE-TX, and the
full-duplex or half-duplex transmission mode according to the hub.
For connection to the hub without the auto detection function, set the half-duplex
mode on the hub side.

(a) Connection using the 100BASE-TX

| Twisted pair cable | J”H“H“H“H”HUHU{ *Up to 2 levels are allowed
for cascade connection

== = =

External device

Use devices that satisfy the standards of IEEE802.3 and 100BASE-TX.

(About the devices under the hub in the illustration above)

» Shielded twisted pair cable (STP), category 5 or higher

* Straight cables can be used.

(Correct operation is not guaranteed if a crossed cable is used to connect to
an external device via the 100BASE-TX of the Ethernet module. However, it
is possible to use crossed cables to connect two Ethernet modules (i.e., two
QJ71E71-100 modules) for data communication or to connect an Ethernet
module to a GOT.)

* RJ45 jacks

* 100Mbps hub

POINT

During the high-speed communication (100 M bps) via 100BASE-TX connection, a
communication error may occur due to the effect of high frequency noise from
devices other than programmable controller in a given installation environment.
The following describes countermeasures on the QJ71E71-100 side to prevent the
effect of high frequency noise for construction of a network system.
(1) Wiring connection
* Do not bundle the twisted pair cables with the main circuit and power wires,
and do not install them close to each other.
* Make sure to place the twisted pair cables in a duct.
(2) Communication method
» Data communication with an external device is performed using TCP/IP
communication.
* Increase the number of communication retries as necessary.
(3) 10 M bps communication
» Communication is performed at a data transmission rate of 10 M bps by
changing the connection hub for the QJ71E71-100 to a hub capable of
handling 10 M bps.
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(b) Connection using the 10BASE-T

| Twisted pair cable | ”””””” *Up to 4 levels are allowed
for cascade connection

== = =

External device

Use devices that satisfy the standards of IEEE802.3 and 10BASE-T.
(About the devices under the hub in the illustration above)
» Unshielded twisted pair cable (UTP) or shielded twisted pair cable (STP),
category 3,4,5.
* Straight cables can be used.
(Correct operation is not guaranteed if a crossed cable is used to connect to
an external device via the 10BASE-T of the Ethernet module. However, it is
possible to use crossed cables to connect two Ethernet modules (i.e., two
QJ71E71-100 modules) for data communication or to connect an Ethernet
module to a GOT.)
* RJ45 jacks
* 10Mbps hub
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(2) When configuring the Ethernet system with a QJ71E71-B5
(a) Connecting using the 10BASES

N-type terminator | Coaxial cable for 10BASES5 | ,| Transceiver |
HH HH

L1
AUI cable

External device

a0

LR ="=i DC
Power
supply

1) Use a 10BASES5 coaxial cable, an N-type terminator, a transceiver, and
an AUI cable (transceiver cable) that meet the Ethernet standards.

2) Use a transceiver with SQE TEST (Signal Quality Error TEST) or a
heart beat function.

3) Use a DC power supply (power supply for transceiver) that meets the
specifications of the transceiver and the AUI cable. (Refer to
REMARKS].)

REMARKS

The transceiver power characteristics are as follows:
* Input terminal voltage: 12 V8% 10 15 %
» AUI cable direct resistance: 40 Q/km or less, maximum length 50 m (164 ft.)
* Maximum current consumption: 500 mA or less
Thus, the applicable transceiver supply power will be from 13.28 VV to 15.75 V.
* Calculation of the transceiver supply power's voltage drop (V)
Voltage drop (V) = AUI cable direct current resistance (Q/m) X
AUI cable length (m) X 2 (both directions) X transceiver
consumption current (A)
(Example)
2.0 (V) =0.04 (/m) X 50 (m) X 2 X 0.5 (A)
In this case, the recommended transceiver supply power is more than 13.28 V.
13.28 (V) = 12 V" (11.28 V) + 2.0 (V)
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POINT

(1) Consult a network specialist for required devices.

(2) The following can be used as a countermeasure for errors due to high-
frequency noise according to the installation environment.
* Mount a ferrite core using the method shown in (3) below.
* Increase the retry number when communicating by TCP/IP.

(3) Use the following method to mount a ferrite core when connected to the
network by 10BASES.
(Mounting the ferrite core)
Mount the ferrite core (% 1) to the Ethernet module side and the external
device side/the transceiver side for AUI cable.
*1 ZCAT 2032-0930 manufactured by TDK Corporation is usable.

QJ71E71-B5
<+«—— AUl cable
Coaxial cable for 10BASE5
Ferrite core /
) | [ )
¥ Transceiver
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(3) When configuring the Ethernet system with a QJ71E71-B2

(a) Connecting using the 10BASE2

. RG58A/U coaxial cable
F / or RG58C/U coaxial cable

External device

T-Type connector

Use devices that meet the standards of IEEE802.3 and 10BASE2.

* RG58A/U or RG58C/U (coaxial cable 50 Q)

» BNC-type Terminator (product equivalent to 221629-4 manufactured
by Tyco Electronics AMP K. K.)

» T-shaped adapter (product equivalent to UG-274/U(15)
manufactured by Hirose Electric Co., Ltd.)

POINT

Consult a network specialist for required devices.
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2.3 For Use in Multiple CPU System

This section describes the use of the Ethernet module in a multiple CPU system.

(1)

When making access from the external device to the non-control CPU of the
Ethernet module using any of the following functions, use the Ethernet module of
function version B or later.

When the Ethernet module of function version A is used, only the control CPU
can be accessed. (Access to the non-control CPU will result in an error.)

» Communication using MC protocol

» Communication using GX Developer

* File transfer (FTP server) function

External device

Communication using MC protocol
Communication using GX Developer
File transfer (FTP server) function

Ethernet

O |

Ethernet module of function
version B or later
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Accessed station

1

MELSEC-Q

When the other station at the access destination is in a multiple CPU system and
access is to be made to the non-control CPU of the relayed module of the
accessed station, use the modules of function version B or later as the relayed

modules and QCPUs of the local station and all the relayed and accessed
stations. 1

(Example)
Other station access is enabled independently of whether the control CPUs

of the relayed modules are the same or different.

Local station External device

01 2)|3)| 4) Communication using GX Developer
Communication using MC protocol

Setting from
GX Developer Ethernet
Relayed station 1) : QCPU No. 1
: QCPU No. 2
1)(2)]3)]4) :QCPU No. 3
: QCPU No. 4

: Relayed module controlled by QCPU No. 1
: Ethernet module controlled by QCPU No. 1
: Relayed module controlled by QCPU No. 2

CC-Link IE
controller network

1| 2)]3)| 4|2

NERELN

Relayed module: CC-Link IE controller network module

The targets of the relayed modules for other station access are as follows.

¢ CC-Link IE controller network, MELSECNET/H, MELSECNET/10 network
modules

* Q series C24 » Ethernet module
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2.4 For Use with Basic Model QCPU or Safety CPU

This section describes the use of the Ethernet module with the Basic Model QCPU or
Safety CPU.

(1) Available functions
The following functions are available when the Ethernet module is mounted on
the main base unit of the Basic Model QCPU or Safety CPU.

Availability
Function Bagcc'l\_f'sde' Safety CPU

Communication using the MC protocol OIEN) O
Communication using the fixed buffer O A (k%)

‘ Reception processing by an interrupt program O (*3) X
Communication using the random access buffer O X
Sending/receiving of e-mail O (*3) X
Communication using the data link instruction A\ (*2) A (*2)

| Reception processing by an interrupt program O (*3) X
File transfer (FTP server function) O X
Communication using the Web function O X
CC-Link IE controller network, MELSECNET/H, O «
MELSECNET/10 relay communication
Router relay communication (Router relay function) O O
External device existence confirmation O O
Pairing open communication O O
Communication via automatic open UDP port O O
Simultaneous broadcast O O
Support for the QCPU remote password function O(* 3) O
Setting the Ethernet parameters through GX Developer O O
Access to QCPU with GX Developer (TCP/IP or UDP/IP) O O

(O: Available /\: Available with restriction X: Unavailable

For the number of its processing time, refer to the Reference Manual.

The devices that can be accessed and its range are different according to
the frame used for data communication.

When the target station of the SREAD/SWRITE instruction is the Basic
Model QCPU or Safety CPU, the read reporting device to the target station
set to the argument (D3) is ignored.

The operation of the SREAD/SWRITE instruction is the same as that of the
READ/WRITE instruction.

For the SREAD/SWRITE instruction, refer to Chapter 4 or Chapter 6 of the
User's Manual (Application).

Available for the Basic Model QCPU (function version B) or later.

To use the function, GX Developer Version 8 or later is required.
Connections No.1 to No.8 only can be specified. If the specified value is out
of range, an OPERATION ERROR (error code: 4101) occurs.
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REMARKS

(1) For the MC protocol that can be used for safety CPUs, refer to the reference
manual.

(2) For dedicated instructions available for safety CPUs, refer to Section 3.5.
For dedicated instruction programming, refer to the QSCPU User’s Manual
(Function Explanation, Program Fundamentals).
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2.5 For Use with Redundant CPUs

This section describes the use of the Ethernet module with Redundant CPUs.

2.5.1 When mounting on main base unit

(1) System configuration

The configuration of a redundant system is shown below.

(a) Basic configuration of redundant system
The basic system configuration of the redundant system is shown below.
Access can be made from the external device to the control
system/standby system of the redundant system.
(Refer to Section 5.11 when configuring a network with the redundant
system.)

External device LAN card

Network No. : 1

Station No. 13

IP address :10.97.14.3
Sub-net mask : 255.255.255.0

Ethernet
{1

Tracking cable

QJ71E71-100 1) QJ71E71-100 2)
Network No. : 1 Network No. : 1
Station No.  : 1 Station No.  :2
IP address  : 10.97.14.1 IP address  :10.97.14.2
Sub-net mask : 255.255.255.0 Sub-net mask : 255.255.255.0
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(b) System configuration with communication path backed up*1

The following shows a system configuration having a pair of communication

paths (backed up) that connect the external device and Ethernet module.

Access can be made from the external device to the control

system/standby system of the redundant system in the communication path

1 or communication path 2.

(Example) If a communication error occurs during access to the control
system in the communication path 1, access can be made to the
control system in the communication path 2. *2
Further, if a communication error occurs in the communication
path 2, system switching is performed between the control
system and standby system, and communication can be
continued to the new control system. *3

LAN card 1)

Network No. : 1

Station No.  : 3

IP address  :10.97.14.3
Sub-net mask : 255.255.255.0

LAN card 2)

Network No. : 2

Station No. :3

IP address  :10.97.24.3
Sub-net mask : 255.255.255.0

External device

Ethernet
network No. 1

Ethernet
network No. 2

: Communication path 1

: Communication path 2

V&
A

~— U

( I - \
\+ Tracking cable "
QJ71E71-100 1) \ QJ71E71-100 4)
Network No. : 1 *2 *2 Network No. :2
Station No. 1 Station No.  : 2
IP address  :10.97.14.1 IP address  :10.97.24.2
Sub-net mask : 255.255.255.0 Sub-net mask : 255.255.255.0
QJ71E71-100 2) QJ71E71-100 3)
Network No. :2 Network No. : 1
Station No. @1 Station No. :2
IP address  :10.97.24.1 IP address  :10.97.14.2
Sub-net mask : 255.255.255.0 Sub-net mask : 255.255.255.0

*1  When using two LAN cards in the external device, use them at different
sub-net addresses to the set IP address using the sub-net mask.

*2 Perform "Network module redundant group settings" on GX Developer.
(Refer to the QnPRHCPU User's Manual (Redundant System) for "Network
module redundant group settings ".)

The system switches when both of the grouped Ethernet modules become
faulty.

*3 Make the redundant setting of GX Developer to set whether a system
switching request will be issued or not from the Ethernet module at
detection of a communication error or disconnection. (Refer to Section
5.11.3.)
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The following functions are available when the Ethernet module is mounted on

the main base unit of Redundant CPUs.

Function

Availability

Communication using the MC protocol

Communication using the fixed buffer

Communication using the random access buffer

Sending/receiving of e-mail

Communication using the data link instruction

File transfer (FTP server function)

Communication using the Web function

CC-Link IE controller network, MELSECNET/H,
MELSECNET/10 relay communication

Router relay communication (Router relay function)

External device existence confirmation

Pairing open communication

Communication via automatic open UDP port

Simultaneous broadcast

Support for the QCPU remote password function

Setting the Ethernet parameters through GX Developer

Access to QCPU with GX Developer (TCP/IP or UDP/IP)

O|O|0|>O|O|0|0] B |O|B> > BB

(O: Available /\: Available with restriction (3 1) X: Unavailable

*1 Refer to Section 5.11.5 for the precautions for using the functions on

Redundant CPUs.
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2.5.2 When mounting on extension base unit

(1) System configuration
The following shows the system configuration of the redundant system.

Control system Standby system

Extension cable QJ71E71-100

Network No. : 1

Station No.  : 1

IP address  :10.97.14.1
Sub-net mask : 255.255.255.0

[ eee
[Teee

Ethernet
[, {1

Lo C O

LAN card
Network No. : 1

= Station No. 2
IP address  :10.97.14.2

Sub-net mask : 255.255.255.0

External device

POINT

To continue the communication even when the Ethernet module has a
communication error or when the cable is disconnected, mount the Ethernet
module on the main base unit. (Refer to Section 2.5.1)

When mounting on the extension base unit, communication cannot be continued by
the system switching, since the Ethernet module does not issue the system
switching request.

(2) Available functions

For details, refer to QnPRHCPU User's Manual (Redundant System) "Section
6.2.3 Ethernet".

(3) Dedicated instructions
The dedicated instructions are not applicable.

When using the dedicated instructions, mount the Ethernet module on the main
base unit. (Refer to Section 2.5.1)
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(4) Restrictions on communication via module mounted on the
extension base unit

There are restrictions as shown below.

» The access destination (control system CPU or standby system CPU, or
system A CPU and system B CPU) that can be specified varies depending on
each command in MC protocol.

* When the system switching occurs during communication by the MC protocol
or dedicated instructions, the communication timeout may occur.

For details, refer to QnPRHCPU User's Manual (Redundant System) "Appendix 7

Cautions on Communications Made via Module on Extension Base Unit".
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2.6 For Use at MELSECNET/H Remote I/O Station

This section describes the use of the Ethernet module at a MELSECNET/H remote 1/O
station.

When using the Ethernet module with the QCPU, it is not necessary to read this
section.

(1) System configuration
(Example)

O
(Remote master station) (Remote I/O station)|

QJ71 QJ72
QJ71
CPU
Q LP21 LP25 E71
-25 -25
MELSECNET/H External device
Remote 1/O network
QJ72
LP25
-25

(Remote 1/O station)

(2) Available functions
The following functions are available when the Ethernet module is mounted on
the MELSECNET/H remote I/O station.

Function Availability

Initial processing Sequence program X

GX Developer parameter setting O (See (3) (4))
Open/close Sequence program X
processing GX Developer parameter setting O (See (3) (4))
Communication using the MC protocol O (* 1)
Communication using the fixed buffer X
Communication using the random access buffer O
Sending/receiving of e-mail X
Communication using data link instruction X (Can be relayed)
File transfer (FTP server) X
Communication using the web function X
CC-Link IE controller network, MELSECNET/H, o
MELSECNET/10 relay communication
Router relay communication (Router relay function) O
External device existence confirmation O
Pairing open communication X
Communication while the automatic open UDP port O
Simultaneous broadcast X
Support for the QCPU remote password function O (* 2)
Setting the Ethernet parameters through GX Developer O (See (3)
Access to QCPU with GX Developer (TCP/IP or UDP/IP) O

O: Available X: Unarailable

*1 The following explains access made to the MELSECNET/H remote 1/O station
using the MC protocol and other station access via the MELSECNET/H remote
I/O station.
(a) Perform communication using a QnA compatible 3E frame. (Communication
cannot be done with the A compatible 1E frame.)

2-18 2-18
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(b) The following functions are available for the MELSECNET/H remote I/O
station. For the QnA/A series compatible MELSECNET/10 remote 1/O

station, only read/write of the intelligent function module buffer memory can
be performed.

Available function Function

Read/write of device memory Batch read, batch write

Random read, test (random write)

Monitor data registration, monitor
Multiple-block batch read, multiple-block batch write
Read/write of buffer memory Read/write of Ethernet module buffer memory

Read/write of intelligent Read/write of specified intelligent function module buffer memory
function module buffer memory

(c) The following devices of the MELSECNET/H remote I/O station are
accessible by read/write of the device memory.
See the Reference Manual for a detailed explanation.

Device name Device symbol Device name Device symbol
Special relay SM Link relay B
Special register SD Data register D
Input relay X Link register W
Output relay Y Link special relay SB
Internal relay M Link special register SW

(d) Other station access via the MELSECNET/H remote /O station enables
access to the MELSECNET/H remote master station and access to the
MELSECNET/H remote I/O station.

1) In the following figure, access can be made from the external device to

the MELSECNET/H remote master station and to the MELSECNET/H
remote I/O station.

|n O | O

QJ71 o Q7T
(Remote master station)|QCPU LP21 [S a |on) Lp2s||QJ71 <«—— Access allowed
-25 -3 -25 || E71 4----- Access prohibited
i i

P | . External device

! MELSECNET/H

i\ Remote I/O net

.

station) |72lqu71!|  (station)| Q72 QJ71|QJ71 .
1 71 ' 2 LP25 (Remote /O station)
25 A

25 | "8
IZN N
2) Other station access via the following MELSECNET/H remote I/O
stations cannot be made.
 Other station access from the MELSECNET/H remote master station

via the Ethernet module mounted on the MELSECNET/H remote I/O
station. (Station 1 in the above figure)

 Other station access via between the Ethernet modules. (Station 2 in
the above figure)

*k2 This function is available for the MELSECNET/H remote I/O station of function
version D and later.

GX Developer Version 8.18U or later is required to use the function.
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(3) Setting parameters for the Ethernet module through GX Developer
The following parameters should be set through GX Developer in order to use
the Ethernet module mounted on MELSECNET/H remote I/O station.

The setting can be made in the same way as when setting the parameters for the
Ethernet module mounted on a QCPU station. See Section 4.5 and later.

See the operating manual for GX Developer for how to display each setting
screen.

(Parameter setting items for the Ethernet module mounted on MELSECNET/H
remote 1/O station)

Parameter setting item Setting Remarks
. - . Setting not
I/O assignment Set the module mounting information. )
required

Network Parameters Setting the

Perform settings to allow the Ethernet module to be used as a network
number of Ethernet/CC IE/

MELSECNET Cards module.
Operational settings Perform settings for items common to Ethernet modules.
Initial settings Set timer values for data communication.
Open settings Perform settings relating to open/close processing for connections. -
Router relay parameter Perform settings when communicating using routing relays.
Station No. <> IP information Perform settings when communicating via the CC-Link IE controller network,
MELSECNET/H, MELSECNET/10.

Remote password settings Perform settings for the remote password.

POINT

(1) Connect GX Developer to MELSECNET/H remote I/O station and use it to set
the parameters.

(2) Always set the "Network parameters setting the number of Ethernet/CC IE/
MELSECNET cards" and "Operational settings."

(3) Reset MELSECNET/H remote I/O station after changing the setting.

REMARKS

It is not necessary to set the “Intelligent function module switch settings” with GX
Developer’s I/O assignment.

Each type of setting corresponding to the switch settings is performed in the above
mentioned “Operational settings,” “Initial settings, “ and “Open settings.”
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(4) Data communication procedure

(@) Connect GX Developer to MELSECNET/H remote I/O station and perform
the following settings:
1) Communicating with TCP/IP
+ Select "Always wait for OPEN" for the "Initial Timing" under the
"Operational Settings."
+ Select "Unpassive or Full passive" for the "Open system" setting
under "Open settings."
2) Communicating with UDP/IP (when using the user port)
Select "Always wait for OPEN" for the "Initial Timing" under the
"Operational Settings."

Data communication can also be done using the automatic open UDP
port for the Ethernet module.

(b) Start up MELSECNET/H remote /O station.

(c) Perform the open processing.

1)  When communicating using TCP/IP, always perform "Active open"
from the external device. (The status of the Ethernet module side is
"Wait for open" because of "Passive open.")

2) When communicating using UDP/IP, perform the open processing on
the external device side. (The status of the Ethernet module side is
"Data communication enabled" through internal processing.)

(d) Perform data communication.

(e) After completing data communication, perform the close processing.

1)  When communicating using TCP/IP, always perform the close
processing from the external device. (The Ethernet module side
performs the close processing at a request from the external device
and its status becomes able to receive another open request.)

2) When communicating using UDP/IP, perform the close processing for

the external device. (The close processing on the Ethernet module
side is not required.)
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This section explains the function version, serial No. and how to check them for related
products that can use functions added through improvements in the Ethernet module.

(1) Compatibility with related products designed for using functions
added to the Ethernet module

Version of Ethernet module

Version of related product

Added function
QJ71E71-100 QJ71E71-B5 QJ71E71-B2 CPU module GX Developer
Function version B or
Support for IEEE802.3 frames O O later, whose first 5 digits of O Version 7 or later
the serial No. are 03102
Re-initial processing Function version B or
using sequence Function version B or later, whose first 5 digits of
programs later, whose first 5 the serial No. are 03061
Re-initial Re-initial processing via | digits of the serial No. Function version B or
processing of | dedicated instruction are 03102 O later, whose first 5 digits of o o
the Ethernet (UINI instruction) the serial No. are 03102
module Function version B or Function version B or
TCP Maximum Segment | later, whose first 5 L
. - L . later, whose first 5 digits of
split transmission digits of the serial No. )
the serial No. are 05051
are 05051
Function version B or . .
Re-open processing of the Ethernet later, whose first 5 Function version B or
pen p 9 o : O later, whose first 5 digits of O O
module (% 1) digits of the serial No. )
the serial No. are 05051
are 05051
Function version B or Function version B or
Existence . Checking by KeepAlive Igtgr, whose ﬂrs_t 5 O later, whose first 5 digits of O Version 8.05F or
check function digits of the serial No. ) later
the serial No. are 05051
are 05051
. Function version B or .
SIS o S I BT s
P the serial No. are 02122
S|mpl|fy!ng Slmpllfyln.g access to Function version B or . )
connection other stations later. whose first 5 Function version B or
with ) o ’ O later, whose first 5 digits of O O
MELSOFT Acc_ess with the same digits of the serial No. the serial No. are 05051
station number are 05051
products
Monitoring of various Function version
Ethernet
diagnostic Ethernet module statuses A or later, whose Version 6 or later
on PING test/loopback test O O Function version B or later | first 5 digits of the
function of GX | ", .
via Ethernet board serial No. are
Developer - -
PING test via CPU 02092 Version 7 or later
Hub connection status monitor function IFa Ltjgftlon version D or X X O O
Sending files in CSV Function version B or later Version 6 or later
format as attachment
@) Function version B or
Sending main text later, whose first 5 digits of Version 7 or later
O the serial No. are 03102 O
When using Function version B or Function version B or
. Support for later, whose first 5 L
the e-mail . i L . later, whose first 5 digits of O
. encoding/decoding digits of the serial No. )
function the serial No. are 03102
are 03102
Se'nding character' ) Function version D or | Function version D Function version D o
strlpgs in the e-maif's later, whose first 5 or later, whose first . Version 8.27D or
main text by the L . - . later, whose first 5 digits of @)
digits of the serial No. | 5 digits of the serial . later.
programmable controller the serial No. are 07082.
Y ) are 07082. No. are 07082.
CPU monitoring function
Universal model
Specification of station No.65 to 120 of Function version D or QCPU of function
data link instruction later, whose first 5 v v version B or later o
(For accessing to CC-Link IE controller digits of the serial No. whose first 5
network) are 09042. digits of serial No.
are 09042

O : Available (no restrictions on version) X : Unavailable

(Continues on the next page)
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QJ71E71-100 QJ71E71-B5 QJ71E71-B2 CPU module GX Developer
Targe:t stf*:ltion CPU type specification for Function version D or | Function version D Function version D or later o o
data link instructions later or later
Function version D or | Function version D . )
Increased data length of data link later, whose first 5 or later, whose first Function version D or
instructions digits of the serial No. | 5 digits of the serial later, wlhose first 5 digits of o o
(From 480 to 960 words) are 07082. No. are 07082. the serial No. are 07082.
Function version B or . .
Multiple CPU system compatibility of file o O later, whose first 5 digits of Function version O
transfer (FTP server) function the serial No. are 03102 B or later
Function version D or | Function version D . .
o Function version D or
Commuplcatlgn by MC protocol Ia.te'r, whose ﬁr§t > or I'at.e r, whose ﬂr's t later, whose first 5 digits of @) @)
Compatible with the 4E frame digits of the serial No. | 5 digits of the serial the serial No. are 07082,
are 07082. No. are 07082.
Communication by MC protocol . . Universal modgl
) . ) Function version D or QCPU of function
Access to link direct device LW 10000 or )
higher Ia‘te-r, whose ﬁr§t 5 v v version .B or later o
(4E frame and QnA compatible 3E frame digits of the serial No. whose first 5
only) are 09042. digits of serial No.
are 09042
Communication by MC protocol Universal model
Access to extended data register D65536 | Function version D or QCPU of function
or higher or extended link register W10000 | later, whose first 5 version B or later
or higher digits of the serial No. . . whose first 5 ©
(4E frame and QnA compatible 3E frame | are 09042. digits of serial No.
only) are 09042
Function version B or
Communication using the Web function O O later, whose first 5 digits of O O
the serial No. are 05051
Function version
A or later, whose
Remote password check O O Function version B or later | first 5 digits of the | Version 6 or later
serial No. are
02092

O : Available (no restrictions on version) X : Unavailable

% 1 Change was made to the operation of the Ethernet module to be performed when the Active open request is
received again from the external device in the open completion status of TCP. (Refer to POINT in Section 5.6 (2).)
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(2) Checking the function version and serial No. of the Q series
programmable controller
The serial No. and function version of the Ethernet module can be confirmed on
the rating plate and GX Developer's system monitor.

(@)

(b)

Confirming the serial number on the rating plate
The rating plate is situated on the side face of the Ethernet module.

MELSEC-Q |

MITSUBISHI
MODEL

MAC ADD. s

SERIAL [09042]0000000000(D)

A MITSUBISHI ELECTRIC _ MADE IN JAPAN

Checking on the front of the module

Serial No. (first 5 digits)

—— Function version

1 .
i 41-— Relevant regulation standards

The serial No. on the rating plate is also indicated on the front of the

module (lower part).

_—
QIT1E71-100
RUN ERR.
INIT. COM.ERR.
OPEN 100M
sD RD

10BASE-T/100BASE-TX

B

% QJ71E71-100
TER0 — — — — 7
] [{100915000000000-D| ,|

(§= =9

STF

Serial No.

REMARKS

Serial No. labelling on the front of the module was started from August in 2008.
Note that, however, some of the modules manufactured around the time of change
may not have the serial No. label attached.
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(C) Confirming the serial number on the system monitor (Product Information
List)
To display the screen for checking the serial number and function version,
select [Diagnostics] — [System monitor] and click the |Product Inf. List
button in GX Developer.

Function version

MELSEC-Q

Serial No. Production number

Product Information List

x|

Type Series| Model name Points [I/0 No. | Master PLC Serial No Ver. Product No.
i 090421091210001-E

QO3UDCPT
Intelli. [0 QI7LIE71-100 JZpt| 0000
Hone - -

Hone

- Hone - -
- Hone - -

1) Production number display
Since the Ethernet module does not support the production number

display, "-" is displayed.

POINT

The serial No. described on the rated plate and the front of the module may not
match with the serial No. displayed on the product information list of GX Developer.
» The serial No. on the rated plate and the front of the module describes the
management information of the product.
» The serial No. displayed on the product information list of GX Developer
describes the function information of the product.
The function information of the product is updated when adding functions.

-
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3 SPECIFICATIONS

This section explains the Ethernet module performance specifications and
transmission specifications.

For more details on the general specifications, refer to the User's Manual for the QCPU
(Q mode).

3.1 Performance Specifications

The following explains the performance specifications of the Ethernet module.

Specification
Item QJ71E71-100 QJ71E71-B5 QJ71E71-B2
100BASE-TX 10BASE-T 10BASE5 10BASE2

Data transmission speed d:;())IZX“IAHt:I):d(E:I“;x) 10 M bps (Half-duplex)

Transmission method Base band
Transmission Maximum node-to-node distance — 2500 m (8202.10ft.) | 925 m (3034.77 ft.)
specifications Maximum segment length 100 m (328.08 ft.) (3 T) 500 m (1640.421t) | 185m (606.96 t.)

Maximum number of nodes/connection Casc.a de connection Casc.a de connection 100 units/segment 30 units/segment

Maximum 2 stages Maximum 4 stages
Interval between the minimum nodes — 2.5m (8.20 ft.) 0.5m (1.64 ft.)

Number of simultaneously open

16 connections (Connections usable by the sequence program
connections allowed ( Yy q program)

Transmission data  [Fixed buffer 1k words x 16
storage memory Random access buffer 6 k words x 1

e |Aached e 6k words x 1 (1)

Main text 960 words x 1 (% 4)

Number of 1/0 points occupied 32 points/1 slot (/0 assignment: intelligent)
5V DC internal current consumption 0.50 A 0.50 A 0.80 A (*3)
12 V DC external power supply capacity (Transceiver) — (%2 —
External dimensions 98 (3.86in.) (H) x 27.4 (1.08 in.) (W) x 90 (3.54 in.) (D) [mm]
Weight 0.11 kg (0.24 Ib) | 0.12 kg (0.26 Ib) | 0.13kg (0.29 Ib) (*3)

*1 Length between the Hub and nobe.

*2 Itis necessary to apply a transceiver, or a device that meets AUI cable
specifications. (Refer to Section 2.2)

*3 The product with first 5 digits of serial number "05049" or earlier is different as
follows:
* 5V DC internal current consumption: 0.70A
* Weight: 0.14kg (0.311b.)

*4 The following table outlines the specifications of the e-mail transmission and
reception function.
The e-mail transmission and reception function of the programmable controller
CPU and the random access buffer communication function cannot be used
together; only one of the functions can be used at a time. (The e-mail transmitting
function of the Ethernet module's programmable controller CPU monitoring
function and the random access buffer communication function can be used
together.)
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Item Specification
. Attached file 6 k words x 1

Data size
Main text 960 words x 1

When sending: Sends either a file as attachment or main text (select one).
When receiving: Received a file as attachment.

Data transfer method

Subject Us-ASCII format or ISO-2022-JP (Base64)
Attached file format MIME format
MIME Version 1.0
Binary/ASCII/CSV can be selected.
Data of attached file format File name: XXXX.bin (binary), XXXX.asc (ASCII), XXXX.csv (CSV)

(CSV: Comma Separated Value)
Cannot be divided (only one file can be sent/received)

Transmission | Division of attached file * If any divided files are received, only the first file will be received and the remaining files will be
specifications discarded.
Transmission Subject : Base64/7 bits
and reception | \When sending (encode) Main text  : 7 bits
data Attached file : Base64
Subject : (Does not decode)
Main text  : (Cannot be received)
When receiving (decode) Attached file : Base64/7 bits/8 bits/Quoted Printable

* If e-mail is sent from the external device to the programmable controller side, specify the encoding
method (Base64/7 bits/8 bits/Quoted Printable) of the attached file.
Encryption No
Compression No
SMTP (sending server) Port number = 25
POP3 (receiving server) Port number = 110
Microsoft® Corporation Internet Explorer 5.0 (Outlook Express 5.5/0utlook Express 5)
Netscape® Communications Corporation Netscape® 4.05

Communication with mail server

Operation check mailer

REMARKS

The following explains each of the transmission specification items.

[Connecting using the 10BASE2/10BASE5] [Connecting using the 10BASE-T/100BASE-TX]
_| ; - |

L Segment length

i Maxmum
| |
Terminator | L — Maxmum 100m(5m) 100m Up to 4 (2) levels are
—— — allowed _for cascade
connection.
E <
g )
15 &
E Maxumum %
g, node-to-node £
Q dist: (2]
%) Istance $
L SN r
* There is no transceiver when connecting using the 10BASE2. The item in parentheses ( ) indicates when a connection is

established using a 100BASE-TX.
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3.2 Data Codes for Communication

This section explains the data codes used in the communication between the Ethernet
module and the external device or the programmable controller CPU.

(1) The data codes used while communicating are listed below.

1) Ethernet module <> External device
Data can be communicated by selecting either binary code or ASCII
code in the data code setting of GX Developer, as shown below.
The switching between binary code and ASCII code is set using GX
Developer:
[GX Developer] - [Network parameter] - [Operational settings] -
[Communication data code]
For more details, see the Section 4.7 "Operational Settings."

o . Communication data code
Data communication function Reference chapter
Binary code ASCII code
- P
Communication using MC protocol Automatic open UDP port o) Chapter 6
User open port O @)
L . Procedure exist O O Chapter 7
Communication using fixed buffer —
No procedure O (%) — Chapter 8
Communication using random access buffer O O Chapter 9

O: Selectable x : Cannot be communicated

* 1 Communication is performed in binary code regardless of the setting in [Operational Settings] — [Communication
data code] (see Section 4.7).

REMARKS

When the following data communication functions are used, communication is

performed using the data code handled by each function, regardless of the setting of

the communication data code.

» Sending/receiving e-mail

* CC-Link IE controller network, MELSECNET/H, MELSECNET/10 relay
communication

+ Communication using data link instructions

* File transfer (FTP server function)

« Communication using the Web function
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2) Ethernet module <~ Programmable controller CPU
Data is sent and received in binary code.

Ethernet module

Binary code
Communi-|
Programmable Binary code cation External
controller » data device
CPU storage
area
BIN/ASCII conversion ASCIl code

(2) When communicating using ASCII code, 1-byte binary code data is automatically
converted into 2-byte ASCII code data and then transmitted.

(Example)
Binary code data ASCII code data
31k, 35H
15k > nqn g
(One byte) (Two bytes)
132 30n 34,
(Two bytes) (Four bytes)

(3) The size of data that can be communicated between the Ethernet module and an
external device at a time is determined by the function used and the data code
(binary/ASCII) that is set by selecting [GX Developer] — [Communication data
code].

The following shows the maximum sizes of communication data that can be sent
and received at a time with each data communication function.

Data communication function Exchangeable data size

The maximum number of point that can be designated with
each command/instruction : Maximum of 1920 bytes

Procedure exist 1017 words (Binary code) 508 words (ASCII code)

No procedure 2046 words

Communication using random access buffer 1017 words (Binary code) 508 words (ASCII code)

Communication using MC protocol

Communication using fixed buffer

Attached file : Maximum of 6 k words,

Sending/receiving by e-mail
encingirecelving by e-mel Main text : Maximum of 960 bytes

CC-Link IE controller network, MELSECNET/H,

480 word
MELSECNET/10 relay communication words

The maximum number of point that can be designated with
each command/instruction : Maximum of 960 words
File transfer (FTP server function) Maximum of one file

Communication using data link instruction

The maximum number of point that can be designated with
each command/instruction : Maximum 1920 bytes.

Communication using web function
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3.3 Relationship between the External Devices and Additional Functions for Each
Communication Function

This section explains with which external devices data communication can be
performed and which additional functions can be used for each function.

(1) Communicability with external devices using various functions
The following table lists the communicability with external devices using various

functions.
External device
Function Personal computer Personal computer QJ71E71 QJ71E71 Conventional model
{ T {7 { {
QJ71E71 QJ71E71 QJ71E71 Conventional model QJ71E71

Communication using the MC protocol O X
Communication using the fixed buffer ®)
Communication using the random access 1) >
buffer
Sending/receiving e-mail ®) X
Communication using data link > 1) A () >
instructions
File transfer (FTP server function) ®) X
Communication using the Web function O X

QJ71E71: Q Series Ethernet interface module

O: Can communicate A\ : Can communicate (with restrictions) X : Cannot communicate

Conventional model: QnA or A Series Ethernet interface module
*1 Communication can be performed with the QnA Series Ethernet interface

module.

Relationship with additional functions

The following table lists the correspondence between functions and their
additional functions that can be used.

Additional function Communication
method
CC-Link IE
troll twork Router relay Exist
Communication function | COMOTEr NEWOMK, |- e XISIENCE | - munication | Communication | Remote .
MELSECNET/, ation (router check of via pairin via automatic assword Simultaneous TCP/IP UDP/IP
MELSECNET/0 external pairing P broadcast
relay . open open UDP port check
relay function) device
communication
Communic- | QnA
ation using | compatible 1) o) O (%2 « o) o) O (%1 o) 1)
the MC 3E frame
protocol 4E frame
A
compatible X O O X X O X O O
1E frame
C(_)mmuhlc— Pr9cedure x 0 0 0 « 0 x 0 1)
ation using | exist
the fixed No « ) 0 0 X e O (=M e ®)
buffer procedure
Communication using the x 0 0 « « 0 x 0 1)
random access buffer
Sending/receiving e-mail X X X X X X X O X
Comr.nun'lcatlon using 1) o % % o % 1) % 1)
data link instructions
File transfer
X @) X X X O X O X
(FTP server function)
Communic?ation using the 1) 0 « « « 0 x 0 x
Web function
O: Available < : Not available or this function does not correspond to any of the functions in the function column.

1 Valid only for UDP.
*2 The automatic open UDP port is excluded.
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3.4 Ethernet Module Function List

This section shows a list of Ethernet module functions.

(1) Basic functions of the Ethernet module

The Ethernet module can perform the communications shown in the table below
via the TCP/IP or UDP/IP communication.

Function

Description

Reference section

4E frame

QnA compatible

Communication using 3E frame

the MC protocol

A compatible 1E
frame

Reads/writes programmable controller CPU data from/to an
external device.

Chapter 5
Reference Manual

_— . Procedure exist Sends/receives arbitrary data between the programmable Chapter 7
Communication using . . )
the fixed buffer No procedure controller CPU and the external device using the fixed buffer of Chapter 8
P the Ethernet module. P
Communication using the random access Reads/writes data from multiple external devices to the random
Chapter 9
buffer access buffer of the Ethernet module.
Sends/receives data via e-mail.
» Sending/receiving by the programmable controller CPU Chapter 2 of User’s

Sending/receiving e-mail

» Sending by the programmable controller CPU monitoring
function (automatic notification function)

Manual (Application)

L . s . Reads/writes the programmable controller CPU data of other Chapter 4 of User’s
Communication using data link instructions . . ; L ) s
station via Ethernet using data link instructions. Manual (Application)
Reads/writes in file units using the FTP command from the Chapter 5 of User’s

File transfer (FTP server function)

external device.

Manual (Application)

Communication using the Web function

Reads/writes the programmable controller CPU data via the
Internet using a commercially available Web browser.

User's Manual
(Web Function)

(2) Additional functions of the Ethernet module
The following table lists the additional functions of the Ethernet module that can
be used.

Function

Description

Reference section

CC-Link IE controller network,
MELSECNET/H, MELSECNET/10 relay
communication

In a network system on which an Ethernet and a CC-Link IE
controller network, MELSECNET/H or MELSECNET/10 coexist
or in a network system that relays multiple Ethernets, data
communication is performed via multiple number of such
networks.

Chapter 3 of User's
Manual (Application)

Router relay communication
(router relay function)

Performs data communication via a router or gateway. (The
router relay function is not a function by which the Ethernet
module works as a router.)

Section 5.3

Existence check of external device
(Existence check function)

Checks whether or not the external device is working normally
after a connection is established (open processing).

Sections 5.2.2 and
55

Pairs and then opens a reception connection and a transmission

Communication via pairing open connection (for fixed buffer). Section 5.7
I . . Enables communication after the station in which an Ethernet
Communication via automatic open UDP . . .
ort module is mounted has been started. (Open/close processing by | Section 5.8
P sequence programs is not required.)
Remote password check Prevents unauthorized access by a remote user to a QCPU. Section 5.9
Sends/receives data for all external devices on the same
Simultaneous broadcast Ethernet as for the Ethernet module in data communication via Section 8.5

UDP/IP. (Simulatianeous broadcast)

Connecting MELSOFT products (GX
Developer, MX Component etc.) and
GOTs

MELSOFT products (GX Developer, MX Component etc.) and
GOTs are connected via TCP/IP communication or UDP/IP
communication. It is also possible to connect multiple MELSOFT
products and GOTs simultaneously.

Section 1.2 (6)
Manual of each
MELSOFT product
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(3) Status check of the Ethernet module
Whether the Ethernet module is working normally and whether it can
communicate normally are checked.

Function Description Reference section
) Checks the Ethernet module’s sending/receiving function and line )
Self refrain test . Section 4.8.1
connection status.
Hardware test Tests the RAM and ROM of the Ethernet module. Section 4.8.2

When a data communication error occurs, this function stores the error
information (error log), including the message subheader and IP
address of the external device for a maximum of 16 pairs in the buffer
memory.

Communication error storage Chapter 11
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3.5 Dedicated Instruction List

MELSEC-Q

The following table lists the dedicated instructions that can be used by the Ethernet

module.
Application Instruction name Description Reference section
For opening and closing a OPEN Opens a connection. 3 Section 10.8
connections CLOSE Closes a connection. > Section 10.5
For reinitialization UINI Reinitializes the Ethernet module. Section 10.9
BUFRCV Reads data received in the fixed buffer. > Section 10.2
Reads data received in the fixed buffer )
. L BUFRCVS . . %1 Section 10.3
For fixed buffer communication using an interrupt program.
Sends data to the external device using the .
BUFSND %3 Section 10.4
fixed buffer.
) i Clears the error (turns off the [COM. ERR.] .
For reading and clearing error ERRCLR Section 10.6
. . LED, clears the error log).
information
ERRRD Reads error information. Section 10.7
. Lok Section 6.2 of User’s
MRECV Receives e-mail.
For sending and receiving Manual (Application)
e-mail o Section 6.3 of User’s
MSEND Sends e-mail. o
Manual (Application)
) . Section 6.4 of User’'s
READ Reads word devices of other stations. o
Manual (Application)
SREAD Reads word devices of other stations Section 6.10 of User's
(with complete device). Manual (Application)
* Section 6.12 of User’s
Forreading/ |WRITE Writes to word devices of other stations. ™ > e
" i Manual (Application)
writing device ) ) - -
Writes to word devices of other stations Section 6.11 of User’s
data SWRITE ) . %2 _—
For (with complete device). Manual (Application)
icati % Section 6.13 of User’
communications ZNRD Reads word devices of other stations. " ' ection Cf éers
with Manual (Application)
rogrammable % Section 6.14 of User’
prog ZNWR Writes word devices of other stations. ™ ' ection Cf éers
controller CPU of Manual (Application)
another station Section 6.9 of User’s
. . For sending/ | SEND Sends data to other stations. "’ o
(instructions for o Manual (Application)
. receiving ) ) -
data link) Reads data received from other stations Section 6.5 of User's
messages RECV . 31 .
(arbitra (for main program). Manual (Application)
v Reads data received from other stations Section 6.6 of User’s
data) RECVS . % 1 C
(for interrupt programs). Manual (Application)
Reading/ Runs/stops other stations in remote Section 6.7 of User’s
writing clock REQ mode. Manual (Application)
data, remote Reads/writes the clock data of other Section 6.8 of User’s
RUN/STOP stations. ™ Manual (Application)

*1 If the source or target station is a safety CPU, it cannot be used.

%2 Writing to a safety CPU is not allowed from other stations.

%3 For safety CPUs, connections No.1 to No.8 only can be specified. If the specified value is out of range, an
OPERATION ERROR (error code: 4101) occurs.

3-8
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3.6 List of GX Developer Setting Items for Ethernet Modules

MELSEC-Q

The following table lists the parameter setting items that are set using GX Developer.

Function and parameter setting requirement ( * 1) Refer-
ence
Parameter setting item Description of settin q i
9 P ’ MC | Fixed | Random El).ata Frp | Automatic |\ | web | SeCton
ink notification (*9)
PLC parameter — —
/O assignment SeF the module mount information. ) Section
settings This is set whgn an Ethernet module is A A A A A A A A 45
used in a multiple CPU system.
Set the relationship between the
Interrupt pointer control number (SI) on the Ethernet Section
. module side and the interrupt pointer — A — A — — — —
settings used on the programmable controller 7.3
CPU side.
Network parameters
Setting the number of Perform settings for using the Ethernet Section
Etherr?et/CC IE/ module as a ngetwork mo%ule. o o O o o o O O 4.6
MELSECNET cards
Operational Set the common items of the modules. Section
- These settings are required for initial @) @) @) @) @) @) @) @)
settings processing. 47
Set the data communication timer Section
values. A A A A A A A A 5.2
Initial settings Chzag;er
Set the DNS server’s IP address. —_ —_ —_ —_ —_ A A — | Applicati-
on
Set up the open processing for
. connection in order to perform data Section
Open settings communication with the external O O o - - - - - 55
device.
Router relay Section
parameter Set the router relay of Ethernet. A A A A A A A A 53
Perform settings so that Ethernet can
be treated equivalent to a CC-Link IE Chapter 3
Station No. <-> [P controller network, MELSECNET/H or of
. . MELSECNET/10 network system in A —_ —_ A —_ —_ —_ A | ppplicati-
information order to communicate with ppiicatl
programmable controllers of other on
stations.
Chapter
FTP parameters Perform settings for file transfer (FTP). — — — — O — — — Apgs)lic():fati-
on
Perform settings for sending/receiving
E-mail settings e-mail and for using the automatic — — — — — @) @) — | Chapter 2
notification function. of
Send mail . Set the destination mail address. — — — — — @) @) _ | Applicati-
address setting on
News setting Set the notification conditions. — — — — — O — —
Set the control number (SI) on the
Interrupt settings Ethernet module side when requesting _ A _ A _ _ _ _ Section
an interrupt to the programmable 7.3
controller CPU.
Redundant setting Perform settings for using the Ethernet Sseﬁlosn
module in the main base unit of the — — — — — — — — S. ti;)n
Group settings redundant system. e:ﬁ
Perform settings of the relay station so
that Ethernet can be treated equivalent Chapter 3
Routing to a CC-Link IE controller network, of
MELSECNET/H or MELSECNET/10 A — — A — —_ — A o
parameters network system in order to Applicati-
communicate with programmable on
controllers of other stations.
Remote password Set the target connection of the remote Section
settings password check. A A A A A - - A 595

O: Must be set when the applicable function is used. A : Set as needed

X': Setting is not required.
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*1 The meanings of the abbreviations used in the table above are as follows:
MC: Communication using the MC protocol
Random: Communication using the random access buffer
FTP: File transfer protocol
Mail: E-mail
Fixed: Communication using the fixed buffer
Data link: Communication using data link instructions
Automatic notification: Data transmission via automatic notification
Web: Communication using the Web function

%2 “Application” in the Reference Section column refers to the User's Manual (Application).
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3.7 List of Input/Output Signals to/from the Programmable Controller CPU

This section explains the input/output signals of the Ethernet module.
The following I/O signal assignment is based on the case where the start I/0 No. of the
Ethernet module is "0000" (installed to slot O of the main base unit).
Device numbers starting with X indicate input signals from the Ethernet module to the
programmable controller CPU.
Device numbers starting with Y indicate output signals from the programmable
controller CPU to the Ethernet module.
The following shows the input/output signals to/from the programmable controller CPU.

MELSEC-Q

Signal direction: Ethernet module — Programmable controller CPU Signal direction: Programmable controller CPU — Ethernet module
Device . Reference | Device . Reference
Signal name ) Signal name )
number section | number section
For fixed buffer communication of connection No. 1 Com_‘ecnon N.O -1 )
; " . : . _ ON : At sending request or reception complete _
X0 |ON : Sending normal completion or reception completion YO : H
; confirmation signal
OFF: — .
OFF: —
For fixed buffer communication of connection No. 1 Com_‘ecnon N.O 2 )
. - . . o ON : At sending request or reception complete .
X1 |ON: Detection of sending error or reception error Y1 : H
X confirmation signal
OFF: — .
OFF: —
For fixed buffer communication of connection No. 2 Conr?ectlon N_o. 3 .
. ! ) - . _ ON : At sending request or reception complete _
X2 |ON : Sending normal completion or reception completion Y2 ; :
; confirmation signal
OFF: — .
OFF: —
For fixed buffer communication of connection No. 2 Com_‘ecnon N.O 4 )
. - . . o ON : At sending request or reception complete .
X3  |ON: Detection of sending error or reception error Y3 : H
X confirmation signal
OFF: — .
OFF: —
For fixed buffer communication of connection No. 3 Conr?ectlon N_o. 5 .
. ! ) - . _ ON : At sending request or reception complete _
X4 |ON : Sending normal completion or reception completion Y4 ; :
; confirmation signal
OFF: — .
OFF: —
For fixed buffer communication of connection No. 3 Com_‘ecnon N.O -6 )
. - . . o ON : At sending request or reception complete .
X5 |ON: Detection of sending error or reception error Y5 : H
. confirmation signal
OFF: — .
OFF: —
For fixed buffer communication of connection No. 4 Conr?ectlon N_o. 7 .
. ! ) - . _ ON : At sending request or reception complete _
X6 |[ON : Sending normal completion or reception completion Y6 h !
: confirmation signal
OFF: — .
OFF: —
o . Connection No. 8
For fixed buffer communication of connection No. 4 X N .
. - . . o ON : At sending request or reception complete .
X7  |ON: Detection of sending error or reception error Y7 : H
. confirmation signal
OFF: — .
OFF: —
For fixed buffer communication of connection No. 5 Connection No. 1
X8 |ON : Sending normal completion or reception completion - Y8 |ON : Open request -
OFF: — OFF: —
For fixed buffer communication of connection No. 5 Connection No. 2
X9  |ON: Detection of sending error or reception error - Y9 |ON : Open request -
OFF: — OFF: —
For fixed buffer communication of connection No. 6 Connection No. 3
XA |ON : Sending normal completion or reception completion - YA |ON : Open request -
OFF: — OFF: —
For fixed buffer communication of connection No. 6 Connection No. 4
XB |ON: Detection of sending error or reception error - YB |ON : Open request -
OFF: — OFF: —
For fixed buffer communication of connection No. 7 Connection No. 5
XC [ON : Sending normal completion or reception completion - YC |ON : Open request -
OFF: — OFF: —
For fixed buffer communication of connection No. 7 Connection No. 6
XD |ON: Detection of sending error or reception error - YD |ON : Open request -
OFF: — OFF: —
For fixed buffer communication of connection No. 8 Connection No. 7
XE |ON : Sending normal completion or reception completion - YE |ON : Open request -
OFF: — OFF: —
For fixed buffer communication of connection No. 8 Connection No. 8
XF  |ON: Detection of sending error or reception error - YF |ON : Open request -
OFF: — OFF: —
3-11 3-11
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Signal direction: Ethernet module — Programmable controller CPU

Si

gnal direction: Programmable controller CPU — Ethernet module

Device

Signal name
number 9

Reference
section

Device
number

Reference

) Signal name
section

X10 |ON : Open complete signal

OFF: —

Open completed for connection No.

-

Y10

X11 |ON : Open complete signal

OFF:

Open completed for connection No.

Y11

X12 |ON : Open complete signal

OFF: _

Open completed for connection No.

Y12

X13 |ON : Open complete signal

OFF: —

Open completed for connection No.

Y13 |Use prohibited

X14 |ON : Open complete signal

OFF: —

Open completed for connection No.

Y14

X15 |ON : Open complete signal

OFF: —

Open completed for connection No.

Y15

X16 |ON : Open complete signal

OFF: —

Open completed for connection No.

Y16

X17 |ON : Open complete signal

OFF: —

Open completed for connection No.

COM.ERR.LED Off request
ON : At off request
OFF: —

Section

i 11.1

Open abnormal detection signal
ON : Abnormal detection
OFF: —

X18

Section

56 Y18

Use prohibited

Initial normal completion signal
ON : Normal completion
OFF: —

X19

Initial request signal
ON : At request
OFF: —

Section

51 Y19

Initial abnormal completion signal
ON : Abnormal completion
OFF: —

X1A

Section

5 1 Y1A

X1B |Use prohibited

Y1B

COM.ERR.LED lit confirmation
ON : Lit (See Section 11.1)
OFF: Off

X1C

Section

11.1 vic

Use prohibited

X1D

YIE Use prohibited

Y1D
Y1E

Watchdog timer error detection
ON : Watchdog timer error
OFF: —

X1F

Section

11.1 Y1F

Important

Among the input/output signals for the programmable controller CPU, do not output
(ON) the signals marked with "Use prohibited." If any of the "Use prohibited" signals
is output, the programmable controller system may malfunction.

(1)

)

POINT

The input/output signals shown in this section are used when the QnA series

Ethernet interface module programs are also used for the Q series Ethernet
module (see Section 2 in Appendix).

In the QCPU, the input/output signals for intelligent function modules are
turned on/off with dedicated instructions.

It is not necessary to turn on/off the signals by a sequence program, except
for those that are shown in the programming examples in each of function
explanation sections.

When the QnA series Ethernet interface module programs are also used for

the Q series Ethernet module, it is also recommended to replace the
instructions with the dedicated instructions shown in the corresponding
function explanation section of each manual for the Q series Ethernet module.

3-12
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3.8 List of Applications and Assignments of the Buffer Memory

This section explains details of the buffer memory.

(1)

Configuration of the buffer memory
Buffer memory consists of a user area and a system area, as listed below.

(a) User areas
1) The areas where the user writes/reads data.

2) A user area consists of a parameter area for initial processing and
data communication, an area for data communication, and an area for
storing communication status and communication error data.

3) Reading/writing data to the user area should be performed according
to the instructions in the corresponding detailed explanation section.
Data communication may take long if continually executed; therefore,
execute only when needed.

(b) System areas
The areas used by the Ethernet module

Important

Do not write data in the "system areas" of the buffer memory.

If data is written to any of the system areas, the programmable controller system
may not be operated properly.

Some of the user areas contain partially system areas. Care must be taken when
reading/writing to the buffer memory.

(1)

(2)

POINT

Use the FROM/TO instructions or other applicable commands to access the
buffer memory addresses shown in this section when the QnA series
Ethernet module programs are used for the Q series Ethernet module (see
Section 2 in Appendix).

In the QCPU, the buffer memory of an intelligent function module is accessed
by dedicated instructions.

It is not necessary to access directly using the FROM/TO or other instructions
from the sequence program, except when accessing the buffer memory as
shown in the programming examples in each of function explanation sections.

When the QnA series Ethernet module programs are used for the Q series
Ethernet module, it is also recommended to replace the instructions with the
dedicated instructions shown in the corresponding function explanation
section of each manual for the Q series Ethernet module.
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(2) Assignments of the buffer memory
A buffer memory consists of 16 bits per address.

<Bit configuration diagram>

‘b15|b14|b18|b12|b11|b10| [al=] | b | =¥} |b6 | [ala] | b4 | h3 | bd | bl |b0 ‘

The following shows the buffer memory addresses.

Address GX Developer
» ) Reference
Decimal Application Name Inita va‘Iue se‘ttlng:.j. section
(Hexadecimal) applicability L2
(Hexadecimal) (%) (%%)
0to1 ) .
(0o 1) Local station Ethernet module IP address C00001FEH @) Section 4.7
2103 System area — —
(2 to 3w)
Special function settings
* Router relay function (b5, b4) Section 5.3
00: Do not use (default)
01: Use
» Conversion system setting for CC-Link IE controller network, Chapter 3 of
MELSECNET/H, MELSECNET/10 relay function (b7, b6) Application
4 00: Automatic response system (default)
(4n) 01: IP address computation system 0100+ o
10: Table exchange system
11: Use-together system
» FTP function setting (b9, b8)
00: Do not use Chapter 5 of
01: Use (default) Application
Bits other than above are reserved for system use.
51010 System area — — —
(5to An) " .
1 Inital proceSSIr?g TCP ULP timer value
parameter setting - ; 3Cn(60)
(B+) area Setting time = setting value x 500 ms
12 TCP zero window timer value 144(20)
(Ch) Setting time = setting value x 500 ms
13 TCP resend timer value 144(20)
(Dn) Setting time = setting value x 500 ms
14 TCP end timer value 284(40)
(En) Setting time = setting value x 500 ms
15 Monitoring timer P asst?mbl}/ timer va!ue An(10) O Section 5.2
(Fn) Setting time = setting value x 500 ms
16 Response monitoring timer value 34 (60)
(10H) Setting time = setting value x 500 ms
17 Destination existence confirmation starting interval 4B0w(1200)
(111) Setting time = setting value x 500 ms
18 Destination existence confirmation interval timer 144(20)
(12+) Setting time = setting value x 500 ms
( 11;) Destination existence confirmation resend timer 31(3)
20 . .
(142) Automatic open UDP port number 1388+ X Section 5.8
211029 System area — — —
(15 to 1Dn)

(Continues on the next page)
* 1 Setting from GX Developer allowed/prohibited
O: Setting allowed X : Setting prohibited

* 2 "Application" in the reference section column refers to the User's Manual (Application).
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(Continued from the previous page)

Address GX Developer

Reference
section

Initial value
i Application Name i

Decimal PP (Hexadecimal) se‘ttlng:.j.

(Hexadecimal) applicability

TCP Maximum Segment Transmission setting area

TCP Maximum |0+ : Enable TCP Maximum Segment Size Option
30 Segment transmission

(1Ew) Transmission 8000+: Disable TCP Maximum Segment Size Option

setting area transmission

+ Re-initialization makes the set value effective.

8000+ X

Communication condition setting (Operational
Settings) area
« Communication data code setting (b1)
0: Communication in binary code
1: Communication in ASCII code
« TCP Existence confirmation setting (b4)
0: Use the Ping
Initial processing 1: Use the KeepAlive
parameter setting « Send frame setting (b5) Section
area (For Communication 0: Ethernet frame 523
reinitialization) condition setting 1: IEEE 802.3 frame
31 « Setting of write enable/disable at RUN time (b6)
(1Fw) area 0: Disable O o
(Operational 1 Enable
Settings) e e .
« Initial timing setting (b8)
0: Do not wait for OPEN (communication
impossible at STOP time)
1: Always wait for OPEN (communication
possible at STOP time)
* Re-initial specification (b15)
0: Re-initial processing complete (reset by the
system)
1: Re-initial processing request (set by the user)
Bits other than above are reserved for system use.

Connection No. 1
 Usage of fixed buffer (b0)
0: For sending or fixed buffer communication
is not executed
1: For receiving
« Destination existence confirmation (b1)
0: No confirm
1: Confirm
« Pairing open (b7)
0: No pairs
32 1: Pairs
(20H) » Communication method (protocol) (b8)
0: TCP/IP
1: UDP/IP
* Fixed buffer communication (b9)
0: Procedure exist
1: No procedure
* Open system (b15, b14)
00: Active open or UDP/IP
10: Unpassive open
11: Fullpassive open
Bits other than above are reserved for system use.

On O Section 5.5

Communication |Connection
parameter setting (usage setting
area area

33 Connection No. 2

Same as connection No.1
(211) (bit configuration is the same as connection No.1) ( )

34 Connection No.3

S tion No.1
(221) (bit configuration is the same as connection No.1) (Same as connection No.1)

35 Connection No.4

Same as connection No.1
(23h) (bit configuration is the same as connection No.1) ( )

(Continues on the next page)
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(Continued from the previous page)

Address ” GX Developer
L Initial value X Reference
Decimal Application Name . setting .
: (Hexadecimal) Y section
(Hexadecimal) applicability
36 Connection No.5 .
. - ) (Same as connection No.1)
(241) (bit configuration is the same as connection No.1)
37 Connection No.6 .
. L . (Same as connection No.1)
(25+1) (bit configuration is the same as connection No.1)
38 Connection No.7 (Same as connection No.1)
(26H) (bit configuration is the same as connection No.1) )
39 Connection No.8 (Same as connection No.1)
(27w) (bit configuration is the same as connection No.1) )
40
Local station Port No. (Y O Section 5.5
(281)
41to42
(29 t(:)2AH) Connection Destination IP address On @) Section 5.5
43 No. 1
(284) Destination Port No. On O Section 5.5
a1 H46 Communication
26 tOZE Communication |address setting Destination Ethernet address FFFFFFFFFFFFu X —
¢ 47:) 53H) parameters area c "
(o] . onnection
setting area i
OF to 354 g No. 2 (Same as connection No. 1)
(
54 to 60 Connection .
36 t0 3CH No. 3 (Same as connection No. 1)
(
61 to 67 Connection )
3D to 434 No. 4 (Same as connection No. 1)
(
68 to 74 Connection )
44 10 47 No.5 (Same as connection No. 1)
(
7510 81 Connection .
4B to 51 No. 6 (Same as connection No. 1)
(
82to 88 Connection )
52 to 584 No. 7 (Same as connection No. 1)
(
8910 95 Connection .
59 to 5Fw No.8 (Same as connection No. 1)
(
96 to 102
(60 to 661) System area — — —
103 to 104
Systt — — —
(67 1o 684) ystem area
105 . .
(69:) Initial error code On X Section 11.3
106 to 107
(6A tOOGBH) Local station IP address On X —
108 to 110
(6C to 6Ex) Local station Ethernet address On X -
H
11110115 Communication
N status storage o System area — X —
(6F to 73n) area Area for initial
116 processing
Automatic open UDP port number On X —
(74n)
117
(754) System area — — —
118
(761) Local station network number/station number On X —
H
119
Local station group number 0 —
@74 group 5 <

(Continues on the next page)
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(Continued from the previous page)

Address

GX Developer

Decimal Application Name Initial vallue setting Refergnce
X (Hexadecimal) e section
(Hexadecimal) applicability
120 .
(78:) Local station Port No. On X —
121to0 122 -
(79 to 7Av) Destination IP address On X —
123 -
(7B4) Destination Port No. On X —
124 .
(7Cw) Open error code On X Section 11.3
H
Connection
ixed buffer sending error code H X ection 11.
(;ZDS) No. 1 Fixed buff di d 0 Section 11.3
H .
126 . .
H .
(7Ew) Connection end code 0 X Section 11.3
H
aximum value H X —
(;'2:7) Maxi | 0
12; Fixed buffer
. communication  [Minimum value On X —
(80w) Connection time
129 information area
Current value On X —
(81h)
(1;;?;;9) ﬁgngectlon (Same as connection No. 1)
H .
(184((3) ttg ;54 9) ﬁgngectlon (Same as connection No. 1)
H .
(1:&2);':59) ﬁgngectlon (Same as connection No. 1)
H .
(f(?tt:,:\gg) ﬁgngectlon (Same as connection No. 1)
H .
(1A7AO tt;) ;?7’9) ﬁgngectlon (Same as connection No. 1)
H .
(:;Otfggg) ﬁgn;ectlon (Same as connection No. 1)
H .
190 to 199 Connection S tion No. 1
(BE to C7+) _|Communication No. 8 (Same as connection No. 1)
status storage LED on/off status
area (Stores the on/off status of the LEDs on the front of
the Ethernet module)
« [INIT.] LED (b0)
0: off
1: on (initial processing completed)
+ [OPEN] LED (b1)
0: off
200 : . .
(C8w) 1: on (connection open processing completed) On X —
* [ERR.]LED (b3)
0: off
1: on (setting error)
* [COM.ERR.] LED (b4)
0: off
1: on (communication error)
Area for module | Bits other than above are reserved for system use.
status Hub connection status area
» Communication mode (b9)
0: Half duplex
1: Full duplex
* Hub connection status (b10)
201 0: Hub not connected/disconnected .
(C9v) 1: Hub connected O x Section 5.10
« Data transmission speed (b14)
0: Operating at 10BASE-T
1: Operating at 100BASE-TX
Bits other than above are reserved for system use.
+ Switch status (operational mode setting)
0: Online
(éOAZ) 1: Offline On @) Section 4.6
" 2: Self refrain test
3: Hardware test (H/W test)
(Continues on the next page)
3-17 3-17
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(Continued from the previous page)

Address ” GX Developer
- o Initial value ) Reference
Decimal Application Name (Hexadecimal) s‘“f“‘”g_ section
(Hexadecimal) applicability
Status of settings with GX Developer
« Communication data code setting (b1)
0: Communication in binary code
1: Communication in ASCII code
« Initial/lopen method setting (b2)
0: No parameter setting
(start up according to the sequence
program)
1: Parameter setting
(start up according to the parameters)
« TCP Existence confirmation setting (b4)
0: Use the Ping
203 Module status 1: Use the KeepAlive .
(CBH) area « Send frame setting (b5) 0 O Section 4.7
0: Ethernet frame
1: IEEE802.3 frame
« Setting of write enable/disable at RUN time (b6)
0: Disable
1: Enable
Communication + Initial timing setting (b8)
status storage 0: Do not wait for OPEN
area (Communications impossible at STOP time)
1: Always wait for OPEN
(Communication possible at STOP time)
Bits other than above are reserved for system use.
204 System area — — —
(CCn)
(é%i) RECYV instruction execution request On X isz:?::;gnd
206 System area — — —
(CEn) Area for
207 Send."?g/ ZNRD instruction On X Chay?ter‘4 of
(CFw) receiving Application
208 instructions
(DOK) Data link instruction | Yt area - B -
209 execution result ZNWR instruction OH X Chay?ter‘4 of
(D1w) Application
210 to 223 System area — — —
(D2 to DFw)
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224 to 226
Systt — — .
(E0 to E24) ystem area
227
(E34) Number of error occurrence
22; On X Section 11.3
(E4w) Error log write pointer
229
(E5+) Error code/end code
230
(E6H) Subheader
231
(E7) Command code
232
i 0 Section 11.3
(E8) Error log Connection No. H x
233 block 1
(E9%) Local station Port No.
234 to 235 o
(EA to EBH) Destination IP address
236
(EC) Destination Port No.
237
(ED+) System area _ - B
238 to 246 Error log
EE to F6u block 2 (Same as error log block 1)
(
247 to 255 Error log
S, log block 1
(F7 to FFw) block 3 (Same as error log block 1)
256 to 264 Error log
Error log area
100 to 108+ 9 block 4 (Same as error log block 1)
(
265 to 273 Error log block  |Error log
(109 to 111+) area block 5 (Same as error log block 1)
274 to 282 Error log
(112 to 11Ax) block 6 (Same as error log block 1)
283 to 291 Error log
11B to 123u block 7 (Same as error log block 1)
(
292 to 300 Error log
(124 to 12Cn) block 8 (Same as error log block 1)
301 to 309 Error log
12D to 1354 block 9 (Same as error log block 1)
(
310 to 318 Error log
(136 to 13Ew) block 10 (Same as error log block 1)
319 to 327 Error log
S, log block 1
(13F to 147+) block 11 (Same as error log block 1)
328 to 336 Error log
(148 to 150k) block 12 (Same as error log block 1)
337 to 345 Error log
S, log block 1
(151 to 159H) block 13 (Same as error log block 1)
346 to 354 Error log
S, log block 1
(15A to 162+) block 14 (Same as error log block 1)
355 to 363 Error log
S log block 1
(163 to 16Bw) block 15 (Same as error log block 1)
364 to 372 Error log
S, log block 1
(16C to 174n) block 16 (Same as error log block 1)
373 to 375
(175 to 1774) System area

(Continues on the next page)
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(Hexadecimal) Y section
(Hexadecimal) applicability
376 to 377
(178 t;)179 ) Received IP packet count
H
378 to 379 Received IP packet count discarded On « Section 113
(17A to 17Bw) due to sum check error
380 to 381
Sent IP packet total count
(17C to 17Dw) P
382 to 397 System area
(17E 1o 18Dx) v B B -
398 to 399 Simultaneous transmission error 0 Section 11.4
(18E to 18Fw) detection count ) < POINT (3)
400 to 407 System area
(190 to 197+) v B B
408 to 409
(198 t;199 ) Received ICMP packet count
H
410 to 411 Received ICMP packet count
(19A to 19BH) discarded due to sum check error
412t0 413
(19C t;19D ) Sent ICMP packet total count
H
414 to 415 Echo request total count of received 0 «
H
19E to 19Fw ICMP packets
ICMP
416 to 417 Echo reply total count of sent ICMP
(1A0 to 1A1H) packets
418 to 419 Echo request total count of sent ICMP
(1A2 to 1A3H) packets
420 to 421 Echo reply total count of received
(1A4 to 1A5+) ICMP packets
422 to 439 Error log area Status for each s
(1A6 to 1B7w) 9 protocol ystem area _ _
440 to 441
(188 t(:) 189.) Received TCP packet count
H
442 to 443 Received TCP packet count discarded 0 «
H
(1BA to 1BBw) TCP due to sum check error
444 to 445
(1BC t(;)‘lBD ) Sent TCP packet total count
H
44610 471 System area
(1BE to 1D74) Y B B
472t0 473
(1D8 t(:)‘l D94) Received UDP packet count
H
474 t0 475 Received UDP packet count discarded 0 «
H
(1DA to 1DBw) UDP due to sum check error
476 to 477
(1DC t(;)‘lDD ) Sent UDP packet total count
H
478 to 481 System area
(1DE to 1E1w) Y B B
482 to 491 System area
(1E2 to 1EBH) v - -
492 to 493 .
(1EC to 1ED) Framing error count (]
H
494 to 495 Receiving
(1EE to 1EF) error Overflow count 0 x
496 to 497
(1F0 to 1F1x) crc error count (]
H
498 to 511 System area
(1F2 to 1FFy) y
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(Hexadecimal) Y section
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512 to 513
Sub-net Kk
(200 0 2014 ub-netmas
514 to 515 .
(202 t:203H) Default router IP address Ou o Section 5.3
516 Number of registered routers
(204+) 9
517 to 518
(205 t;)206 ) Sub-net address
. Router 1 OH O Section 5.3
519 1o 520 Router IP address
(207 to 208n)
521 to 524
(209 toOZOCH) Router 2 (Same as router 1)
525 to 528 Router relay
(o]
arameter
(20D to 210x) p : Router 3 (Same as router 1)
529 10 532 setting area
(211 to 214,) Router 4 (Same as router 1)
533 to 536
(215 to 218+) Router 5 (Same as router 1)
537 to 540
(219 t0021CH) Router 6 (Same as router 1)
541 to 544
(21D to 220) Router 7 (Same as router 1)
545 to 548
(221 t;)224H) Router 8 (Same as router 1)
549 System area
(2251) v - B -
550 to 551 System area
(226 0 2274) i
552 Number of conversion table data 0
(228+) ! o B
553 to 554 Communication request destination/source stations
(229 to 22An) . network number and station number Chapter 3 of
Conversion On O -
555 to 556 . . . Application
information External station Ethernet module IP address
(22B to 22Ch)
557 to 558 number 1
Station No. — _ .
(22D to 22E+) al |on. o . System area
<-> |P information P -
559 to 564 setting area . ;)nverilon S ion inf tion No. 1
(22F to 234) information (Same as conversion information No. 1)
number 2
to to
Conversion
931 to 936 . . . .
information (Same as conversion information No. 1)
(3A3 to 3A8H)
number 64
937 to 938 Net mask pattern for CC-Link IE controller network, MELSECNET/H, 0 Chapter 3 of
(3A9 to 3AAH) MELSECNET/10 routing ! o Application
939 to 943 System area
(3AB to 3AF) 4 - B -
944 to 949
FTP logi "QJ71E71"
(3B0 to 3B5) ogin Eme Q
950 to 953 N N
(3B6 to 3B9H) Password QUTTET1 Chapter 3 of
954 ) ) T O Application
FTP setting area [Command input monitoring timer 708+
(3BAH)
955 T
Programmable controller CPU monitoring timer An
(3BBH)
956 to 1663 System area
(3BC to 67F+) i

(Continues on the next page)
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1664
(6801) Fixed buffer | owa length o Chapter 7,
1665 to 2687 No. 1 o ed buffor dat " ~ Chapter 8
(681 to A7Fw) xed butier data
2688 to 3711 Fixed buff
(A8 t;E?F ) NI:)(ez uter (Same as fixed buffer No. 1)
H .
3712t0 4735 Fixed buff
(E80 too127F ) NI:)(ES i (Same as fixed buffer No. 1)
H .
4736 to 5759  [Fixed buffer data |Fixed buffer
(1280 to 167F+) |area No. 4 (Same as fixed buffer No. 1)
5760 to 6783 Fixed buff
(1680 toO1A7F ) NI:)(ES uter (Same as fixed buffer No. 1)
H .
6784 to 7807 Fixed buff
(1A80 t;)1E7F ) Nlc)><eﬁ uer (Same as fixed buffer No. 1)
H .
7808 to 8831 Fixed buff
(1E80 t§227F ) NI;(e7 uter (Same as fixed buffer No. 1)
H .
8832 to 9855 Fixed buff
(2280 tc(>)267F ) Nlc);eg uter (Same as fixed buffer No. 1)
H .
Shared area for random access buffers and e-mail buffers
0856 t0 16383 |Shared area for 1) When communicating with the random access buffer, refer to
Chapter 9. On X See the left
(2680 to 3FFFH) [random access . . . . ,
. 12) When using the E-mail function, refer to Chapter 2 in the User's
buffers and e-mail Manual (Application)
buffers £p -
16384 to 20479 System area
(4000 to 4FFF) 4 - B -
Open complete signal
0: Open incomplete
1: Open completed
20480
(5000+) + Connection No. 1 (b0) On X Section 5.6
" » Connection No. 2 (b1)
to
» Connection No. 16 (b15)
(2(())?)?:) Connection System area - — -
status o + sional
information area [ ~Pc" reduest signa
0: No open request
20482 1: Open-bemg requested .
(5002+) « Connection No. 1 (b0) On X Section 5.6
i » Connection No. 2 (b1)
to
Connection status « Connection No. 16 (b15)
20483 to 20484 |storage area Svstem area
(5003 to 50041) v - - -
Fixed buffer reception status signal
0: Data not received
20485 Fixed buffer 1: Data t->e|ng received
(5005+) information area « Connection No. 1 (b0) On X Chapter 7
" « Connection No. 2 (b1)
to
« Connection No. 16 (b15)
Remote password status
0: Unlock status/no remote password setting
20486 Remote 1: Lock status
(5006+) password status | ¢ Connection No. 1 (b0) On X Section 5.9
" storage area » Connection No. 2 (b1)
to
« Connection No. 16 (b15)
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Remote password status
0: Unlock status/no remote password setting
20487 Remote 1: Lock status
(50074) password status | ¢ Automatic open UDP port (b0) On X
" storage area * GX Developer (UDP port) (b1)
System port * GX Developer (TCP port) (b2) .
. ) « FTP port (b3) Section 5.9
information area
System port use prohibited designation
Svstem port Use 0: Use allowed
20488 r’;hibite‘; 1: Use prohibited o y
(5008+) Zesi nation area| Automatic open UDP port (b0) i
9 * GX Developer (UDP port) (b1)
* GX Developer (TCP port) (b2)
20489 to 20591 System area
(5009 to 506F+) i
Remote password mismatch notification
20502 accumulated count designation
(For user open port) 1H
(5070w) . .
0: No designation
1 or higher: Notification accumulated count
Remote password mismatch notification
accumulated count designation
20593 (For automatic open UDP port, GX Developer
(5071+) communication port (TCP, UDP) and FTP 24
" communication port)
0: No designation Section
1 or higher: Notification accumulated count < 596
20594 Accumulated count of unlock process
(5072+) normal completion
20595 Accumulated count of unlock process
(5073+) abnormal completion
20596 Connection [Accumulated count of lock process 0
H
(5074+) No.1 normal completion
20597 Accumulated count of lock process
(5075n) o Remote abnormal completion
20598 Monitoring area password Accumulated count of lock process
(5076H) function based on close
20599 to 20603 monitoring area |Connection (Same as connection No.1)
(50774 to 507B H) No.2 )
20604 to 20608 Connection .
(507C+ to 5080+) No.3 (Same as connection No.1)
H H .
20609 to 20613 Connection )
(50814 to 5085+) No.4 (Same as connection No.1)
H H E
20614 to 20618 Connection (Same as connection No.1)
(5086 to 508A H) No.5 )
20619 to 20623 Connection )
(50884 to 508F ) No.6 (Same as connection No.1)
20624 to 20628 Connection .
(5090+ to 5094+ No.7 (Same as connection No.1)
20629 to 20633 Connection )
(50954 to 5099+) No.8 (Same as connection No.1)
20634 to 20638 Connection .
(509A4 to 509E 1) No.9 (Same as connection No.1)
20639 to 20643 Connection )
(509F+ to 50A3+) No.10 (Same as connection No.1)
20644 to 20648 Connection )
(50Ad to 50A8+) No.A1 (Same as connection No.1)

(Continues on the next page)
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(Hexadecimal) applicability
20649 to 20653 Connection (Same as connection No.1)
(50A9:+ to 50ADH) No.12 )
20654 to 20658 Connection (Same as connection No.1)
(50AEH to 50B2+) No.13 )
20659 to 20663 Connection (Same as connection No.1)
(50B3 to 50B7+) No.14 )
20664 to 20668 Connection (Same as connection No.1)
(50B8 to 50BCH) No.15 )
20669 to 20673 Connection (Same as connection No.1)
(50BD+ to 50C1H) Remote No.16 )
d -
206741020678 |[Monitoring area [P0 Automatic
50C24 to 5006 function open UDP (Same as connection No.1)
( Hio H) monitoring area |port
20679 to 20683 GX Developer _
(50C7+ to 50CBH) communication (Same as connection No.1)
UDP port
20684 to 20688 GX Developer _
(50CCh to 50D0) communication (Same as connection No.1)
TCP port
20689 to 20693 e _
(50D1+ to 50D5+) communication (Same as connection No.1)
port
20694 to 20736 Svstem area
(50D6 1 to 5100) Y
20737 ’
(51014) Error log pointer
H
20738
(51024) Log counter (HTTP response code 100 to 199)
H
20739
(5103) Log counter (HTTP response code 200 to 299)
. O x Section 11.3
20740
(51041) Log counter (HTTP response code 300 to 399)
H
20741
(5105¢) Log counter (HTTP response code 400 to 499)
H
20742
(51061) Log counter (HTTP response code 500 to 599)
H
20743
(51074) System area — — —
H
20744 Status storage
(5108+) area & HTTP response code
H
(25017;95;:)521007:6) Error log block 1 |Destination IP address Ow % Section 11.3
H
20747 to 20750 Error fime
(510B to 510E+)
20751 to 20757
(510F t:))51 154) Error log block 2 (Same as the error log block 1)
H
20758 to 20764
(5116 t(j)51 1C) Error log block 3 (Same as the error log block 1)
H
20765 to 20771
(511D t§5123 ) Error log block 4 (Same as the error log block 1)
H
20772 to 20778
(5124 t(:)512A ) Error log block 5 (Same as the error log block 1)
H
20779 to 20785
(5128 t§5131 ) Error log block 6 (Same as the error log block 1)
H
20786 to 20792
(5132 t(?5138 ) Error log block 7 (Same as the error log block 1)
H
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(Hexadecimal) Y section
(Hexadecimal) applicability
20793 to 20799
(5139 tc?513F ) Error log block 8 (Same as the error log block 1)
H
20800 to 20806
(5140 tc?5146 ) Error log block 9 (Same as the error log block 1)
H
20807 to 20813 Error log block
(5147 t00514D ) 1(;ror 0g bloe (Same as the error log block 1)
H
20814 to 20820 Error log block
(514E t(())5154 ) 1:ror 09 bloc (Same as the error log block 1)
H
20821 to 20827 |Status storage Error log block
(5155 tc?5158 ) |area 9 1£ror 0g bloe (Same as the error log block 1)
H
20828 to 20834 Error log block
(515C t:))5162 ) 1:;ror 09 bloc (Same as the error log block 1)
H
20835 to 20841 Error log block
(5163 t:5169 ) 1;ror 0g bloe (Same as the error log block 1)
H
20842 to 20848 Error log block
(516A t(())5170 ) 1;ror 09 bloc (Same as the error log block 1)
H
20849 to 20855 Error log block
(5171 tc(:5177 ) 1E:ror 0g bloe (Same as the error log block 1)
H
20856 to 20991
(5178 t(;)S‘l FFy) Use prohibited System area — — —
20992 "Issue system switch in cable disconnection timeout"
(52001) 0: Not set 1n @) Section 5.11
H
"Issue system 1: Set
20993 switching request [Cable disconnection timeout setting 4 Section 5.11
(5201w) at disconnection Set time = set value < 500ms (setting range: 0 to 60) ! O )
20994 detection” status Svet
(5202+) storage area ysiem area B B B
20995
Disconnection detection count On X Section 5.10
(52031)
H
20996 to 21007
(5204 t(;)SZOFH) Use prohibited System area — — —
"System switching settings when communication error occurs”
(Connection for user)
0: Not set
21008 1: Set
0 Section 5.11
(52101) - Connection No. 1 (b0) " o ection
"System . Connectl(ir; No. 2 (b1)
itchi i
3ﬁ;i'"gse M98 | . Connection No. 16 (b15)
— "System switching settings when communication error occurs"
communication
" (Connection for system)
error occurs
0: Not set
status storage
1: Set
21009 area + Auto open UDP port settings
0 Section 5.11
(52114) - GX Developer (UDP port) (b1) " o ection
+ GX Developer (TCP port) (b2) sk
* FTP port (b3)
* HTTP port (b4)
*k MELSOFT connection included
21010 to 22559 -
(5212 to 581Fx) Use prohibited System area — — —
22560
(5820+) Local station Port No. On X —
22561 to 22562
c icati - o
(5821 to 58224) ommunication Connection Connection Destination IP address On X
status storage . )
22563 area information area |No. 9 Destination Port N 0
(58234) estination Port No. H X —
22564
Open error code On X Section 11.3
(5824+)
H
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22565
(5825.) Fixed buffer sending error code On X Section 11.3
H
22566
(5826+) Connection end code OH X Section 11.3
H
22567 Connection Maxd | 0
(5827.) No. 9 aximum value H X —
Fixed buffer
22568 - L
communication | Minimum value On X —
(5828+) .
22569 time
(5829,) Current value On X —
22570 to 22579 o Connection .
(582A o 58334) Communication Connection No. 10 (Same as connection No.9)
status storage . X
22580 to 22589 information area (Connection .
(5834 to 583Dx) area No. 11 (Same as connection No.9)
22590 to 22599 Connection .
(583E to 5847:) No. 12 (Same as connection No.9)
22600 to 22609 Connection .
(5848 to 58514) No. 13 (Same as connection No.9)
22610 to 22619 Connection .
(5852 to 58581 No. 14 (Same as connection No.9)
22620 to 22629 Connection .
(585C to 58654) No. 15 (Same as connection No.9)
22630 to 22639 Connection .
(5866 to 586F+) No. 16 (Same as connection No.9)
22640 . -
(5870) Number of mails remaining on the server
22641 Dedicated instruction normal completion count
(58714) P
22642 . ) . .
(5872) Dedicated instruction abnormal completion count
22643 Normal receiving count
(58734) 9
(2@3:4) Attached file receiving count On X Section 11.3
H
22645 Server inquiry count
(5875) quiry
22646 Server communication error count
(5876w)
22647 Error log write count
(28774) 9
22648 E-mail status Receive Receivi I ite point
(58784) storage area eceiving error log write pointer
22649
(5879%) Error code
22650
(587A4) Command code
22651 to 22658 Error log .
(5878 to 5882:) block 1 From OH X Section 11.3
22659 to 22662 Date
(5883 to 5886+)
22663 to 22692 Subiect
(5887 to 58A4n) !
22693 to 22736 Error lo
(58A5 to 58D01) block 29 (Same as error log block 1)
22737 to 22780 Error log
(58D1 to 58FCy) block 3 (Same as error log block 1)
22781 to 22824 Error log
(58FD to 59281 block 4 (Same as error log block 1)
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22825 to 22868 Error log
S, log block 1
(5929 to 5954) block 5 (Same as error log block 1)
22869 to 22912 Error log
S, log block 1
(5955 to 5980H) block 6 (Same as error log block 1)
22913 to 22956 Error log
(5981 to 59ACH) block 7 (Same as error log block 1)
22957 to 23000 Error log
(59AD to 59D8x) block 8 (Same as error log block 1)
23001 to 23044 Error log
(59D9 to 5A04:) block 9 (Same as error log block 1)
23045 to 23088 Error log
S, log block 1
(5A05 to 5A304) . block 10 (Same as error log block 1)
23089 to 23132 Recelve Error log
S, log block 1
(5A31 to 5A5CH) block 11 (Same as error log block 1)
23133 to 23176 Error log
(5A5D to 5A88+) block 12 (Same as error log block 1)
23177 to 23220 Error log
(5A89 to 5AB4x) block 13 (Same as error log block 1)
23221 to 23264 Error log
(5AB5 to 5AEOK) block 14 (Same as error log block 1)
23265 to 23308 Error log
S, log block 1
(5AE1 to 5B0Cx) block 15 (Same as error log block 1)
23309 to 23352 Error log
S, log block 1
(5BOD to 5B38) block 16 (Same as error log block 1)
23353 Dedicated instruction normal completion count
(5B394) P
23354
(5B3A) Dedicated instruction abnormal completion count
23355 “mai
E-mail status Number of mails normally completed
(5B3BH) storage area
23356
(5B3Cx) Attached file sending count
. On X Section 11.3
23357 Sending to the server count
(5B3Dk) d
23358 )
(5B3E+) Number of mails abnormally completed
23359 Error log write count
(5B3F+) d
23360 Error log write pointer
(5B40k) g write p
23361
(5B414) Send Error code
23362
(5B424) Command code
23363 to 23370 Error log .
T 0 X Section 11.3
(5B43 to 5B4An) block 1 ° "
23371 to 23374 Date
(5B4B to 5B4EH)
23375 to 23404 Subiect
(5B4F to 5B6CH) )
23405 to 23448 Error log
S, log block 1
(5B6D to 5B98) block 2 (Same as error log block 1)
23449 to 23492 Error log
S log block 1
(5B99 to 5BCA) block 3 (Same as error log block 1)
23493 to 23536 Error log
S, log block 1
(5BC5 to 5BFOK) block 4 (Same as error log block 1)
23537 to 23580 Error log
(5BF1 to 5C1Cx) block 5 (Same as error log block 1)
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23581 to 23624 Error log
(5C1D to 5C48H) block 6 (Same as error log block 1)
23625 to 23668 Error log
Send
(5C49 to 5C74+) |E-mail status en block 7 (Same as error log block 1)
23669 to 23712 |storage area Error log
(5C75 to 5CAOH) block 8 (Same as error log block 1)
23713 to 24575 Svstem area
(5CA1 to 5FFF+) v - B -
24576
(6000+) Fixed buffer |02 N9t ) )
H —
24577 to 25599 No. 9 Fixed buffer data
(6001 to 63FF)
25600 to 26623 Fixed buff
(6400 t;ﬁ?FF ) N|c>)<e1o e (Same as fixed buffer No. 9)
H .
26624 to 27647 Fixed buff
(6800 toosBFF ) Nl;(eﬂ e (Same as fixed buffer No. 9)
H .
27648 to 28671 |Fixed buffer data |Fixed buffer
(6C00 to 6FFF+) |area No. 12 (Same as fixed buffer No. 9)
28672 to 29695 Fixed buff
(7000 tt;)73FF ) Nl;(ew e (Same as fixed buffer No. 9)
H .
29696 to 30719 Fixed buff
(7400 1577|=|: ) NZSM et (Same as fixed buffer No. 9)
H .
30720 to 31743 Fixed buff
(7800 t007BFF ) N|;<e15 et (Same as fixed buffer No. 9)
H .
31744 to 32767 Fixed buff
(7C00 tc())7FFF ) le)(em e (Same as fixed buffer No. 9)
H .
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4 SETTINGS AND PROCEDURES PRIOR TO OPERATION

This chapter explains the settings and procedures required prior to starting the
operation of the Ethernet module in a system.

4.1 Loading and Installation

This section explains precautions for Ethernet module handling from unpacking to
installation, as well as the installation environment common to all modules.

For more details on the module mounting and installation, refer to the User's Manual
for the programmable controller CPU module used.

4.1.1 Handling precautions
The following explains precautions for Ethernet module handling:

(1) Since it is made of resin, the Ethernet module case should not be dropped or
subjected to any shock.

(2) Tighten the screws such as module fixing screws within the following ranges.

Screw location Tightening torque range
External power supply terminal screw (M2.5 screw) ( * 1) 0.40 Nem
Module fixing screw (usually not required) (M3 screw) ( * Z) 0.36 to 0.48 Nem

*1 This terminal is used as an external power input terminal for supplying power to the transceiver when being
connected to a 10BASES.
* 2 The module can be easily fixed onto the base unit using the hook at the top of the module. However, it is

recommended to secure the module with the module fixing screw if the module is subject to significant vibration.

@DANGER ¢ Do not touch the terminals while the power is on. Doing so may cause electric
shocks or malfunctions.

¢ Before cleaning up and retightening terminal screws and module fixing screws, be
sure to shut off all phases of external power supply used by the system.
If the screws are loose, it may cause the module to short circuit, malfunction or fall
off.
Tightening the screws excessively may damage the screws and/or the module and
cause the module to short circuit, malfunction or fall off.

e Check the safety before performing control operations to the running programmable
controller (especially, modifications of data, programs and operation status (status
control)).
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/N\CAUTION

e While pressing the installation lever located at the bottom of module, insert the
module fixing tab into the fixing hole in the base unit until it stops. Then, securely
mount the module with the fixing hole as a supporting point.

If the module is not installed properly, it may cause the module to malfunction, fail or
fall off.

Secure the module with screws especially when it is used in an environment where
constant vibrations may occur.

¢ Be careful not to let any foreign matter such as wire chips get inside the module.
They may cause fire, as well as breakdowns and malfunctions of the module.

¢ Never disassemble or modify the module.

This may cause breakdowns, malfunctions, injuries or fire.

¢ Before mounting or dismounting the module, make sure to switch all phases of the
external power supply off.

Failure to do so may cause the module to breakdown or malfunction.

e Tighten the terminal screws using the specified torque.

If the terminal screws are loose, it may cause the module to short-circuit,
malfunction or fall off.

Tightening the terminal screws excessively may damage the screws and/or the
module and cause the module to short-circuit, malfunction or fall off.

¢ Do not directly touch the conducting parts and electronic parts of the module.

This may cause the module to malfunction or fail.

¢ When disposing of this product, treat it as industrial waste.

e A protective sheet is pasted on the upper part of the module in order to prevent
foreign matter such as wire chips to get inside the module while wiring.

Do not remove this protective sheet during wiring work.
However, be sure to remove the protective sheet before operating the module to
allow heat radiation during operation.

4 1.2 Installation environment

This section explains the installation environment for the programmable controller.

When installing the programmable controller, the following environments must be

avoided:

 Locations where the ambient temperature exceeds the range of 0 to 55 °C.

 Locations where the ambient humidity exceeds the range of 5 to 95 % RH.

» Locations where condensation occurs due to a sudden temperature change.

* Locations where there are corrosive or inflammable gases.

 Locations exposed to considerable amounts of conductive powdery substances such
as dust and iron filing, oil mist, salt, or organic solvents.

+ Locations exposed to direct sunlight.

* Location exposed to strong electric or magnetic fields.

Location where vibrations or impacts are directly applied to the main unit.

é CAUTION ° Use the programmable controller in the operating environment that meets the
general specifications described in the user’s manual of the CPU module to use.
Using the programmable controller in any other operating environments may cause
electric shocks, fires or malfunctions, or may damage or degrade the module.
4-2 4-2
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4.2 Settings and Procedures Prior to Starting the Operation

The following shows a flow of the procedure that is required prior to starting the
operation:

Procedures prior
to operation

Install the Ethernet module to the base unit

l

Connect the Ethernet module to the Ethernet network | ......... See Section 4.4, "Connecting to the Network."

l

Connect GX Developer and QCPU with a cable

l

Set the network parameters for the Ethernet module
with GX Developer

......... See Section 4.5, "Settings from GX Developer.

Perform self-diagnostics tests with GX Developer | ......... See Section 4.8, "Self-Diagnostic Tests."
Set the operation mode to "Online" with GX Developer | ......... See Section 4.5, "Settings from GX Developer."
I
v
Send the "Ping" command from an external device and See Section 5.4, "Confirming the Completion
confirm the completion of the Ethernet module initial processing | """ of the Initial Processing."
1
Perform loopbacktest | ... See Section 5.4.3, "Loopback Test."
1
Create a program for each communicaton | ... See applicable communication function

l
C Operation )

POINT

To operate the Ethernet module after the parameter settings are added or modified
with GX Developer, the programmable controller CPU must be reset after saving
the parameter values in the programmable controller CPU.
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Important

(1) Do not write any data in the "System area" of the buffer memory of the
intelligent function module.

(2) Do not output (turn on) the "Use prohibited" signal, which is one of the output
signals.

(3) When status control (such as remote RUN/STOP) from a external device is
used for the programmable controller CPU, the user should make the
selection beforehand using the selecting parameters "Always wait for OPEN".
(Select using initial timing in the operation settings.)

If "Do not wait for OPEN" is selected, the communication line will be closed
during remote STOP After that it cannot be reopened from the programmable
controller CPU side and remote run from the external device also cannot be
started.

(4) When using sequence programs created for Ethernet modules of conventional
models, do not use the open request signals (Y8 to YF), fixed buffer
communication signals (YO0 to Y7) and the dedicated OPEN/CLOSE and
BUFSND/BUFRCYV instructions for the same connection simultaneously in the
program. It may result in malfunctioning.

(5) When the Ethernet module is replaced, reset the external device as well. (If
the external device retains the Ethernet address, it may be impossible to
continue the communication because a module is replaced and the Ethernet
address changes.)

In the same may, when the external device (personal computer, etc.)is
replaced, restart the Ethernet module.
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4.3 Components of the Ethernet Module

This section shows the components of the Ethernet module.
S — o S s R

QJ71E71-100 QJ71E71-B5 QJ71ET1-B2
RUN ERR. RUN ERR. RUN ERR.
1) —> INIT. COMERR. 1)—> INIT. COM.ERR. 1)—> INIT. COMERR.
OPEN 100M OPEN OPEN
sD RD ) RD sD RD

So
o o
O
3)—> | 1Brses %5
10BASE-T/100BASE-TX ) =
o 4)
o N
O
2)—»
) A e]
— Tl
) 12611 ]|
QTETI-100 QUTIETIBS EXT.POWER QUTET1-B2
o—1 T D (— o —L T
Name Description
1) |LED display Refer to the contents of the LED displays (1).
10BASE-T/100BASE-TX Connector for connecting the Ethernet module to the 10BASE-T/100BASE-TX.
2) 1 (Ethernet module discriminate between 10BASE-T and 100BASE-TX according to

connector (RJ45) (* )
the hub.)

Connector for connecting the Ethernet module to the 10BASES

3) [10BASE5 t
) connector (for connecting AUI cable (transceiver cable) of 10BASES5)

Connector for connecting the Ethernet module to the 10BASE2

4) |10BASEZ connector (for connecting 10BASE2 coaxial cable)

Power supply terminal for supplying power to the transceiver when connecting by

5) |External ly terminal
) |Bxternal power supply terminal |0 ) oe 5 (43 28 v 0 15.75 V)

6) [Serial number plate Indicates the serial No. of the Ethernet module.
*1 The LED on the connector does not light up.
For connectors with first 5 digits of serial No. "05059" or earlier, the
orientation of the connectors has been rotated by 180 degrees.
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: k1
(1) LED display contents (™)
1) LED display
QJ71E71-100 QJ71E71-B5 QJ71E71-B2
RUN[] [CJERR. RUN[] [JERR. RUNJ [CJERR.
INIT.] [JCOM.ERR. INIT. ] [JCOM.ERR. INIT.] [JCOM.ERR.
OPEN [] []100M OPEN[ [ OPEN[ [
SD[] [IRD sD[J] [JRD SD[] [IRD
LED name
N Display description When the LED is on When the LED is off
QJ71E71-100 QITIE71-BS,
QJ71E71-B2
RUN RUN Normal operation display Normal Abnormal
INIT. INIT. Initial processing status display Normal completion Not processed
OPEN %2 OPEN %2 Open processing status display Nor@ally opened connection Nor@ally opened connection not
available available
SD SD Data sending display Data being sent Data is not sent
ERR. ERR. Setting abnormal display Abnormal * ° Normal setting
L X Communication abnormal o
COM.ERR. COM.ERR. |Communication abnormal display w4 Normal communication in progress
occurrence
100 M (Not used)  [Transmission speed display 100Mbps 10Mbps/When not connected
RD RD Data receiving status display Data being received Data not received

*1 Refer to Section 11.1.1 for causes of error displays and the corresponding
corrective actions.

*2 The [OPEN] LED turns on/off depending on the open states of user
connections 1 to 16.
(The open states of the system connections (e.g., automatic open UDP port)
are not included.)

*3 The [ERR.] LED turns on in the following cases:
* When setting values in GX Developer (mode, station number, and/or

network number) are incorrect.

* When an error has occurred in the Ethernet module or programmable

controller CPU and the operation is disabled due to the error.
*4 Refer to Section 11.1.2 for the time when "COM.ERR." LED is on.
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4.4 Connecting to the Network

The following explains how to connect the Ethernet module to the 100BASE-TX,
10BASE-T, 10BASE5 and 10BASE2 networks.

Some precautions that should be observed while connecting the Ethernet module are
also shown below. Pay strict attention to the safety and use the Ethernet module
properly.

(1) Sufficient safety precautions are required when installing the 100BASE-TX,
10BASE-T, 10BASE5 and 10BASE2 networks. Consult a specialist when
connecting cable terminals or installing trunk line cables, etc.

(2) Use a connection cable conforming to the standards shown in Section 2.2.

(3) The allowable bending radius for coaxial cable is preset. When bending coaxial

cables to connect them, a space that is larger than the coaxial cables’ allowable
radius is required.

For information regarding the coaxial cables’ allowable bending radius, please
consult the cable manufacturer.

/N\CAUTION

¢ Do not bundle the control wires and the communication cables with the main circuit
and the power wires, and do not install them close to each other. They should be
installed at least 100 mm (3.94 in.) away from each other. Failure to do so may
generate noise that may cause malfunctions.

¢ Do not connect the AUI cables while the power to the module installed station is on.

e Make sure to place the communication and power cables to be connected to the
module in a duct or fasten them using a clamp.
If the cables are not placed in a duct or fastened with a clamp, their positions may
be unstable or moved, and they may be pulled inadvertently. This may damage the
module and the cables or cause the module to malfunction because of faulty cable
connections.

¢ When disconnecting the communication and power cables from the module, do not
pull the cables by hand.
When disconnecting a cable with a connector, hold the connector to the module by
hand and pull it out to remove the cable.
When disconnecting a cable without a connector, loosen the screws on the terminal
block first before removing the cable.
If a cable is pulled while being connected to the module, it may cause the module to
malfunction or damage the module and the cable.
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4.4.1 Connecting to the 10BASE-T/100BASE-TX network

This section explains how to connect the Ethernet module to the 10BASE-T,
100BASE-TX network.

(Object module for the explanation: QJ71E71-100)

The following shows the connection diagram for the twisted paid cable.

L —— L

R

<Operating procedure>
(Step 1) Connect the twisted-pair cable to the hub.
(Step 2) Connect the twisted-pair cable to the Ethernet module.

POINT

(1) The Ethernet module detects whether it is 10BASE-T or 100BASE-TX, and the
full-duplex or half-duplex transmission mode according to the hub.
For connection to the hub without the auto detection function, set the half-
duplex mode on the hub side.

(2) For devices required for 10BASE-T or 100BASE-TX connection and a sample
system configuration, refer to Section 2.2 (1) and (2).
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4.4.2 Connecting to the 10BASES network

This section explains how to connect the Ethernet module to the 10BASES network.
(Object module for the explanation: QJ71E71-B5)

(1) Connecting an AUI cable
The following shows the AUI cable connection diagram.

L ——] L

Retainer

_/_A
) |

AUI cable

Ir
I )_oooood

Transceiver DC power supply

(Refer to|REMARKS|in Section 2.2.)

<Operating procedure>
(Step 1) Slide the retainer toward the direction B as shown above.
(Step 2) Push in the AUI cable connector all the way.
(Step 3) Slide the retainer toward the direction A as shown above.
(Step 4) Confirm that the AUI cable is locked.

ACAU-“ON ¢ Do not connect the AUI cable while the power to the module installed station is on.

POINT

(1) When the network connection is performed using the 10BASES and
preventing high-frequency noise is required in the installation environment of
the Ethernet module, attach a ferrite core to the AUI cable to eliminate the
effect of noises. See POINT in Section 2.2 a(2).

(2) See Section 2.2 (2) (b) for the device and system configration explanation that
is required for 10BASES5 connection.
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(2) Wiring to the external power supply terminal (DC power supply for
transceiver™ ')

The following explains how to connect a cable to the external power supply
terminal (DC power supply for transceiver).
1) Strip the cable jacket back 13mm.

The applicable cable size is 0.13mm? (AWG26) to 2.5mm? (AWG14).

_

*2

13mm
(0.51in.)

2) Loosen the terminal screw and insert the cable into the terminal.

3) Tighten the terminal screw within the torque range shown in Section
4.1.1.

*1 Use a transceiver with a function that is generally called SQE TEST or heart
beat (a transceiver function that emits signals to notify whether the
transceiver is operating normally at the end of communication).

*2 If the wire strip length is too long, the conductive part is exposed and it may
increase the risk of electric shock or short circuit between the adjacent
terminals. If the wire strip length is too short, it may result in poor contact.
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4.4.3 Connecting to the 10BASE2 network
This section explains how to connect the Ethernet module to the 10BASE2 network.

(Object module for the explanation: QJ71E71-B2)
The following shows the 10BASE-2 coaxial cable connection diagram.

JL/D L

______

<Operating procedure>
(Step 1) Push in the connector by aligning the groove [1] and tab [2] as shown

above.
(Step 2) While pushing in the connector, rotate it clockwise a 1/4 turn.

(Step 3) Turn until the connector locks.
(Step 4) Check that the connector is locked.

POINT
See (3) in Section 2.2 for the device and system configuration example that is

required for 10BASE2 connection.
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REMARKS

Attaching the connector for the coaxial cable
The following section explains how to attach the BNC connector (connector plug for
the coaxial cable) to the cable.

(1) Structure of the BNC connector and coaxial cable
The following shows the composition of the BNC connector and coaxial cable.

Parts comprising the BNC connector Structure of the coaxial cable
@ @ External conductor
Outer sheath Insulation
Ui .
Nut Washer Gasket material
' |
Plug shell T
@ ﬁ Internal conductor
Clamp Contact

(2) How to attach the BNC connector and the coaxial cable
The following shows how to attach the BNC connector and the coaxial cable.

(a) Cutthe length shown in the diagram to the

right off the outer sheath of the coaxial cable. .%”ﬂ.l 0.4 in.)
Be careful not to damage the external Cut this portion of the
Cond uctor. outer sheath

(b) Fix the nut, washer, gasket and clamp unto Clamp

the coaxial cable as shown in the diagram T
to the right and unfasten the external T IV Mt
conductor. Gasket

(c) Cutthe external conductor, insulation

Insulation material

material, and internal conductor to the Internal conductor

dimensions shown in the diagram to the right. \‘.:Egj:[:”:ﬂﬂﬂj
However, cut the external conductor to the 5 mm ‘ | ‘\

same dimensions as those of the tapered ©2 '"')O o an
Section of the clamp, and smooth it down to 0280n) ormat conductor
the clamp.

(d) Solder the contact to the internal conductor. S%

(e) Insert the connector assembly (d) into the
plug shell and screw the nut into the plug
shell.

POINT

Pay attention to the following when soldering the internal conductors and contacts:

(1) Make sure that the solder does not bead up on the soldered section.

(2) Make sure that there are no gaps between the connector and the cable
insulator and that they do not cut into each other

(3) Solder as quickly as possible to prevent the insulation material from deforming.
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4.5 Settings from GX Developer

This section explains the names of the setting screens for GX Developer that are
available for the Ethernet module.

Perform the settings according to the function used by referring to Section 3.6,
"Ethernet Module GX Developer Setting Item List."

For details on how to display each screen, refer to the GX Developer Operating
Manual.

4.5.1 1/0O assignment setting

[Setting purpose]
The 1/0 assignment settings perform the settings for the types of modules to be
mounted on a base unit and the range of input/output signals.

[Startup procedure]

[GX Developer] — [PLC Parameter] — | 1/O assignment |

For screen display, see the operating manual for GX Developer.
[Setting screen]

Q parameter setting x|

PLE name | PLC system | PLC fle | PLCRAS | Device | Program |Bactfile |SFC 10 assigament |

140 Assignmant(*)

Slot Type Model name Poirts | Starby [+
0 |PLC PLC - - Switch setting
i L) Intell  |QJFIET1-100 I2points 0000
2 1) - - Detailed settingl
3 [z 5 =
FREE] 5 =
5 44 E =
6 |55 - -
7 |E[E) - - -

Assigning the 110 address is not necessary as the CPU does it automaticaly
Leaving this setting blank will not cause an emror to oceur.

r— Base setting[*]
~ Base mode:
Base model name | Power model name|  Extension cable | Slots ot
* Auta

Main = € Detail
Ext Basel =
Ext.Base: -
Ext Base: x SSIDtDelauItI
Ext Based =
Evt Baseh = 12 SIDtDelauItI
ExtBaseb -
Ext.Based =

liF:cic:phoud belseganeihen Impart Multiple CPU Parameter I Fiead PLC data |

uzing multiple CPU

Aicknonledge <Y assignment| Muliple CPU sattings | Defaut | Check | End | Cancel |

[Display contents]

Item name Setting for item Remarks

Type Select "Intelli."

Model name Enter the module model name to be mounted (Example: QJ71E71-100). .
IO assignment Points Select 32 points.

Start-XY Enter the start I/O signal (hexadecimal) for the target module.

Detailed setting ::]ISS tzce’ control CPU of the Ethernet module when a multiple CPU system is See QCPU User's Manual

- - poyed. - - (Multiple CPU System).

Multiple CPU setting Select when using a multiple CPU system.
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4.5.2 Other settings

This section explains the names of the setting screens for various Ethernet module
functions. For setting contents, see the sections that describe respective screens in
detail.

(1) "Network parameters Setting the number of Ethernet/CC IE/
MELSECNET cards" (Details are explained in Section 4.6.)
This screen is for setting the Ethernet module as a network module.
It is also the main screen when setting the "Operational settings" and "Initial
settings" to use for the Ethernet module.
The settings found on this screen must always be set in order to use the Ethernet

module.

Network parameters Setting the number of Ethernet/CC IE/MELSECNET cards. - EI|5|

todule 1 Module 2 odule 3
MNetwork type: Ethernet [Main base] = [Mone » |MNone -|MN
Starting /0 Mo,
Metwork No
Total stations
Group No. 0]
Station Mo,
Mode Online - =

Operational settings

Initial settings

Open settings

Router relay parameter
Station Mo.<->IP information
FTP Farameters
E-mail settings

Intenupt sellings
Redundant settings

Mecessary settingl Mo sefting  / Aleadyset | Setiftisneeded] Mo sefing / Already set ]
. Walid module l__l
Sl during other station access 1 =

Irterink fansmizsion parametersl  Please input the starting 170 No. of the madule in HEX[1E bit] farm

Acknowledge X1 assignment | Routing parameters Agzignment image Group Selllngsl Check I End | Cancel |

| | |

(2) "Operational settings" (Details are explained in Section 4.7.)
This screen is for setting common items for when other modules use the Ethernet

module.
The settings on this screen must always be set, since they are required for the

Ethernet initial processing.

(3) "Initial settings" (Details are explained in Section 5.2 and Chapter 2
of the User's Manual (Application).)
This screen is for setting common timer values for TCP/IP communication to be
used in the Ethernet module as well as for setting the DNS server in order to use

the e-mail function.
It is not necessary to set the timer values when communicating using the default

timer values.
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(4)

(7)

(8)
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"Open settings" (Details are explained in Section 5.5.)

This screen is for connection open processing settings and settings related to
buffer memory usage when using fixed buffer communication to communicate
data with an external device.

"Router relay parameter (Routing information)" (Details are

explained in Section 5.3.)

The following settings for data communication with external devices are

performed on this screen:

» Communicating data with external devices connected to other Ethernet via a router

« Classifying each device connected to the Ethernet into groups and
communicating data with an external device in an arbitrary group using the
data link instructions

"Station No. <-> |P information (MELSECNET/Ethernet routing
information)" (Details are explained in Chapter 3 of the User’s
Manual (Application).)

This setting is for communicating with programmable controller CPUs on other
stations via the Ethernet or CC-Link IE controller network, MELSECNET/H,
MELSECNET/10.

"FTP Parameters" (Details are explained in Chapter 5 of the User’s
Manual (Application).)

This setting is for using the file transfer (FTP server) function.

By using the file transfer function, an external device can read/write data from/to
the files in the QCPU to which the Ethernet module is installed.

"E-mail settings" (Details are explained in Chapter 2 of the User’s
Manual (Application).)

These settings are for using the e-mail transmission/reception and automatic
news (notification) functions.

"Send mail address setting" (Details are explained in Chapter 2 of
the User's Manual)

This screen is for setting sending destination mail addresses when using the e-
mail sending/receiving function.

(10) "News settings" (Details are explained in Chapter 2 of the User’s

Manual (Application).)
On this screen, the settings for news (notifying) the programmable controller CPU
monitoring results using the e-mail function are performed.
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(11) "Interrupt settings" and "Interrupt pointer setting" (Details are

explained in Section 7.3.)

On this screen, the settings for reading the receive data using the following

functions by means of the programmable controller CPU interrupt program are

performed.

» Reading the reception data in fixed buffer communication using a dedicated
instruction (BUFRCVS).

» Reading data transmitted from another station’s programmable controller CPU
using a data link instruction (RECVS).

(12) "Redundant setting", "group setting" (Detailed explanation: Section
5.11, QCPU User's Manual)
Perform settings for using the Ethernet module in the main base unit of the
redundant system.

(13) "Routing parameters" (Details are explained in Chapter 3 of the
User's Manual (Application).)
This screen is for setting which stations are passed through when communicating
with programmable controller CPUs of other stations via the Ethernet or CC-Link
IE controller network, MELSECNET/H, MELSECNET/10.

(14) "Multiple CPU settings" (Details are explained in QCPU User's
Manual.)
This screen is for setting the control CPU for the Ethernet module when it is used
in a multiple CPU system.

(15) "Remote Password" (Details are explained in Section 5.9.5.)
This screen is for setting connections subject to the remote password check
performed by the Ethernet module when the QCPU remote password function is
used.

REMARKS

It is not necessary to set the "Intelligent function module switch settings" with GX
Developer’s 1/O assignment.

Each type of setting corresponding to the switch settings is performed in the above
mentioned "Operational settings," "Initial settings," and "Open settings."
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4.6 Network Parameters Setting the Number of Ethernet/CC IE/MELSECNET Cards

This section explains one of the network parameters, setting the number of
Ethernet/CC IE/MELSECNET cards.
Start the "Network parameters Setting the number of Ethernet/CC IE/MELSECNET
cards" screen by selecting [GX Developer] - [Network parameter]. For details on how
to display the screen, refer to the GX Developer Operating Manual.

<

Network parameters Setting the number of Ethernet/CC IE/MELSECNET cards. ;Iglll
todule 1 I odule 2 todule 3
Metwork ype Ethernet [Main base| w [Mane - [Mone - M
Starting 1/0 Ma. 0020,
Metwork No 1
Total stations
Group Ma. 1
Station Mo, 1
Mode 0n lirne: - - -
Operational zettings
Initial settings
Open setlings
Fouter relay parameter
Station Mo.<-2IF information
FTF Parameters
E-mail settings
Intermipt setings
Redundant settings
|
Mecessary setting] Mosefting /¢ Aleadyset ] Setifitis needed] Moseling ¢ Aleady set ]
il W \gj:::gm;fgf stabion access 1 j'
|rterlink transmission parametersl Please input the starting [/0 Ma. of the module in HEX[16 bit) form
Acknowledge X1 azsighment I Routing parameters Azsignment image | Group Sellingsl Check | End | Cancel
Bl

Item name

Description of setting

Setting range/selection

Valid unit during other station access

Select the module by which the access is made when the access request does not
specify the network number.

1t08

Network type

Select the mounting module.

Ethernet
Ethernet (Main base) *1
Ethernet (Extension base) *1

Starting 1/0 No. Set the head address of the module. 0000 to OFEOQH
Network No. Set the network number of the module. 1to 239
Group No. Set the group number of the module. 11032
Station No. Select the station number of the module. 1to 64
* Online
Mode Select the operation mode of the module.  Offline .
* Self refrain test
+ H/W test
Operational settings Set the common items for modules.
Initial settings Set the common timer values for modules.
Open settings Settings for connection open processing.
Router relay parameter Settings for using the router relay function.
Station No. <-> IP information Settings for using the CC-Link IE controller network, MELSECNET/H,
MELSECNET/10 relay communication function.
FTP Parameters Settings for using the file transfer (FTP) function.
E-mail settings Settings for transmitting/receiving e-mails. _
Interrupt settings Settings for executing an interrupt program.
Redundant setting Settings for using the Ethernet module in the main base unit of the redundant system.
Settings for disabling system switching if an error occurs in one communication path
. when the redundant communication paths are used for the external device and
Group settings .
Ethernet module in the redundant system.
(Refer to the QnPRHCPU User's Manual (Redundant System).)
Routing parameters Settings for using the CC-Link IFT co'ntroller n.etwork, MELSECNET/H,
MELSECNET/10 relay communication function.
*1 Selectable only when Redundant CPUs is used.
4-17 4-17




4 SETTINGS AND PROCEDURES PRIOR TO OPERATION
MELSEC-Q

(1) Valid module during other station access

(a) This item designates the network module to which the request is directed,
when the local station issues a data communication request and it cannot
specify the network number of the access destination programmable
controller station. This should be one of the following:

+ A network module for the CC-Link IE controller network, MELSECNET/H,
MELSECNET/10
* An Ethernet module

(2) Network type

(a) When used with Basic model QCPU, High Performance model QCPU,
Process CPU, Universal model QCPU, or safety CPU
Select "Ethernet".
The following items must be set.
« Starting 1/0 No.
* Network No.
» Group No.
« Station No.
* Mode
» Operational settings
« Initial settings (Settings not required when using the default values)

(b) When used with Redundant CPUs
Select "Ethernet (Main base)" when mounting the Ethernet module on the
main base unit of the redundant system.
Select "Ethernet (Extension base)" when mounting the Ethernet module on
the extension base unit of the redundant system.
The following items must be set.
« Starting /0 No.
* Network No.
» Group No.
« Station No.
* Mode
» Operational settings
* Initial settings (Settings not required when using the default values)
* Redundant setting (Only when "Ethernet (Main base)" is selected)

(3) Starting I/0O No.

(a) Set the head I/O number of the Ethernet module in units of 16 points
(hexadecimal).

(b) An example of the setting is shown below.

(Example)

1) CPU type : Q25 (H) CPU

2) Existing mounted module : Serial communication module QJ71C24

3) /O usage status : X/Y000 to X/YO1F (used by QJ71C24)
X/Y020 to X/YO3F (used by the Ethernet
module)

The head I/O number is "0020" in the above environment.
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(4) Network No.

(a) Set the network number of the target Ethernet module (setting range from 1
to 239) for the CC-Link IE controller network, MELSECNET/H,
MELSECNET/10.

(b) Do not set the network number to a value already assigned to existing
systems and other Ethernet and CC-Link IE controller network,
MELSECNET/H, MELSECNET/10 network systems.

(5) Group No.

(a) Set the group number of the target Ethernet module (setting range from 1 to
32) for the MELSECNET/G, MELSECNET/H, MELSECNET/10.

(b) By designating a group number, data can be communicated with multiple
QCPU stations using the same group number.
(6) Station No.

(a) Set the station number of the target Ethernet module (setting range from 1
to 64) for the CC-Link IE controller network, MELSECNET/H,
MELSECNET/10.

(b) Do not set the number to a value already assigned to existing systems and
other Ethernet modules.

(7) Mode (address: CAH)

(a) Select the operating mode of the Ethernet module.

Name of setting Description of setting
Online Communicate with the external device in normal operation mode.
Offline Disconnecting the local station from the network.
Self refrain test Execute a self refrain test for self-diagnostics. (* 1)
H/W test Execute tests of RAM and ROM. (* ')

* 1 See Section 4.8, "Self-Diagnostic Tests."

(b) When the operation mode is changed, reset the programmable controller
CPU.

(8) Operational settings through Routing parameters

Set the parameters from operational settings through routing settings according
to the explanations in Section 4.5.

POINT

(1) Both the "Setting the number of Ethernet/CC IE/MELSECNET cards" and
"Operational setting" parameters must always be specified. If the settings are
changed, the QCPU (CPU No.1 when used in a multiple CPU system) must
be reset.

(2) Write the network parameters in the control CPU of the Ethernet module when
the module is used in a multiple CPU system.
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4.7 Operational Settings

This section explains how to set the operations parameters.
Start the "Ethernet operations" screen by selecting [Setting the number of Ethernet/CC
IE/MELSECNET cards] - [Operational settings].

Ethernet operations
Communication data code | ritial timirg
" : 7o Do not wait for OPEM [ Communications
. : imposzible at STOP time |
" ASCI code ~ Abwaps wait for OPEN [ Commurication
pozzible at STOP time |
IF addrezs Send frame zetting
Input format DEC. hd ¥ Ethemet[y2.0]
P addiess | 192 0 I e
[ Enable “rite at RUMN time TLCF Existence confirmation setting

&+ |ze the Keepdlive

" Use the Ping
End Cancel
Item name Setting description of item Setting range/selection
Communication data code Select the communication data code.  Binary code
» ASCII code
e ) ) + Do not wait for OPEN
Initial Timing Perform the setting for opening. . Always wait for OPEN
+ Decimal
P Address Input format Select the IP address input format. . H:il:;aecimal
IP address Set the IP address of the local station. —
. « Ethernet (V2.0)
Send fi tt Select the fi f t t d
end frame setting elect the frame format to sen . IEEE 802.3
Enable Write at RUN time Set to allow writing to the programmable controller CPU during [+ Check mark (enable)
(for the MC protocol) RUN. » No check mark (disable)
* Use the KeepAli
TCP Existence confirmation setting Select the existence check method for TCP communication Uz: th: P;Zp ve

(1) Communication data code (address: CBH ... b1)

(a) Select the format of the communication data when communicating with an
external device.

Name of setting Description of setting
Binary code Communicate using binary data.
ASCII code Communicate using ASCII data.

(b) For more details on the data communication codes, see Section 3.2, "Data
Codes for Communication."
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(2) Initial Timing (address: CBH ... b8)

(a) Select the timing to open for connections for which TCP-Passive open or
UDP open are selected with the "Open settings" parameter (3 1).

*1 For more details on the open settings, see Section 5.5 "Open Settings".

Name of setting Description of setting
Do not wait for OPEN + Execute open/close processing using a sequence program.
(Communication impossible at » Communication cannot be performed while the programmable controller CPU is in the
STOP time) STOP status.
+ Passive open and UDP open connections always wait for open according to the

Always wait for OPEN parameter settings (a sequence program for open/close processing is not required)
(Communication possible at (*2).
STOP time) + Communication can be performed while the programmable controller CPU is in the

STOP status.

* 2 If the sequence program of the local station's programmable controller CPU executes the close

processing, the station is not placed in the OPEN request wait status after the connection is shut off.

(b) In the following cases, a dedicated instruction is required to execute an
open/close processing.
* When "Do not wait for OPEN" is selected in the initial timing settings.
« If the "Open settings" are not performed for a connection.
 If "TCP-Active" is selected in the "Open settings" for a connection.
For detail on the open/close processing, see Section 5.6 "Open
Processing/Close Processing of the Connection".

(3) IP Address settings — Input format

(a) Select the IP address input format (decimal or hexadecimal)

(4) IP Address settings — IP address (address: OH to 1H)

(a) Setthe IP address of the local station according to the specified input format
(decimal or hexadecimal).
It should be set so that the local station Ethernet module and the
communicating external device have the same class and sub-net address
(two words).

[IP address]

| | | | |
________________________________ ; Values bits 7 to 0

to

Values bits 31 to 24

(b) Iltis necessary to use the router relay function in order to communicate with
an external device on another Ethernet (different sub-net address).
For more details, see Section 5.3, "Router Relay Parameter”.

(c) Setthe IP address after consulting a network administrator (the person who
plans the network and manages IP addresses).
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(5) Send frame setting
(a) Select the frame of the Ethernet header for the data link layer to be sent by
the Ethernet module.

Setting item Description of setting
Ethernet (V2.0) Transmits using an Ethernet frame.
IEEE802.3 Transmits using an IEEE802.3 frame.

(b) When receiving data from the external device, reception should occur
regardless of whether the Ethernet frame or IEEE802.3 frame is used

REMARKS

(1) Transmission using Ethernet frames is generally recommended.
(2) When communication with the external device fails, check whether or not
communication is possible using a PING command.

(6) Enable Write at RUN time (address: CBH ... b6)

(a) Select enable/disable external devices to write data while communicating
through the MC protocol while the programmable controller CPU is running.

Name of setting Description of setting

Check mark

Allows an external device to write while the programmable controller CPU is running.
(Enable write at RUN time) prog 9

No check mark

(Disable write at RUN time) Prohibits an external device to write while the programmable controller CPU is running.

(7) TCP Existence confirmation setting
Select the existence check method for TCP communication. *1
For the existence check function, refer to Section 5.2.2.

Name of setting Description of setting
Use the KeepAlive Checks connection status with KeepAlive.
Use the Ping Checks connection status with Ping.

*1 Do not use GX Developer incompatible with this setting together with compatible GX Developer. (Doing
so may change the setting to "Use the Ping".)

This setting is ignored when the Ethernet module does not support the KeepAlive check function. (Ping is

used for the existence check.)
Refer to Section 2.7 for applicable versions of the Ethernet module and GX Developer.

POINT

(1) The "Setting the number of Ethernet/CC IE/MELSECNET cards" and
"Operational settings" parameters must always be set.
If the settings are changed, the programmable controller CPU must be reset.

(2) If the re-initial processing of the Ethernet module is required due to the
occurrence of an error, perform re-initial processing using sequence programs
(see Section 5.2.3).

(3) When using the programs for conventional models, be sure to delete or disable
the program for initial processing that uses 1/O signals.




4 SETTINGS AND PROCEDURES PRIOR TO OPERATION

MELSEC-Q

4.8 Self-Diagnostic Tests

This section explains the self-diagnostic tests for checking the hardware and
transmission and reception function of the Ethernet module.

The self-diagnostic test is performed on the "Network parameters setting the number of
Ethernet/CC IE/MELSECNET cards" screen of GX Developer.

4 8.1 Self refrain test

The following explains the self refrain test that is used to check the hardware including
the Ethernet module’s transmission and reception circuit.

The self refrain test transmits a test message addressed to the Ethernet module’s local
station to a line and checks whether or not the same message can be received via the
network.

The following explains the procedure for performing the self refrain test. The test takes
approximately five seconds to complete.

The test result can be determined from the LED displays on the front of the Ethernet
module.

Status of LED
[RUN] [OPEN] [ERR.]
1 Connect the Ethernet module to the line. ( * 1) (See Section 4.4.) — — —
2 Stop QCPU. — — —
Select [Setting the Number of Ethernet/CC IE/MELSECNET Cards] — [Mode] to
3 choose [self refrain test] and save the parameter values in the programmable — — —
controller CPU. (See Section 4.6.)
4 Reset QCPU. (Test starts)

Step Description of operation

Normal

oo o
Ool|0|®
®(O|O

5 Check status of each LED after 5 seconds.
Error

Select [Setting the Number of Ethernet/CC IE/MELSECNET Cards] — [Mode],
6 change the mode to "Online" or another test mode, and save the parameter — — —
values in the programmable controller CPU. (See Section 4.6.)
7 Reset QCPU. — — —

@: Lit O: Off
*1 For QJ71E71-100, when the line is not connected, the self refrain test is not performed and end normally.
The following are probable causes of errors.
» Ethernet module hardware error
» Ethernet line error
» External power supply 12 V DC error (only 10BASES5)
An error code is stored in the error log area (address: E5H) in the buffer memory of the
Ethernet module; the error content can then be checked from GX Developer. (See
Sections 11.2 and 11.3.)

POINT

There will be no hardware interference even if the self refrain test is conducted
while an external device is online. If the packets are congested over the line, packet
collisions may occur and the test may not finish with the error end or within the
expected 5-second time frame.

In this case, perform the test again after terminating the data communication

between other devices.
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This section explains the RAM and ROM tests for the Ethernet module. The procedure
for the hardware test is as shown in the table below.
The test results are judged from the LED displays on the front of the Ethernet module.

Step

Description of operation

Status of LED

[RUN]

[OPEN]

[ERR]

1

Stop QCPU.

2

Select [Setting the Number Ethernet/CC IE/MELSECNET Cards] — [Mode] to
choose [H/W test] and save the parameter values in the programmable
controller CPU. (See Section 4.6.)

Reset QCPU. (Test starts.)

Normal

Check status of each LED after 5 seconds.

Error

elfell J

®|0|O

Select [Setting the Number of Ethernet/CC IE/MELSECNET Cards] — [Mode],

change the mode to "Online" or another test mode, and save the parameter
values in the programmable controller CPU. (See Section 4.6.)

Reset QCPU.

The following are probable causes of errors.
» Ethernet module RAM/ROM error

An error code is stored in the error log area (address: E5H) in the buffer memory of the
Ethernet module; the error content can then be checked from GX Developer. (See
Sections 11.2 and 11.3.)

@®: Lit

O: Off

POINT

If the result of the hardware test shows an error, conduct the test again.
If this test result also shows an error, the hardware of the Ethernet module may be
faulty.
Please consult the nearest branch office or dealer with details of the errors.
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4.9 Maintenance and Inspection

This section explains the maintenance and inspection as well as the mounting and
dismounting of the Ethernet module.

4.9.1 Maintenance and inspection

The Ethernet module does not need to be inspected for anything particular other than
checking whether or not the connections of terminators and cables are loose. Maintain
and inspect the system according to the same inspection items as described in the
user's manual for the programmable controller CPU in order to use it in optimal
operating conditions.

@DANGER ¢ Do not touch the terminals and connectors while the power is on.

Doing so may cause in electric shocks and malfunctions.

¢ Do not touch the connector inside the cover at the upper section of the module.
Doing so may cause damages and malfunctions of the module.

¢ Before cleaning up and retightening terminal screws and module fixing screws, be
sure to shut off all phases of external power supply used by the system.
Not doing so may cause failure or malfunction of the module.
If the screws are loose, it may cause the module to fallout, short circuits, or
malfunction.
If the screws are tightened too much, it may cause damages to the screws and/or
the module, resulting in the module falling out, short circuits or malfunction.

ACAU-“ON ¢ Be careful not to let any foreign matter such as wire chips get inside the module.
They may cause fire, as well as breakdowns and malfunctions of the module.
¢ Never disassemble or modify the module.
This may cause breakdowns, malfunctions, injuries or fire.
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4.9.2 Mounting and dismounting the module

Before mounting or dismounting the Ethernet module, make sure to read Section 4.1,
"Handling Precautions" thoroughly, secure the safety, and handle the module properly
according to the instructions.

The following explains the procedures when mounting/dismounting the Ethernet
module.

<Operation procedure when replacing the Ethernet module>
(Step 1) Turn off the power supply to the Ethernet module installed station.
(Step 2) Remove the network cable and Ethernet module.
(Step 3) Install and start up the new Ethernet module according to Section 4.2,
"Settings and Procedures Prior to Starting the Operation.”
(Step 4) Reset the external device. (*:1)

<Operation procedure when replacing the QCPU>
(Step 1) Read the parameters for the Ethernet module from the programmable
controller CPU and save them using GX Developer. (*2)
(Step 2) Replace the QCPU. (See the applicable QCPU User’s Manual.)
(Step 3) Load the parameters for the Ethernet module that have been saved in
GX Developer to the new QCPU.
(Step 4) Reset the external device.

*1 When the Ethernet module is replaced, reset the external device as well. (If the
external device retains the Ethernet address, it may be impossible to continue the
communication because a module is replaced and the Ethernet address
changes.)

In the same may, when the external device (personal computer, etc.)is replaced,
restart the Ethernet module.

*2 It is recommended to record and save parameters not only when the CPU is

replaced but also when parameters for the Ethernet module are created or
modified.
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5 COMMUNICATION PROCEDURE

This chapter explains an overview of the communication procedure using the Ethernet
module, as well as the required initial processing of the Ethernet prior to starting data
communication and the open processing for communication with an external device.
The sequence program for setting the parameters required to perform communication
can be greatly simplified by setting the parameters of the Ethernet module supported
by GX Developer.

The following explains the communication procedure using GX Developer.

REMARKS

When utilizing a sequence program for a conventional module, see Appendix,
"Using Programs Designed for Conventional Modules".

5.1 Overview of the Communication Procedure

Open processing See Section 5.6.

(Conection for User

This section explains an overview of the procedure for performing data communication
with external devices via the Ethernet module.

To start data communication, establish connections with external devices via the initial
or open processing.

To end the data communication, perform close and end processing to shut off the
connection and, as a result, all communication processing is terminated.

The following diagram illustrates the communication procedure:

See Section 4.6, "Network Parameters Setting
Set parameters for the the Number of Ethernet/CC IE/MELSECNET Cards."
Ethernet module using GX Developer | - See Section 4.7, "Operational Settings."
l See Section 5.2, "Initial Processing.
See Section 5.3, "Router Relay Parameter."
See Section 5.5, "Open Settings."

Start up the programmable
controller CPU

I Initial processing j ... Automatically processed.

(Connection for system)

No.1 to 16) l l l l l l
i i l i i- h CC-Link |E Communi- Communi- Communi-

Communi- Communi- Communi- Commum E-mail ; r . 0 " 0 :
cation using| | cation using| [cation using cation sending/ e atwerke| | cation using | | File transfer | | cation using | | cation using

the MC fixed ':30105’: using the receiving MELSECNET/0 | | datalink (FTP) . Web 5 GIX

protocol buffers Duffors NC protocol relay com]nunlcatlon instructions | un(itlon eve| oper

A
Close processing See Section 5.6.
5-1 5-1
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REMARKS

Each of the following three types of communication can be performed with an
external device opened by the user.
» Communication using the MC protocol
» Sending/receiving in fixed buffer communication (procedure exists)
« Communication using random access buffers
When receiving communication request data from an external device

Programmable controller CPU Ethernet module

(Subheader code)

Receive completion signal on = i nation |
! P 9 Store data iFixed buffer communication ;
< received [ (Procedure exists)

Execute dedicated instruction - 'L (communication)

BUFRCV - TrTTTmmmmmmmmmmmes

* For receiving when the
«—

Dedicated instruction - BUFRCV communication is open

execution completion EOx
TS N >
N Request from an external
\ device (receive)
Random access buffers Immmmmmmmmmmmm-mmn ' Coni “ Header | S
Random access buffer ', 81#/62+ ontlrm t?et Y I g 3
[ L e &
! communication (read/write) 1 \request contents f B 1 g &
T e | withthe c o < ! 5
' v subheader. g.%,0 s ke
' \ ’ T ! 1 @D [
' AN L v ! < 5
~__- ] 1 L
Y AR o E1/E24]
00+ to 3Cx, 501
Response to the request (send)
T
CoTTTTTTmmmTEETN £ [ Header
o 1 Communication using the : o : 3 T T
h ! MC protocol (read/write) 1 5 [ ol
. K VS s g E
X kel 8 o, &,
Device memory, etc. 3 '3 = ' £
2 ' ' o w
1 ! 1

! 80+ to BCH, DOx
>
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5.2 Initial Processing

This section explains the initial processing of the Ethernet module.

5.2.1 Initial processing

The initial processing is for enabling data communication with an external device by
setting the minimum parameters required for data communication by the Ethernet
module.

Set the following parameters using GX Developer, save them in the programmable
controller CPU, and reset the programmable controller CPU; the initial processing of
the Ethernet module is then performed. (Sequence programs for initial processing are
not required.)

(1) Parameters required for initial processing (set using GX Developer)

» "Network parameter Setting the number of : (See Section 4.6.)
Ethernet/CC IE/MELSECNET cards"

» "Operational settings" : (See Section 4.7.)

* "Initial settings" : (See Section 5.2.2.)

(2) Confirmation of initial processing result

Ethernet module

Initial processing 1/0 signal
INIT.LED
Initial normal completion signal X19 Initial abnormal completion signal X1A
At normal completion @®:0n ON OFF
At abnormal completion O: Off OFF ON

If the initial processing does not complete normally, correct the above parameter
setting value and write to the programmable controller CPU. Then reset the
programmable controller CPU.
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5.2.2 Initial settings

This section explains the initial settings using GX Developer.
Select [Setting the number of Ethernet/CC IE/MELSECNET cards] — [Initial settings] to
start the [Ethernet initial settings] screen.

[ Metwork parameter Ethernet initial setting. Module No.1

Timer zetting

Module will operate on default values if setting left blank

S etting value | Default value | 1h module

TCP LILP timer | G0 |»500ms

TCP zero window timer 20 |x500ms

TCP resend timer 20 |#500ms

TCF end timer 40 |#500ms

|P azzembly timer 10 [<500ms

Fesponze monitoring timer B0 [*500ms

Destination existence conformation starting interval 1200 |»500ms

D estination existence conformation interval imer 20 |x500ms
Destination existence conformation resend timer 3 [Times

[DMS zetting
Input format | DEC. hd

IP address of DMS zerver 1
IP address of DNS server 2
IP address of DNS server 3
IP address of DNS server 4

End Cancel
Item name Description of setting Setting range/options

TCP ULP timer Set the time of packet existence at TCP data transmission. 2 to 32767

TCP zero window timer Set the interval for checking the reception enabled status. 2 to 32767

TCP resend timer Set the time to resend at TCP data transmission. 2 to 32767

TCP end timer Set the confirmation wait time at TCP close processing. 2to 32767

IP assembly timer Set the wait time for division data packets. 1to 32766
Timer setting Response monitoring timer Set the response wait time. 2 to 32767

Destination existence confirmation starting Set the time to start confirming existence of an external device 110 32767

interval after communication with it has terminated.

Destination existence confirmation interval timer |Set the time interval between reconfirming existence. 1to 32767

Destination existence confirmation resend timer Set the n'umber of tirr"les tc.) re(l:onﬁrm exilstence when a response 1to 32767

to the existence confirmation is not received.

Input format Select IP address input format of DNS server. Decimal/hexadecimal
DN setting IP address of DNS server 1 Set IP address of DNS server 1. —
(% 1) IP address of DNS server 2 Set IP address of DNS server 2. —

IP address of DNS server 3 Set IP address of DNS server 3. —

IP address of DNS server 4 Set IP address of DNS server 4. —

% 1: For details, see Chapter 2 of the User's Manual (Application).
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(1) Timer setting — TCP ULP timer (address: BH)

(2)

(a) This item sets the time of packet existence during TCP data sending.
This timer is passed through the parameter when TCP opens or data is
sent.

(b) Designate the setting value in a range from 2 to 32767.
(When the default value is used, setting is not required.)

(c) Timer setting = setting value x 500 ms

Timer setting - TCP zero window timer (address: CH)
(a) The window indicates the reception buffer on the receiving side.

(b) When there is no more space in the receiving buffer (window size = 0) on
the receiving side, data communication has to wait until enough space is
made.

When this occurs, the sending side sends a sending window confirmation
packet to the receiving side after the TCP zero window timer value has
been reached, and confirms the reception enabled status.

(c) Designate the setting value in a range from 2 to 32767.
(When the default value is used, setting is not required.)

(d) Timer setting = setting value x 500 ms

Timer setting — TCP resend timer (address: DH)

(a) Setthe resend time if ACK is not returned at TCP opening or data
transmission. This timer is also used for the existence time of the ARP
function.

(ARP is resent in TCP resend timer value/2 if a response is not returned in
reply to the sent ARP request.)

It also serves as the minimum setting time for the data link instruction
arrival monitoring time.

(b) Designate the setting value in a range from 2 to 32767.

(When the default value is used, setting is not required.)

(c) Timer setting = setting value x 500 ms

(4) Timer setting — TCP end timer (address: EH)

(@) When the TCP connection is closed from the local station, this timer sets the
monitoring time for how long the local station waits for a FIN request from
an external device after it sends an FIN request and the external device
returns an ACK.

(b) If the FIN request cannot be received from the external device before the
time designated by the TCP end timer setting, a RST should be sent to the
external device to forcefully close the connection.

(c) Designate the setting value in a range from 2 to 32767.
(When the default value is used, setting is not required.)

(d) Timer setting = setting value x 500 ms
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(5) Timer setting - IP assembly timer (address: FH)

(6)

(7)

(@) Communication data may be divided on the IP level due to the restriction on
the buffer on the sending or receiving station.

(b) Designate the setting value in a range from 1 to 32766.
(When the default value is used, setting is not required.)

(c) Timer setting = setting value x 500 ms

Timer setting - Response monitoring timer (address: 10H)
(a) This timer setting sets the following times.
1) The time to wait for a response after sending a command.

2) The time to wait for the last message after receiving the first message
when the message is divided.

(b) Designate the setting value in a range from 2 to 32767.
(When the default value is used, setting is not required.)

(c) Timer setting = setting value x 500 ms

Timer setting - Destination existence confirmation starting interval
(address: 11H)

(a) This timer sets the time interval before starting to confirm the existence of
an external side when an open connection for which existence confirmation
is set to confirm stops dead.

(b) Designate the setting value in a range from 1 to 32767.
(When the default value is used, setting is not required.)

(c) Timer setting = setting value x 500 ms

Timer setting - Destination existence confirmation interval timer
(address: 12H)

(a) This timer sets the time interval before reconfirming the existence of an
external device on an open connection for which existence confirmation is
set to confirm that does not respond.

(b) Designate the setting value in a range from 1 to 32767.
(When the default value is used, setting is not required.)

(c) Timer setting = setting value x 500 ms

(9) Timer setting - Destination existence confirmation resend timer

(address: 13H)

(a) This timer sets the number of times to reconfirm existence when there is no
response from an external device on an open connection for which
existence confirmation is set to confirm.

(b) Designate the setting value in a range from 1 to 32767.
(When the default value is used, setting is not required.)



5 COMMUNICATION PROCEDURE
MELSEC-Q

(10) DNS setting - Input format (1)

(11) DNS setting - IP address of DNS server n (1)
*1 The DNS setting is set when the e-mail sending/receiving function is used.
Refer to Chapter 2, "E-mail Function" of the User's Manual (Application).

REMARKS

(1) Designate the setting value of each timer on the Ethernet module side in such a
way that the following relations are met.

Response TCP
. monitoring timer | > ICP UL:D > | TCPend > | resend > ip asserlnbly
value imer value timer value timer value imer value

TCp d - TCP zero window
M resen timer value

timer value

Furthermore, when connecting a line using our products, you should make sure
that both nodes have the same settings.

(2) Designate the setting value of each timer on the external device side in such a
way that the following relations are met.
Communication errors such as transmission timeouts may occur more
frequently if the timer values are not set so that they satisfy the following
relationships.

TCP resend timer > TCP resend timer
° value on the external device side value on the Ethernet module side

. Monitoring timer value for the S TCP ULP timer value n *1
external device application software on the Ethernet module side o

% 1 n is the number of TCP segment transmissions and can be obtained via the following calculation:

- [ Size of the message transmitted by the Ethernet module J (fractions below

Maximum segment size decimal point are rounded up)

Example1: Number of TCP segment transmissions when communicating via the

same line

The maximum segment size is 1460 bytes via the same line (without

going through a router) and the number of TCP segment

transmissions is as follows:

n = 1, if the size of the message transmitted by the Ethernet module
is 1460 bytes or less.

n = 2, if the size of the message transmitted by the Ethernet module
is greater than 1460 bytes.

Example2: Number of TCP segment transmissions when communicating via

separate lines

The maximum segment size is at least 536 bytes on a separate line (via

dialup router, etc.) and the number of TCP segment transmissions is as

follows:

n = 1, if the size of the message transmitted by the Ethernet module is
536 bytes or less.

n = 2, if the size of the message transmitted by the Ethernet module is
greater than 536 bytes and no more than 1072 bytes.

n = 3, if the size of the message transmitted by the Ethernet module is
greater than 1072 bytes and no more than 1608 bytes.

5-7 5-7
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When communication errors occur due to noise or other factors, the settings
should be changed to increase the number of retries.

The number of retries is obtained by using the following equation:

(In case of the default values, 2 = (60/20) - 1)

Number | _ TCP ULP timer value _
of retries TCP resend timer value
Example: Assuming the values are set in such a way that the number of retries is

two, a data transmission error will occur at the timing shown in the figure
below if data transmission fails (when communicating using fixed buffer).

I~

Ethernet module

RS A Z5 N —— —

First retry Second retry

- ———

A L A

'
<

-1

¢
'
|
'
|
'
'
!

TCP ULP timeout value

'€
g

A: TCP resend timer value

(The time after which the data should be retransmitted when an "ACK" is not returned after sending data.)

(4)

®)

Perform the following setting in order to eliminate the retries explained in (3)
(i.e., to set the number of retries to 0).

o TCP ULP _ [TCPend _ | TCPresend
timer value timer value timer value
(Each timer value should be identical.)

The target existence check is a function whereby the Ethernet module checks
whether or not a remote device is functioning normally by sending an existence
check message and then waiting to see whether a response message is
received. It is used if a connection to a remote device is open but
communication with the remote device has not been performed for a certain
period of time.
(a) The existence check function has two methods of checking: PING and
KeepAlive.
The Ethernet module performs each of the existence checks based on the
setting values explained in (7) to (9) of this section and the existence
check setting of the open settings (refer to Section 5.5 (6)).
The existence check function (Ping or KeepAlive) can be selected at the
time of operation setting or re-initialization.
For the operation setting, refer to Section 4.7.
Refer to Section 5.2.3 for the explanation about the re-initial processing.
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1) Checking by KeepAlive

2)

(b)

This method is used for a connection opened via the TCP/IP protocol.

The Ethernet module performs an existence check by sending an

existence check ACK message to a remote device with which

communication has not been performed for a certain period of time

and waiting to see whether or not a response is received. (*1)

*1 The connection may be cut off if the remote device does not
support the TCP KeepAlive function (response to KeepAlive ACK
messages).

Checking by PING

This method is used for a connection opened via the TCP/IP or

UDP/IP protocol.

The Ethernet module performs an existence check by sending a PING

command (using the ICMP echo request/response function) to a

remote device with which communication has not been performed for

a certain period of time and waiting to see whether or not a response

is received. (*2)

*2 Note that the Ethernet module automatically returns an echo
response packet when it receives a PING echo request
command. (It sends a response to the received PING command
even if the connection used in the data communication with the
remote device is closed.)

The following actions are taken if a response message cannot be received
(an error is detected) from the remote device.

The corresponding connection will be forcibly closed (the line is
disconnected). (>!<3)

*3 Itis possible to reopen it with a user program.

The Ethernet module turns off the open completion signal (the
corresponding bit in address: 5000+) and stores the error code (C035H)
in places such as the open error code storage area.

Example: Assuming the values are set under the condition that the

number of retries is three, the Ethernet module performs
target existence check at the timing shown in the figure
below. (An example of existence check by PING)

Open completion signal
(address: 5000H)

Last
communication

Ethernet module E) |
PING PING PING
command command command

, Target . ! ‘.'

1 existence ! Target ' Target '

| check starting | existence | existence !

| interval timer | check interval | check interval |

i value | timer value i timer value |

—— PP
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5.2.3 Re-initial Processing

Re-initial processing is performed in order to place the Ethernet module into its startup
status without actually restarting the programmable controller (e.g., resetting the
programmable controller CPU).

Re-initial processing of the Ethernet module can be performed in a sequence program.
The purposes of and how to program the re-initial processing of the Ethernet module
are explained below.

(1) Purposes of performing re-initial processing

(@) To update address information of an external device maintained by the
Ethernet module
The Ethernet module maintains the IP address of the external device with
which it has been communicating and the corresponding Ethernet address
(MAC address). This is done in order to prevent other devices from
accessing the programmable controller illegally using the IP address of an
external device with which communication was performed normally. (1)
For this reason it is necessary to perform a re-initial processing in order to
clear the address information of the external device maintained by the
Ethernet module in case a module or board on the external device side has
been replaced due to failure.
*1 Ethernet address is unique to a device. No devices share the same

Ethernet address.

(b) To change the IP address of the Ethernet module of the local station
If the system is changed, it is possible to restart communication with
external devices by changing the IP address (for the Ethernet module of the
local station) in the operation settings (see Section 4.7) set by GX
Developer.

(c) To change the communication condition setting values
It is possible to restart communication with external devices by changing
the communication conditions in the operation settings (see Section 4.7)
set by GX Developer.

(2) Programming and timing for performing a re-initial processing
The programming and timing for performing a re-initial processing is shown
below:
<<Re-initial processing via the dedicated instruction UINI>>

Uo\
Instruction G20480.01

—| ——J A Store control data in D250 to D255 _ |— Store data in [D250]

to [D255] according

to the ch
L [ 7puNi_[Uo| D20 [Mas0 | o

M250 M251

—| I % I Processing upon normal completion l—
X19

|—| Data communication enabled l—

M251
}—' Processing upon abnormal completion l—

X19

—m I Data communication enabled I—
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Initial normal completion signal X19 1)

UINI instruction completion device + 1

Communication condition setting area
(address: 1FH, b15)

|

|

Open completion signal —2)| I
(address: 5000H) :

|

UINI instruction

UINI instruction completion device

MELSEC-Q

Close processing Re-initial processing
|

SN

R
[+

(\' y /

Module initialization |

1) Itis confirmed whether the initial processing has been completed normally.

2) All data communication currently being performed with external devices
is terminated, and close processing will be performed on all connections.

3) Dedicated instruction UINI is executed.
(Initial normal completion signal (X19): ON)
(Open completion signal (address: 5000+ (20480)): All OFF (OH))
The Ethernet module is initialized after the parameters (local station IP
address, operation settings) have been specified via the control data of
the dedicated instruction.

4) When the re-initial processing is completed, the re-initial specification
(address: 1FH, bit 15) becomes "0" and the initial processing
completion signal X19 turns on.

* If the re-initial processing is completed abnormally, the error code is
stored in the following area.
Initial error code storage area (address: 69+ (105))

(3) Precautions for combination with the MELSOFT products when the

setting is changed to "Enable TCP Maximum Segment Size Option
transmission" in re-initial processing

(@) MELSOFT series products supporting the TCP Maximum Segment
transmission function
For setting the "Enable TCP Maximum Segment Size Option transmission",
use the following MELSOFT products.

GX Developer : Version8.07H or later
MX Component : Version3.03D or later
MX Links : Version3.08J or later

(b) MELSOFT series products not listed above (a)
When using a MELSOFT product that is not listed above (a) to make
communication via Ethernet, set it to "Disable TCP Maximum Segment
Size Option transmission" or use UDP/IP type communication.
Otherwise, the sequence program may not function correctly (read/write is
incorrect).
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POINT

devices.)

Please keep the following points in mind when re-initializing the Ethernet module.
(Failure to do so may cause errors in the data communication with the external

(1) Be sure to end all current data communication with external devices and close
all connections before performing a re-initial processing.

(2) Do not mix a re-initial processing done by writing directly into buffer memory, for
instance by using a TO instruction, with a re-initial processing via UINI instruction.
Also, do not request another re-initial processing while a re-initial processing
is already being performed.

(3) Be sure to reset external devices if the IP address of the Ethernet module has
been changed. (If an external device maintains the Ethernet address of a
device with which it communicates, the communication may not be continued
after the IP address of the Ethernet module has been changed.)

REMARKS

It is possible to change the operational settings when performing re-initial processing
by a sequence program.
In the case of Ethernet module, parameters other than the operational settings, the

settings should be changed via GX Developer, after which the QCPU (CPU No. 1 in
the case of a multiple CPU system) should be reset.

Parameter setting item

Applicable buffer memory
address (hexadecimal)

Parameter changes

Reference section

PLC parameters

I/O assignment settings — Section 4.5
Interrupt pointer settings — Section 7.3
Network parameters
Setting the number of .
Ethernet/CC IE/MELSECNET x Section 4.6
cards
Operational settings 1Fn O Section 4.7, 5.2.3
Initial Timer setting Bh to 131 A (*1) Section 5.2
settings DNS settings _ « User's Manual (Application),
Chapter 2
Open settings 20+ to 5FH A (k1) Section 5.5
Router relay parameter 4n, 200+ to 224+ A (k1) Section 5.3
?tation No. <>IP 4, 229410 3A0m A (%) User's Manual (Application),
information Chapter 3
User's Manual (Application),
FTP parameters 4y, 380+ to 3BBH INTE)) (App )
Chapter 5
E-mail settings — X
Send mail address _ User's Manual (Application),
setting x Chapter 2
News setting —
Interrupt settings — Section 7.3
Redundant setting — Section 5.11.3
. User's Manual (Application),
Rout t —
outing parameters X Chapter 3
Remote password settings — X Section 5.9.5

O A1 Valid, X : Invalid

*1 The programmable controller CPU operates with the settings performed during the
re-initial processing in the applicable buffer memories. Do not change the settings in
the applicable buffer memories.

5-12
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(4) Sample Program
The following figure shows a sample program that performs a re-initial processing.
When I/O signals of the Ethernet module are X/Y0O0 to X/Y1F

MELSEC-Q

SM400 uo\
} { MoV 620480 K4M0 i
Always ON Connection 1
open completion
signal
M6500
I} {SET H2500 1
Re-initial Re-initial
instruction instruction
<Specify the change of operation settings >
M2500 WO M
} £ 4 { Moy K2 D252 1
ﬁz;izgit?énConnection 1
open
completion
signal Connection 2 ) )
open <Read the current operation setting status>
completion uo\
signal {Hov 6203 D255 i
<Set write enable during RUN >
{SET D255.6
{ZP. UINI U0 D250 250 T
UINI
instruction
completion|
device
{RsT 260 1
Initial
completion
status
M250 H251 T |
} £ ! Processing upon normal completion ~ ——
UINI UINI 1 |
instruction |instruction| ~ TTTTTTTTTTTTTTTTTTTTTTmmTTTmTTITTT
completion|abnormal
device completion|
device o !
X189 | |
— i Data communication enabled —
| |
Initial normal ]
completion signal
251 o |
— | ! Processing upon abnormal completion ——
UINI e
instruction
abnormal
completion
device
{RST M2500 i
Re-initial
instruction
X19 T |
I} | Data communication enabled —
1
Initial normal :,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,J
completion signal

POINT

This is an example program that can be used to perform re-initial processing when
communicating with connections 1 and 2. The corresponding numbers and bits for
each connection should be specified if other connections are used.
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REMARKS

Direct write to the following buffer memory addresses enables the re-initial
processing of the Ethernet module.

The procedure for performing the re-initial processing by directly writing to the buffer
memory is explained below:

(a) Change the value stored in the TCP Maximum Segment transmission area
(address: 1ER).
0000H: Enable TCP Maximum Segment Size Option transmission
8000H: Disable TCP Maximum Segment Size Option transmission

(b) Change the values stored in the communication condition setting area (address:

1FH).
Bits 0 to 14 : Specify the values set in the operation settings.
Bit 15 "
b15 b8 b6 b5 b4 b1
Buff
goross 17 9 | 0 [sfofafala] [v]o]

address 1FH

1) Communication data code setting (b1)
0: Communication in binary code
1: Communication in ASCII code
2) TCP Existence confirmation setting (b4)
0: Use the Ping
1: Use the KeepAlive
3) Send frame setting (b5)
0: Ethernet frame
1: IEEE802.3 frame
4) Setting of write enable/disable at RUN time (b6)
0: Disable
1: Enable
5) Initial timing setting (b8)
0: Do not wait for OPEN (communication impossible at STOP time)
1: Always wait for OPEN (communication possible at STOP time)
6) Re-initial specification (b15)
0: Re-initial processing complete (reset by the system)
1: Re-initial processing request (set by the user)

(c) Once the re-initial processing is complete, the re-initial specification
(address: 1FH, bit 15) is set to "0." The initial processing completion signal
X19 also turns ON.

* If the re-initial processing completed abnormally, an error code will be
stored in the following area:
Initial error code storage area (address: 69+(105))

(Sample Program)

The following figure shows a sample program that performs a re-initial
processing by writing directly to buffer memory.

Create a program that contains contacts (user flags, etc.) indicating the
conditions shown below within a sequence program.

» Open completion signal storage area (address: 5000+ (20480))
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SM400 uo\
f [MOV G20480 KAMO }
Always ON Connection 1
open completion
signal
M6500
M [SET M2500 }
Re-initial Re-initial
instruction instruction
<Set to Disable TCP segment trans. >
M2500 MG M1 uo\
— | £ 1A [MOVP H8000 630 }
Re-initial  Connection 1
instruction open
completion
signal X
Connection 2
open <Set to ASCII code communication >
completion uol
signal r
| SET G31.1 }
<Set to KeepAlive >
r uo\
{ SET G31.4 }
<Set to the Ethernet frame >
N uo\
{RST G31.5 }
<Set to "Enable write at RUN time" >
- uo\
{ SET G31.6 }
<Set to "Do not wait for OPEN" >
n uo\
{ RST G31.8 }
<Re-initial instruction request >
- Uo\
{ SET G31.F }
[RST M260 i
Initial
completion
status
Uo\G31. F uo\ .r7"7”"7”"W""”"W”"””W}
i} 1= G105 HO ] | Processing upon normal completion —
Initial error i |
code | TTTTTTTTTTTTTTmmmmmmmmmmm T m T
storage area
X19 :—_""_““—“"_"““"""“—"“}
f ; Data communication enabled —
1
Initial normal e
completion signal
uo\ o
-[<> G105 HO 1 1 Processing upon abnormal completion  }——
Initial error e |
code
storage area
[RST M2500 }
Re-initial
instruction
X19 .r7”7"”"7”"W""”"W”"””}
”N i Data communication enabled —
Initial normal ] |
completion signal ~~ TTTTTTTITIIETTITEI I
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POINT

This is an example program that can be used to perform re-initial processing when
communicating with connections 1 and 2. The corresponding numbers and bits for
each connection should be specified if other connections are used.
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5.3 Router Relay Parameter

This section explains the router relay parameter using GX Developer.
Select [Setting the number of Ethernet/CC IE/MELSECNET cards] — [Router relay
parameter] to start the [Setting the Ethernet router relay parameter] screen.

@ Metwork parameters Setting the Ethemet router relay parameter. Module No_: 1. |y m] 4
Router relay function
Sub-net mazk pattern | |
Default router IP address | |
Fiouter information Irpat farmat DEC. hl
Mo, Sub-ret address Router IP addrezs =
1 —
2
3
]
]
E
7
a -
Clear Check End Cancel
Item name Description of setting Setting range/options
« U
Router relay function Select whether the router relay function is not used or is used. se
» Not used
Sub-net mask pattern Set the sub-net mask. C0000000w to FFFFFFFCH
Default router IP address Set the IP address of the default router to be routed through. Other than 00000000+ and FFFFFFFFu
» Decimal
Input format Select the input format of setting items. ecima

* Hexadecimal

Set the sub-net address or network address of the external device when
Sub-net address communicating with an external device on another Ethernet via a router other Other than 00000000+ and FFFFFFFFu
than the default router.

Router IP add Set the IP address of a router used when communicating with an external device _
outer I~ adaress on another Ethernet via a router other than the default router.
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(1) Router relay function (Address: 4H ... b5, b4)

(a) Set whether the router relay function will be used or not.
The router relay function is not needed when the Ethernet module
communicates with the target device on the same Ethernet (the subnet
address of the IP address is the same).

(b) The router relay function allows communication with devices on other
Ethernets via routers and gateways.

(The router relay function does not mean a function with which the Ethernet
module acts as a router.)

(c) One default router and a maximum of any eight routers can be set for the
router relay function.

(2) Subnet mask pattern (Address: 200H, 201H)

(a) Set the subnet mask. *1 (Setting range: CO000000H to FFFFFFFCH)
Consult the network administrator for the setting.

(b) When not using the subnet mask, set any of the following table values
according to the class.

Class Mask value
Class A FF000000H
Class B FFFFO000H
Class C FFFFFFOOH

*1 Networks constructed by Ethernet include small-scaled network systems
where multiple devices are connected to one Ethernet, and medium- and
large-scaled network systems where multiple small-scaled networks are
connected by routers, etc.

The subnet mask logically divides one network, where many devices are
connected, into multiple sub-networks to facilitate administration.

(Example) Class B
Network address

P add 81n 051 2FH 01n
address MToToJoJoJolol1[oJoJolofo1Jo[1[olo1Jo[1[*]1[1]o]o]o o o]oo]1

FFu FFu FCu | 00+
Subnetmask T T T T [A (1[4 (1[4 [1[1[1[1[1][1]1[1[1]1]1][1]o]o]o]o]o[o]o]o]0]0
! < : :

Subnet address Host address

IP add 81n 051 2FH 01n
address MToJoJoJoJoJo]1]oJoJoJoJo]1]ol1|oJo]1 o] 1]1[1]1]o]o]o]o]o]o]o]1

POINT

(1) All devices on the same sub-network must have common subnet masks.
(2) When not administrated by the sub-network, the connected devices need not
have subnet masks. (Set the network address of the corresponding class.)
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(3) Default router IP address (Address: 202H, 203H)
Set the IP address of the router (default router) to be used when the Ethernet
module communicates with the target device on another Ethernet via other than
the router specified in the router information (refer to (4) below).
Set the value that satisfies the following conditions.
+ Condition 1: The IP address class is any of A, B and C.
+ Condition 2: The sub-net address of the default router is the same as that of
the local station Ethernet module.
» Condition 3: The host address bits are not all "0" or all "1".

POINT

If the corresponding sub-net address does not exist in the router information (refer
to (4) in this section) when the connection is opened or data communication is
made, communication is made via the default router.

(4) Router information: Subnet address (Address: 205H, 206H and

later)

(a) Set the network address (*<1) or subnet address (*¢2) of the target device
when the Ethernet module communicates with the target device on another
Ethernet via other than the default router.
Set the value that satisfies the following conditions.
+ Condition 1: The IP address class is any of A, B and C.
» Condition 2: The host address bits are all "0".

k1 If the class (network address) of the local station differs from that of
the external device, set the network address of the external device.

k2 If the class (network address) of the local station is the same as that of
the external device, set the sub-net address of the external device.

(b) Subnet address setting examples

Local station Ethernet module
Class B
IP address : 81052F01+(129.5.47.1)
Subnet mask: FFFFFCO0H (255.255.252.0)

R e L L Y B Ethernet4
7 H H M

Setting example 1 Setting example 2 Setting example 3
Target device 1) Target device 2) Target device 3)
Class B Class A Class B
IP address: 81044001+ IP address: 71044001+ IP address: 81052902+
(129.4.64.1) (113.4.64.1) (129.5.41.2)
5-19 5-19
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(Setting example 1) When the network addresses of the local station Ethernet module and target device differ

Network address

Local station Ethernet
module
IP address (Class B)

Target device 1)
IP address (Class B)

Subnet address set
value

811

05+

2FH

01n

1]o]o]ofo]o]o]1

olofJofofo]1]o]1

oflof1]o[1]1]1]1

olofJofofoJofo]1

811

04+

40H

01n

1]o]oJofo]o]o]1

olofJoJoo]1]o]o0

o[1]ofoo]ofo]o

oloJoJoJoJofo]1

Network address

G Set the network address of the target device 1)

811

04+

00H

00H

1]0JoJoJoJo]o]1

o[ofofo]Jo]1]o]o

olo]Jofoo]ofo]o

olo]Jofofo]ofo]o

(Setting example 2) When the classes of the local station Ethernet module and target device differ

Local station Ethernet
module
IP address (Class B)

Target device 2)
IP address (Class A)

Subnet address set
value

Network address

811

05w

2FH

011

1]ofofofo]o]o]1

oflofoJo]o]1]o]1

ofo[1]o]1]1]1]1

oflofoJo]o]ofo]1

71n

04

40H

011

o[1[1]1]o]ofo]1

oflofo[o]o]1]o]o

o[1]o]o]o]o]o]o

olofoJo]o]ofo]1

Network address

G Set the network address of the target device 2)

71n

00H

00H

00H

ol1[1]1]oJoJo]1

olofo[o]o]o]o]o

olo[o[o]o]o]o]o

olo[o[o]o]o]o]o

(Setting example 3) When the network addresses of the local station Ethernet module and target device are

Local station Ethernet
module
IP address (Class B)

Subnet mask

the same
Network address
81H 05+ 2Fn 01H
1]oJoJofofo]o]1]o]o]ofofo]1]o]1]o]o]1]o]1[1][1]1]o]o]o]o]o]o]o]1
FFu FFu FCx 00H
P [a a1 [1]1]1]1]1]o]o]o]o[o]o]o]o]0]0
81H 05+ 29+ 02+

Target device 3)
IP address (Class B)

Subnet address set
value

1{ofofofofo]o]1

oloJofoJo]1]o]1

oflof1]o]1]ofo]1

oloJoJoJofof1]o

@ Set the subnet address of the target device 3)

Subnet address

81n

051

281

00+

1JoJoJolo]ofo]1

olofofofof1]0]1

ofoJ1]o]1]o]o]o

oloJoJoJofofo]o
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(5) Router information: Router IP address (Address: 207H, 208H and
later)
Set the IP addresses of the routers to be used when the Ethernet module
communicates with the target devices on other Ethernets via other than the
default router.
Set the value that satisfies the following conditions.
» Condition 1: The IP address class is any of A, B and C.
» Condition 2: The sub-net address of the router is the same as that of the local

station Ethernet module.

» Condition 3: The host address bits are not all "0" or all "1".

POINT

(1) When the Ethernet module communicates with the external device via the
router in Passive open (TCP/IP) status, communication can be made without
use of the router relay function.

(2) The router relay function is not needed in a system that uses the Proxy router.
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5.4 Confirming the Completion of the Initial Processing

The initial processing of the Ethernet module completes by saving the following

parameters in the programmable controller CPU of the station to which the Ethernet

module is installed and by restarting the programmable controller CPU.

(When the processing is completed normally, the [INIT.] LED on the front of the

Ethernet module turns on.)

» "Network parameters Setting the number of Ethernet/CC IE/MELSECNET cards"
parameter

» "Operational settings" parameter

* "Initial settings" parameter

This section explains how to check the completion of the initial processing.

POINT

The status of the Ethernet module becomes communication enabled when the

initial processing is completed normally. See reference sections for each

communication function to perform communication.

When the initial processing has not been completed normally, do the following to

check the contents of the error, take corrective actions, then execute the initial

processing again.

+ Check the error code using the "Parameter status" of the Ethernet diagnostics.
(See Section 11.2.)

« Check the contents of the error corresponding to the error code, then take
corrective actions. (See Section 11.3.3.)

5.4.1 PING test using GX Developer (Via Ethernet board)

This section explains how to check the completion status of the initial processing for
the Ethernet module using the PING test function of the GX Developer Ethernet
diagnostics.

(1) PING test

(@) The PING test is used to check, through GX Developer, the existence of an
Ethernet module on the same Ethernet line that has completed the initial
processing (*1) or an external device (such as a personal computer) with
the designated IP address.

*1 The PING test can also be performed for the QnA/A Series Ethernet
modules. However, the PING test can be performed for the following
A Series Ethernet modules starting with software version S:
AJ7T1E71, AJT1E71-B2, AJT1E71-B5

(b) The following can be checked by performing the PING test for the Ethernet
module:
* Whether a line has been properly connected to the test target Ethernet
module
* Whether the parameters for the Ethernet module have been correctly set
» Whether the initial processing for the Ethernet module has been
completed normally
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(c) The PING test can be performed for an Ethernet module in the same
Ethernet as the local station (same sub-net address.)
(d) If the external device subject to the PING test is an Ethernet module, do not

designate the UDP port for GX Developer of the Ethernet module as a valid
port for the remote password check. If it is designated as a valid port for the
remote password check, the PING test cannot be performed.

(2) Executing the PING test
The example below explains the PING test methodology and GX Developer
settings when performing a PING test for the Ethernet module in the same
Ethernet from a peripheral device.
GX Developer
Station No.: 3
[10.97.85.223]
Network No. 1 Ethernet
O : 0
v
Station No.: 2 |QCPU| Ethernet QCPU| Ethernet| Station No.: 1
[10.97.85.222] 2) module 1) module [10.97.85.221]
(PING test target station)
(a) Setting the PING test target station
1) Set the following Ethernet module parameters for the PING test target
station through GX Developer.
Use default values for setting items other than those listed below.
Setting screen Setting item Sefting description
QCPU 1) QCPU 2)
Network type Ethernet Ethernet
Network parameters setting Starting /0 No. 0000 0000
the number of Ethernet/CC Network No. 1 1
IE/MELSECNET cards Group No. 1 1
Station No. 1 2
Operational setting IP address [10.97.85.221] [10.97.85.222]

2) Write the parameters to the applicable station.

3) The initial processing is completed when the programmable controller

CPU restarts.

(When the initial processing is completed normally, the [INIT.] LED of
the Ethernet module lights up.)
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(b) Designating GX Developer connection destination (connecting to QCPU [2])

Transfer Setup x|
mi« g -
CCIECont  FETM  CClink  Etheret FLC A TEC
NETAOH]  board board board board board et
Board 5|
Network No. [T Staton o, 7 Protoeal[TCP |
PLC side I/F ﬂ
ELC CCIECont  MNET(  CClik  Ethemet C24 [ Bus
modde  NETAOH) modue  modub  modue module
module B
Network No |1 Station Mo |2
Computer type |QJTTETT IP address / Host |10.97.85.222
Flouting parameter transfer methad  [Autamatis tansfer method

@ i}i Connection channel fist

Ho Dther network]  Other station[Co-existence network] PLC direct coupled setting

Time out [Sec] [30 Relry times |0 ‘ Connection test
Tiengek syster

Gl

lﬁ PLE type ,7
C24 CCIECont MET(I) CClink  Ethemet
NET/10(H: ,—
-  Multple CPU seting— D%

Metwork No. |1 Station No. |2 ‘ s ; s ;
System  image...

12 3 4 | e Connected (Q/46TEL.C24]..

T CCECow NETA)  COLk  Ethemet -_—
NET/10(H:
H) | TergetPLE oK |

Close

Acessing other station | Notspeciied |

(c) Executing the PING test through GX Developer

1) Select the PING test on the Ethernet diagnostics screen.
GX Developer — [Diagnostics] — [Ethernet diagnostics] —

PING test

2) Perform the settings indicated below, then click the Execute button.
The execution results of the PING test are displayed.
(Example) The following shows the flow of the PING test when "4" is
designated as the transmission count.
Time of the communication time check: 1's

Normal  Normal ' Abnormal Normal

Gx Developer response response response response
Ethernet line
Ethernet module

Normal response occurs when the PING test response is received
within the time of the communication time check.

Number of transmissions: 4 times
Success/transmissions = 3/4
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[PING test screen]

PING test

Input iterm

Addi ificati
I ISl IP addresz input form

% |P address 10|57 |85 |21 | @& DEC ¢ HEx
" |P address/Host name| J
Option specification

[T Display the host name. Drefault

Specify the data size. 32 hytes.

Specify the time of the communication time check. 1 seconds.
Specify the number of transmizzions.
ﬂ 4 times.

Evecute | |

|Specify the number of times.

Result
Finging 10.97.85.221 with 32 bytes of data:

Feply from 10.97.85.227: bytes=32 time=8ms TTL=250 J
Fieply from 10.97.85.221: bytes=32 time=4ms TTL=250

Reply from 10.97.85.221: bytes=32 time=5ms TTL=250

Reply from 10.97.85.221; bytes=32 time=5ms TTL=250

Packets tranzmitted = 4, Received = 4, Lost=10

Round-tip [ms] Min =4, Mak =8, Avg=5

[
Cloze

success/liansmissions = 4/ 4

PING test
Input iterm

Address specification

@ |P address
" |P address/Host name| J

Option specification

[T Display the host name.
Specify the data size.
Specify the time of the communication time check. 1 seconds.
Specify the number of transmiszions.

Result

Finging 10.97.85.221 with 32 bytes of data:

MELSEC-Q

IF addrezs input form
& DEC " HEX

o [ 5

Drefault

32 hytes.

Specify the number of times

j '_4 times.

Ewecite | |

Fequest timed out

Fiequest timed out J
Request timed aut

Request timed aut

Packets tranzmitted = 4, Received = 0, Lost = 4

Found-tip [ms) Min =0, Max =0, &wg=10

success/ransmissions =

[
Cloze

o/ 4

(Example of normal completion)

[Display contents]

(Example of abnormal completion)

Item name Description of item setting Setting range/options

Address IP address Specify the IP address for the PING test target station. (Target station IP address)
specification IP address input form |Select the input format for the IP address. Decimal/hexadecimal

Host name Specify the host name for the PING test target station. —

Display the host Results are displayed using the host name corresponding to the IP address in

name the result display field.

1108192 b Specify 1460 b

Specify the data size |Specify the size of the system data transmitted during the PING test. ° vtes (Specify ytes or

Option less for the Ethernet module.)
y [ Specify the time of

specification L . . o

the communication  [Specify the completion wait time for the PING test. 1t030s

time check

Specify the number * Specify the number of times.

pecily L Specify the transmission count. pectly - .

of transmission « Execute till interrupting.
Result Display results of the PING test. —

L Display the total packet transmission count and the number of successes
Success/transmissions ) —

during the PING test.
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(Address specification)
The PING test target station (external device subject to the PING test) is
specified by the IP address or the host name.

1) Specification using the IP address
+ Select the input format for the IP address (select: Decimal or
hexadecimal)
» Specify the IP address of the external device according to the input
format (decimal or hexadecimal).
2) Specification using the host name
Specify the host name of the external device set in the DNS server or
the HOSTS file for the personal computer on which GX Developer is
mounted.
* The IP address can also be entered in the host name specification
field.

(Option specification)
Set the details for the PING test. (No setting required if the default is used.)
1) Display the host name.
Select this to display the host name instead of the IP address for the
PING test destination device in the result display field.
2) Specify the data size.

Specify the size of the system data to be transmitted for the test during

the PING test.

Input range: 1 to 8192 bytes (default: 32 bytes)

* The Ethernet module will return a response of 1460 bytes if the
PING test is performed when a data size of 1460 bytes or greater
for transmitting to the Ethernet module is specified.

3) Specify the time of the communication time check.
Specify the response wait time for the PING test.
Input range: 1 to 30 s (default; 1's)
4) Specify the number of transmissions.
Specify the number of times the PING test is to be performed.

Selection item

Description of item Remarks

Specify the number of times

Transmission count: 1 to 50 times

The PING test is performed for the number of specified times. )
(default: 4 times)

Execute till interrupting

The PING test is performed until the interrupt button is pressed. —

(Result)
Results of the PING test are displayed.

<When the test is completed abnormally>

Check the following, then perform the PING test again.

* How the Ethernet module is mounted on the base unit.

« Status of the connection to the Ethernet.

+ Contents of the parameters written to the programmable controller CPU.

» Operating status of the programmable controller CPU (whether any errors
have occurred).

+ |P addresses set in GX Developer and the PING test target station.

* Whether the external device has reset when the Ethernet module was
changed.

(Success/transmissions)
The number of successes and the total packet transmission count when the
PING test is performed are displayed.
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5.4.2 PING test using GX Developer (Via CPU)

This section explains how to check the completion status of the initial processing for
the Ethernet module using the PING test function of GX Developer’'s Ethernet
diagnostics.

(1) PING test

(@)

(b)

(€)

(d)

The PING test is used to check the existence of an Ethernet module on the
same Ethernet line as the connection station of GX Developer that has
completed the initial processing (*1) or an external device (such as a
personal computer) with the designated IP address.

*1 The PING test can also be performed for the QnA/A Series Ethernet
modules. However, the PING test can be performed for the following A
Series Ethernet modules starting with software version S:

AJ7T1E71, AJT1E71-B2, AJT1E71-B5

The following items can be checked by performing the PING test for the

Ethernet module:

* Whether a line has been properly connected to the test target Ethernet
module.

» Whether the parameters for the Ethernet module have been correctly set.

» Whether the initial processing for the Ethernet module has been
completed normally.

The PING test can be performed for an Ethernet module on the same
Ethernet as that of the local station (same sub-net address).

Note that the PING test is not available for the Ethernet module mounted on
the station to which GX Developer is directly connected (local station). (The
PING test addressed to the local station is not available.)

If the external device subject to the PING test is an Ethernet module, do not
designate the UDP port for GX Developer of the Ethernet module as a valid
port for the remote password check. If the port is designated as such, the
PING test cannot be performed.
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(2) Executing the PING test
The example below explains the PING test methodology and GX Developer
settings when a PING test is performed for an Ethernet module of other station
from GX Developer connected to the QCPU.
GX Developer

(GX Developer connecting station)

1 QCPU| Ethernet | station number: 2
2) | module [10.97.85.222]
R . Ethernet
[, : {1
Network No. 1 ‘;
QCPU| Ethernet | station number: 1
1) | module [10.97.85.221]
(PING test target station)
(a) Settings on the QCPU station side
1) Set the following Ethernet module parameters for each QCPU using
GX Developer.
Use default values for setting items other than those listed below.
. - Setting description
Sett Setting it
etting screen etting item QcPu ) QcPu2)
Network type Ethernet Ethernet
Network parameters setting | Starting I/O No. 0000 0000
the number of Ethernet/CC | Network No. 1 1
IE/MELSECNET cards Group No. 1 1
Station No. 1 2
Operational setting IP address [10. 97. 85. 221] [10. 97. 85. 222]

2) Write the parameters to the applicable station.

3) The initial processing is completed when the programmable controller

CPU restarts.
(When the initial processing is completed normally, the [INIT. ] LED of

the Ethernet module lights up.)
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(b) Designating the GX Developer connection destination (connecting to QCPU
2)

Transfer Setup

~ [ s

NET]  CCLik  Ethemet PLE AF S5C
S NET/OH]  board board board board boaid net
board e
UsB ‘
PLE side /F ==
FLC CCIE Cont  MNETM)  CClik  Ethemet =1 Gt Bus
modde  NET/ADM) modie  mode  modue module
module 5o

PLCmode |QCPU(QUmode)

;n]i ﬂ % Connection channel st

Mo Other network]  Other station[Co-existence network]

Time out [Sec.] 10 FRetytimes |0

PLL direct coupled setting

Connection test

| I

Tianget:

C214  CCIECont NET()  CCLik  Ethemet
NETAOH)

Detsi
‘ - Multiple: CPU ssiting—
3333 oo

12 3 4

Line Connected (Q/AGTEL C24),

24 CCIECont  METO  CClink  Ethemet
META10H
) | TarsetPLE oK |
Acoessing host station
ot specified
Close |

(c) Executing the PING test through GX Developer
1) Select the PING test on the Ethernet diagnostics screen.

GX Developer — [Diagnostics] — [Ethernet diagnostics] —|PING test
2) Perform the settings indicated below, then click the Execute button.

The execution results of the PING test are displayed.

(Example) The following shows the flow of the PING test when "4" is
designated as the transmission count.

Time of the communication time check: 1's

Normal  Normal ' Abnormal Normal

GX Developer response response response response
Ethernet line
Ethernet module

Normal response occurs when the PING test response is received
within the time of the communication time check.

Number of transmissions: 4 times
Success/transmissions = 3/4
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[PING test screen (via CPU)]

PING test PING test
Input item Input item
Connection Setup Connection Setup
Execute station of PING Execute station of PING
MNetwork Mo 1 Station Mo, |2 MNetwork Mo 1 Station Mo, |2
Target af FING i — Target af FING i —
address input form address input form
IPaddess |10 [37  [85 [ez1 @ DEC " HEX IPaddess |10 [37 |85 [221 @ DEC € HEX
Option specification Option specification
Default Default
Specify the time of the communication time 1 seconds. Specify the time of the communication time 1 seconds.
Specify the number of ansmissions. Specify the number of ansmissions.
Specify the number of times. ﬂ 4 limes Specity the number of times. ﬂ 4 limes
Result Result
Finging 10.97.85.221: Finging 10.97.85.221:
Success J Timeout. J
Success Timeout,
Success Timeout.
Success Timeout.
Packets ansmitted = 4, Recaived = 4, Lost =10 Packets ansmitted = 4, Received = 0, Lost = 4
success/ransmissions = 44 4 Close success/ransmissions = 0/ 4 Close

MELSEC-Q

(Example of normal completion)

[Display contents]

(Example of abnormal completion)

Item name Description of item setting Setting range/option
Execute Network No. Spe:mfy the network number of the Ethernet module in the PING executing 110 239
. station.
station of Specify the stati ber of the Eth t module in the PING ti
PING Station No. pecify the station number of the Ethernet module in the executing 1t064
station.
Target of IP address Specify the IP address of the PING test target station. 00000001+ to FFFFFFFEH
PING Lljr:]ddress input Select the input format of the IP address. Decimal/hexadecimal
Specify the time of
Option the communication | Specify the response wait time for the PING test. 1t030s
[ time
ficati
specification Specify the number . . + Specify the number of times.
o Specify the transmission count. S .
of transmissions » Execute till interrupting.
Result Display the result of the PING test. —

success/transmissions

Display the total packet transmission count and its success count during the

PING test execution.

(Connection Setup)
Execute station of PING (station connected to GX Developer)
Specify the network number and station number of the Ethernet module that will

1)

2)

execute the PING test.

The network number and the station number will be set on the " network
parameters setting the number of Ethernet/CC IE/MELSECNET cards" screen of

GX Developer.
Target of PING

Specify the IP address of the PING test target station (the External device subject

to the PING test).

» Select the input format of the IP address (select decimal or hexadecimal).
» Specify the IP address of the PING test target station according to the input

format (decimal or hexadecimal).

(Option specification, result, success/transmissions)
The information displayed is the same as that displayed when performing a PING test
via the Ethernet board. See Section 5.4.1.
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5.4.3 Loop back test using GX Developer

This section explains how to check the completion status of the initial processing for

the Ethernet module using the loop back test function of GX Developer Ethernet
diagnostics.

(1) Loop back test

(@) The loop back test is performed in the network for GX Developer connection
destination. The test involves transmission of loop back test messages in
order with respect to the network specified by the loop back test request
destination and all Ethernet modules within the station number range
(function version B and later) to check whether the initial processing for
each module has been completed.

* A loop back test can be performed on a network connected via the
Ethernet board.
* Since the Ethernet module of function version A and QnA/A series

Ethernet module do not have a function to respond to this request, the
test results cannot be checked.

GX Developer (Station to which GX Developer is connected)
Station No.: 1 Station No.: 3  Station No.: 5  Station No.: 7  Station No.: 9
Ethernet Ethernet Ethernet Ethernet Ethernet
module module module module module Network No.1
A ] . L) [ [ .
T T
[v [v | |
Ethernet Ethernet Ethernet Ethernet
Loop back test is performed module module module module
for network No. 1 from i i K K
) ) Station No.: 2  Station No.: 4  Station No.: 6  Station No.: 8
station 1 to station 5.

(b) The following can be checked by performing the loop back test:
* Whether a line has been properly connected to the test target Ethernet
module
» Whether the parameters for the Ethernet module have been correctly set

» Whether the initial processing for the Ethernet module has been
completed normally

(c) The loop back test can be performed for an Ethernet module in the same
Ethernet as the local station (same sub-net address).

(d) In the station on which the Ethernet module subject to the loop back test is
mounted, do not designate the UDP port for GX Developer of the Ethernet
module as a valid port for the remote password check. If it is designated as

a valid port for the remote password check, the loop back test cannot be
performed.

(e) When performing a loop back test using GX Developer, set the router relay
function in the router relay parameter of GX Developer to "Not used."
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(2) Executing the loop back test

The example explains the loop back test methodology and GX Developer
settings when performing a loop back test for the Ethernet module in the same
Ethernet from the GX Developer.

GX Developer

Station No.: 3
[10.97.85.223]
Network No.1 Ethernet
-— S : O
B B
QCPU| Ethernet QCPU| Ethernet
1) | module 2) | module
Station No.: 1 Station No.: 2
[10.97.85.221] [10.97.85.222]

(@) QCPU station side settings

1) Set the following Ethernet module parameters for each programmable
controller CPU through GX Developer.
Use default values for setting items other than those listed below.

Setting description

Setting screen Setting item Remarks
QCPU 1) QCPU 2)
Network ‘ Network type Ethernet Ethernet
etwork parameters
\_N P Starting 1/0 No. 0000 0000 See Section 4.6
setting the number of Network N 1 1 Set the local station
i
Ethernet/CC IE/ ST 0. ok Mo ot
MELSECNET cards Group No. ! ! n e
Station No. 1 2
See Section 4.7
Operational setting IP address [10.97.85.221] [10.97.85.222] Enter the local station IP

address.

Station No. <-> |P
information

Station No. <-> IP
information system

Table exchange system

Table exchange system

Network No.

1

1

Station No.

3

3

IP address

[10.97.85.223]

[10.97.85.223]

See Section 3.3.1 of
User's Manual
(Application).

* It is not necessary to set the network No., station No. and IP address for

GX Developer (station performing the loop back test) when "Automatic
response system" is specified as the Station No. <-> |IP information
system under the Station No. <-> IP information.

2) Write the parameters to the applicable station.

3) The initial processing is completed when the programmable controller
CPU reboots.
(When the initial processing is completed normally, the [INIT.] LED of
the Ethernet module lights up.)
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(b) Designating GX Developer connection destination (connecting to QCPU [1])
|

= L K 1]

CCIE Cont  HETHT) CClink  Ethemet PLC BF SSC
NETA0(H board board board board board net

] el
Netwerk Ho. [T StationNo. [F Prctocol [TCP |

T oo

PLC CCIECont  MMET()  CCLink  Etheme! [=2] G4 Bus
modue  NET/IOH]  medule module  module maclle
module aly
Netwerk No [T Station bo [1
Computer type [QUTIEFT IP address ¢ Host [10.97.85 221

Fiouting parameter transfer method  [Others

@ gﬁ) Connestion channel list

Ho Other network]  Other station(Coexistence network] PLC ditect coupled setting

Timeout(Sec) [30  Retylimes [0 | R e

NN BN e

C24 CCIECont NET(]  CCLink  Ethemet

NETHOH Detai
H) ~Multiple CPU seting— o

Network No. |1 Station Mo, |1 ‘
33313 Eam—
J J J J 1 2 3 4 | LineConnested [J/ABTELC24)

C24  CCIECont NET(I)  CClink  Ethemet
NET/10H)
|

Acressing other station ‘

Target PLC oK |
[Not specified |

Close |

(c) Executing the loop back test through GX Developer

1) Select the loop back test on the Ethernet diagnostics screen.
GX Developer — [Diagnostics] — [Ethernet diagnostics] —
| Loop back test |

2) Perform the settings indicated below, then click the Execute button.
The execution results of the loop back test are displayed.

[Loop back test screen]
Loop back test

Setting |tem

Metwork Mo 1

Starting node  End node

MHumber of

confirmation node i - 3 PIMG test...
Check. at

communication time 3 seconds.

Cloze

d

Result

Station Mo. | IP address/Eror code

IP address Change display

1 10.97.85.221
2 10.97.85.222 @ DEC " HEX
3 L

Mumber of responze nodes

. 2

[Display contents]

Item name Description of item setting Setting range/options
Network No. Specify the network No. for the loop back test target module. 1to0 239
Number of . .
Setting item confirmation node Specify the station number range for the loop back test target module. 1to 64
Check at
ee a' L Specify the response wait time for the loop back test. 1t099s
communication time
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(Network No. (1 to 239))
Specify the loop back test request destination network No.
Input range: 1 to 239

(Number of confirmation node (1 to 64))
1) Specify the range (starting node and end node) of the Ethernet module
subject to the loop back test using the station No.

Input range: 1 to 64

2) The loop back test is performed in order from the starting node.

* Upon the reception of a response from the station performing the
loop back test or after the time of the communication time check
elapses, the loop back test is performed for the next target station
and so on in order until the end station.

(Check at communication time)
Specify the response wait time for the loop back test for each station.
Input range: 1 to 99 s (default: 10 s)

(Result)
Results of the loop back test are displayed.

1) The IP address for the Ethernet module that has completed the loop
back test normally is displayed.
* If the same IP address or station number has been set to multiple
stations due to a parameter setting error on the loop back test
target module side, only the results for the station that issued a
response first will be displayed.

2) "Noresponse" or an error code will be displayed for an Ethernet
module in which the loop back test is completed abnormally.
¥ "No response" is not shown with GX Developer Version 6.03D or former products.
3) Ifthe local station is specified as a loop back test target station (station
performing a loop back test), "No response” will be displayed as the
loop back test results for the local station.

*k "No response" is not shown with GX Developer Version 6.03D or former products.

(d) Corrective action when the test is completed abnormally
The table below shows the display contents, status of the target Ethernet
module, causes and corrective actions when the loop back test has been
completed abnormally.
Display contents of Status of the target

loop back test results

Ethernet module

Cause Corrective action

"IP address"

Initial processing normal

completion status

([INIT.] LED ON status)

"No response”

No error

Check the setting values for the following

parameters:
The initial processing for the target Ethernet module » Network parameters setting the number of
has not been completed normally. Ethernet/CC IE/MELSECNET cards

* Operational setting
« Initial setting

There is an error in the line connection to the target
Ethernet module. (Cable disconnection, breakage,
etc.)

» Check the cable.
* Check the transceiver.
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Display contents of
loop back test results

Status of the target
Ethernet module

Cause

Corrective action

"No response”

No error

IP address for the target Ethernet module is
incorrect. (Class or sub-net address differs from the
Ethernet module setting.)

The same IP address has been set to multiple target
Ethernet modules.

Check the parameter setting values for the
operation setting.

The same network number or station number has
been set to multiple target Ethernet modules.

Perform a PING test for the "No response"
module.

If the test has been completed normally,
check the parameter setting value for the
network parameters setting the number of
Ethernet/CC IE/MELSECNET cards.

Error exists

The Ethernet line is in the high load status (including
a case in which an error equivalent to the error code
CO030H, C031H is occurring).

Perform another test when the load on the
Ethernet line is low.

Routing parameter is not set. (An error equivalent to
the error code CO80H is occurring.)

Check the setting value for the routing
parameter. (See Chapter 3 of User's Manual
(Application))

"Error code"

No error

The remote password status of GX Developer UDP
for the target Ethernet module is in the lock status.

Cancel the remote password setting and write
the parameter to the programmable controller
CPU.

The target Ethernet module is a function version A
module.

Check the model and function version for the
subject module.

Error exists

The Ethernet line is in the high load status (including
a case in which an error equivalent to the error code
C030H, CO31H is occurring)

Perform another test when the load on the
Ethernet line is low.

POINT

(1) The loop back test can only be performed for the Ethernet module of function
version B and later.
Test results cannot be checked for the following modules. ("No response” will
be displayed. However, nothing is shown under the use of GX Developer
version 6.03D or former products.)
Also, they will not be counted in the total number of stations.
» Ethernet module of function version A, QnA/A series Ethernet module
(This is because there is no function to respond to this request.)
» Ethernet module that has not completed the initial processing
(This is because the initial processing has not been completed.)

)

®)

* If the Ethernet module of function version A or QnA/A series Ethernet
module that does not have a function to respond to the loop back test
receives a loop back test request, the following error codes will be stored
in the error log area of the buffer memory.

* Error code 4080+ in the case of an Ethernet module of function version
A or QnA series Ethernet module of function version B

» Error code 50H in the case of a QnA series Ethernet module of function
version A or A series Ethernet module.

After checking the contents of the error and taking corrective actions for an
Ethernet module in which the loop back test has been completed abnormally,
reboot the station on which the Ethernet module is mounted.

With rebooting, the initial processing for the Ethernet module will be
performed.

Check the completion of the initial processing for the Ethernet module using
the PING test.

The PING test can also be performed on the "Loop back test" screen.

If an error code is displayed due to abnormal completion of the loop back test,
check the contents of the error corresponding to the error code, then take
corrective actions by referring to Section 11.3.3.
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5.4.4 PING command (Personal computer — Ethernet module)

The following example illustrates how to confirm the completion of the initial processing
by issuing the PING command to the local station’s Ethernet module from an external
device connected on the same Ethernet. (In the example, the confirmation is made
between devices whose IP address class and sub-net address are identical.)

<Designation method>
ping IP address
<Example>
IP address of the Ethernet module: 192.0.1.254

—— Example of screen at normal completion

C:\>ping 192.0.1.254...Execute the ping command
Pinging 192.0.1.254 with 32 bytes of data:

Reply from 192.0.1.254: bytes=32 time=1ms TTL=128

Reply from 192.0.1.254: bytes=32 time<10ms TTL=128
Reply from 192.0.1.254: bytes=32 time<10ms TTL=128
Reply from 192.0.1.254: bytes=32 time<10ms TTL=128

Ping statistics for 192.0.1.254:

Packets: Sent = 4, Received =4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1ms, Average = Oms

C\>_

—— Example of screen at abnormal completion

C:\>ping 192.0.1.254 .. .Execute the ping command
Pinging 192.0.1.254 with 32 bytes of data:

Request timed out:
Request timed out:
Request timed out:
Request timed out:

Ping statistics for 192.0.1.254:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss)
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C\>_

<When the PING command does not respond successfully>

Check the following items and send the PING command again.

» Check the Ethernet module's attachment to the base unit.

+ Check the connection to the Ethernet network.

» Check the contents of each parameter written to the programmable controller
CPU.

» Check the operation condition of the programmable controller CPU (are there
any irregularities?).

» Check the IP address of the Ethernet module dictated by the PING command.

5-36 5-36
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5.4.5 Loop back test (Communication using the MC protocol)

The loop back test can be performed with communication using the MC protocol in
order to check the completion status of the initial processing for the target Ethernet
module.

The following is an overview of the loop back test for communication using the MC
protocol. See the Q Corresponding MELSEC Communication Protocol Reference

MELSEC-Q

Manual for details.

(1)

)

®)

Loop back test for communication using the MC protocol

The loop back test is a function designed to check the following:

* Whether a line has been properly connected to the test target Ethernet module.

» Whether the parameters for the Ethernet module have been correctly set.

» Whether the initial processing for the Ethernet module has been completed
normally.

* Whether the program for the external device is running correctly.

It is necessary to connect lines when performing communication using the MC
protocol with the user port on the Ethernet module side.

Perform the open processing for the connection to be used on the Ethernet
module side.

This function can only be used for the Ethernet module of the local station. The
function cannot be used for the Ethernet module of another station via a network
system.

(Station sending a loop back test command)

QCPU

Ethernet
module

Ethernet
module module

Ethernet

QCPU QCPU (Loop back test target station)
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5.5 Open Settings

This section explains the open setting using GX Developer.
Select [Setting the number of Ethernet/CC IE/MELSECNET cards] — [Open settings] to

start the [Ethernet open settings] screen.

MELSEC-Q

= Metwork parameter Ethernet open setting. Module No.1 H=] E3
pieces) | B [Pt (SRR R SRR PR e e
1 - - - - - -
2 - - - - - -
3 - - - - - -
4 - - - - - -
[ - - - - - -
[ - - - - - -
7 - - - - - -
e - - - - - -
q - - - - - -
10 - - - - - -
11 - - - - - -
12 - - - - - -
13 - - - - - -
14 - - - - - -
15 - - - - - -
15 - - - - - -
End | Cancel |
A sequence program can perform open processing (establishing connection) with
external devices up to a maximum of 16 stations
Once a connection is established with an external device, it is possible to communicate

using the MC protocol, fixed buffer communication, and random access buffer

communication.
Thus, the open processing is required even when communication using the MC
protocol and random access buffer communication.
Item name Description of setting Setting range/options
Protocol Set the communication method (protocol). EE'F;//IHF;
* Active open *1

Open system

Select the connection open system.

Unpassive open *1
Fullpassive open *1
MELSOFT connection
OPS connection

Fixed buffer

Select the usage of the fixed buffer.

Send
Receive

Fixed buffer communication

Select which protocol is used for fixed buffer communication.

Procedure exist
No procedure

Destination IP address

Set the IP address of an external device.

* Pairs
Pairi Select wheth i i d t.
airing open elect whether paring open is used or nof  No pairs
. . Select whether the continued existence of a destination station for a * No confirm
Existence confirmation ) )
connection should be confirmed or not. + Confirm
Local station Port No. Set the local station’s port No. 401+ to 1387w or 138Bw to FFFEw
1w to FFFFFFFFx

(FFFFFFFFu: Simultaneous Broadcast)

401u to FFFFu

Dest. Port No. Set the port No. of an external device. (FFFFx: Simultaneous Broadcast, can be
set only when receiving)
*1 For safety CPUs, connection No.1 to No.8 can be used.
Connection No.9 to No.16 is available for "MELSOFT connection" only.
5-38 5-38
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(1) Protocol

MELSEC-Q

(connection numbers 1 to 8; addresses: 20H to 27H ... b8)
(connection numbers 9 to 16; addresses: System area is used)

(a) Select the protocol for each connection.

Name of setting

Description of setting

TCP

Communicate using TCP/IP.

UDP

Communicate using UDP/IP.

(b) For protocols (TCP/UDP), see 1.4, "Software Configuration".

(2) Open system
(connection numbers 1 to 8; addresses: 20H to 27H ... b15, b14)
(connection numbers 9 to 16; addresses: System area is used)

(a) Select the connection open system for each connection for which "TCP" is
selected in "(1) Protocol". If "UDP" is selected, the specification of this item
is not required.

Name of setting

Description of setting

Active

Perform active open processing to an external device that waits for a passive open
(Fullpassive/Unpassive) on the TCP connection.

Unpassive

Perform passive open processing on the TCP connection addressing all the devices connected
to a network.
(The local station is placed in the wait status to wait for an Active open request to be sent.

Fullpassive

Perform passive open processing on the TCP connection, only addressing specific devices.
(The local station is placed in the wait status to wait for an Active open request to be sent.)
The local station waits for an Active open request from the opposite station set in "(8)
Destination IP address".

*13%k2%3

MELSOFT connection

Used to connect MELSOFT products via TCP/IP communication.

Perform passive open processing on the TCP connection, addressing all the MELSOFT
products connected to a network.

(The local station is placed in the wait status for an Active open request to be sent.)

OPS connection * 1 3 4

Used to connect the OPS via TCP/IP communication.
Perform passive open processing on the TCP connection, addressing only specific OPSs. (The
local station waits for an Active open request from the OPS set in "(8) Destination IP address".)

*1 Regardless of the initial timing setting in the operation setting (refer to Section 4.7),
this connection will always wait for the open status.

*2 The set connection is dedicated to data communication with the MELSOFT products.

*3 When simultaneously connecting to multiple MELSOFT products, set the connections
as many as the number of MELSOFT products. (Setting is unnecessary when only
one product is connected. The connection dedicated to the system is used.)

*4 When using the MELSOFT product, such as GX Developer, on the OPS to make
TCP/IP communication with the Ethernet module, use the dedicated connection for
system (GX Developer communication TCP port) or set "MELSOFT connection" in
this setting.

Programmable controller CPU

Initial processing

Initial
completion

Ethernet module Ethernet module Programmable controller CPU

Initial request

\ /

Initial request

| Initial processing

Initial processing

Fullpassive/

completion

Initial completion Initial completion

Unpassive
open

Open completion

request

> Clive open

A

A 4

Open completion

Open completion Open completion
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(3) Fixed buffer
(connection numbers 1 to 8; addresses: 20H to 27H ... b0)
(connection numbers 9 to 16; addresses: System area is used)

(a) Here it is selected whether the fixed buffer corresponding to each applicable
connection number will be used for sending or receiving when
communicating using the fixed buffers.

Name of setting Description of setting
Send For sending or fixed buffer communication is not executed.
Receive For receiving.

(b) When both sending and receiving are performed with an external device
using fixed buffer communication, one buffer for sending and one for
receiving are required. Thus, two connections should be set.

(c) Whether the fixed buffers are set for sending or receiving, external devices
can communicate using the MC protocol or the random access buffers.

(4) Fixed buffer communication
(connection numbers 1 to 8; addresses: 20H to 27H ... b9)
(connection numbers 9 to 16; addresses: System area is used)

(a) For this item, select the communication method when communicating using
the fixed buffers.

Name of setting Description of setting

+ In fixed buffer communication, data is communicated in 1:1 by handshaking with the
external device.

+ Communication using the MC protocol and the random access buffers can be
performed as well.

Procedure exist

* The no procedure fixed buffer communication uses dedicated connections.
+ The programmable controller CPU and external devices communicate data in 1:1 or
No procedure 1:n mode through simultaneous broadcasting. ( 1)

* The handshaking with an external device must be performed using a sequence

program.

* 1 For details on the simultaneous broadcasting, see Section 8.3, "Simultaneous Broadcasting When

UDP/IP is Used".

(5) Pairing open
(connection numbers 1 to 8; addresses: 20H to 27H ... b7)
(connection numbers 9 to 16; addresses: System area is used)

(a) Select whether or not the Ethernet module’s receiving and sending
connections should be made into one pair and connected to one port of an
external device when using fixed buffer communication (both of the
procedure exists and no procedure can be designated).

For more details on this, see Section 5.7, "Pairing Open".

Name of setting Description of setting

No pairs Does not use the pairing open method.

Pairs Uses the pairing open method.
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(6) Existence confirmation
(connection numbers 1 to 8; addresses: 20H to 27H ... b1)
(connection numbers 9 to 16; addresses: System area is used)

(a) This setting selects whether or not the Ethernet module should confirm that
an external device still operates normally when there is no communication
for a fixed period of time. The open processing for the connection with the
external device must have been completed.

Name of setting Description of setting
No confirm Do not confirm the existence of the external device.
Confirm the existence of the external device.
Confirm For details on the settings of the existence confirmation time and others, see Section
5.2, "Initial Settings".

(b) When an error occur in the existence confirmation, the Ethernet module
performs the following processing.
 Forcefully closes the line and stores the error information in the error log
area (addresses: EOH to 1FFH) of the buffer memory.
» Turns off the open completion signal (address: corresponding bit of
5000r) and turns on the open abnormal detection signal (X18).

(c) If the external device will be changed while a UDP/IP connection is open,
"No confirm" should be selected.
If "Confirm" is selected, the Ethernet module will confirm the existence of
the first destination after the UDP/IP connection is opened. Existence
confirmation is not performed for the changed destination, i.e. the newly
selected external device.

(d) Select "No confirm", when transmitting data in simultaneous broadcast in
the no procedure fixed buffer communication.

(7) Local station Port No.
(connection numbers 1 to 8; addresses: 28H to 5FH)
(connection numbers 9 to 16; addresses: System area is used)

(a) In this item the port number of each connection for the Ethernet module is
set in hexadecimal.

(b) The setting values are designated in a range from 401+ to 1387+ and from
138BH to FFFEH. Set port numbers that are not already used by other port.
(Port numbers 13881 to 138AH cannot be designated because they are
used by the operating system of the Ethernet module.)

(c) Set the port numbers for the Ethernet module upon consulting a network
administrator.
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(8) Destination IP address
(connection numbers 1 to 8; addresses: 28H to 5FH)
(connection numbers 9 to 16; addresses: System area is used)

(a) Select the input format of the IP address (options: decimal/hexadecimal).

(b) Setthe IP addresses (two words) for external devices in the chosen input
format (decimal/hexadecimal).

(c) The IP addresses of external devices must be given values other than Ow.
Furthermore, FFFFFFFFH is the setting value for simultaneous broadcast
communication.

(d) Setthe IP addresses of external devices upon consulting a network
administrator.

IP Address
Input format | DELC. -
IP address | 10 7 | 223

ok | Cancel |
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(9) Destination Port No.

(connection numbers 1 to 8; addresses: 28H to 5FH)
(connection numbers 9 to 16; addresses: System area is used)

MELSEC-Q

(a) Set the port numbers of the external devices for each connection in

hexadecimal.

(b) The port numbers of the external devices are set in a range from 401H to
FFFFH. Furthermore, FFFFH is the setting value for simultaneous broadcast

communication.

(c) Set the port numbers for the external device upon consulting a network

administrator.

(d) The following table provides some precautions that should be observed
when setting port numbers.
(O in the diagram indicates a device and O indicates a port number.)

Status of connection establishment Description of connection CommL:nlcalltlon
(O: Port (indicates port number)) P protoco
TCP UDP
External device
Ethernet moduly/g
o When connecting to multiple external devices,
O— External device set multiple port numbers for the local station. © ©
\
~o
O
External device When connecting to multiple external devices,
Ethernet module —O set single port number for the local station.
O</ o (However, it is necessary to open a connection
o Wnal device for each external device) © *
~O This cannot be chosen when the local station is
O Unpassive.
Ethernet module  External device When connecting to multiple ports of an external
o, O device, set multiple port numbers for the e} e
O O Ethernet module.
When connecting to multiple ports of an external
Ethernet module External device device, set single port number for the Ethernet
0O o) module. (However, it is necessary to open a o «
O —O connection for each external device port)
This cannot be chosen when the local station is
Unpassive.
When connecting to the same ports of an
Ethernet module  External device external device, set multiple port number for the
O O Ethernet module. (However, it is necessary to O O
O O open a connection for each Ethernet module
port)
Ethernet module  External device Setting multiple ports numbers for the same port
o, O of an external device and the Ethernet module is O e
O O possible only when paring open is set.
Important
Parameters for connections that communicate by Passive open and UDP open
must always be set from this screen when "Always wait for OPEN (communication
possible at STOP time)" is selected in the Operational settings (see Section 4.7).
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Set parameters according to the open method to be used for open connection.
Communication system TCP
open system UDbP
Active Passive
ARP function of ARRP function of
external device Un-passive Full-passive external device

Parameter Yes No Yes No
Local station Port
N O O O O O O

o.
Destination IP
o address O O < O O O

Communication —
Destination Port

address @) O X O @) @)
No.
Destination
Ethernet address | O (¢ 1) ®) % % O (* 1) O

w2
(+?)
* 1 Use the default value (FFFFFFFFFFFFw) or "0".
* 2 When using the "Open settings" of GX Developer, the default value is used.
When communicating with an external device without the ARP function, use the dedicated OPEN instruction and
set the external device’s Ethernet address in the control data.
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5.6 Open Processing/Close Processing of the Connection

This section explains the open processing/close processing using sequence programs.

(1) Open processing

(@)

(b)

The purpose of the open processing is to establish a connection with an
external device in order to perform the following forms of data
communication.

They can all be performed with an external device opened by the user.
« Communication using the MC protocol

» Sending/receiving using the fixed buffers (Procedure exists)

» Communication using the random access buffers

When the following is set by the parameter settings of GX Developer, the
open processing should be performed in a sequence program.

1) Inthe Operational settings (Section 4.7)
When "Do not wait for OPEN" is set in the "Initial timing setting".

2) Inthe open settings (Section 5.5)
When "Active" is set in the "OPEN system" setting.

In order to perform the open processing, the initial processing must have
been completed.

A connection with an external device must be established (open processing)

when communicating using either the MC protocol, fixed buffers, or random

access buffers. (*1)

All the three types of data communication mentioned above can also by

performed with an external device opened by the user.

*1 Since the Ethernet module recognizes the external device to
communicate with by the IP address, the open processing is required
for UDP communication.

Up to a maximum of 16 connections can be opened to external devices.
However, two buffers are required when communicating with the same
external device using fixed buffer communication, so in this case the
number of external devices that can be communicated with will be lower.

Important

If the OPEN instruction failed, execute the CLOSE instruction and then the OPEN
instruction again.

)

POINT

(1) During communication using the MC protocol or random access buffers, if data
communication still continues even after the programmable controller CPU in a
station where an Ethernet module is installed has been placed in the STOP
status, set "Always wait for OPEN (communication possible at STOP time)"
under "Initial timing setting" (see 4.7, "Operation Settings").

When performing open processing again after sending the close request (FIN)
from the external device, open processing should be performed at least 500ms
after the close request.
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(2) Close processing

(@) The purpose of the close processing is to disconnect (cancel) the
connection with the external device that has been established by the open
processing mentioned previously.

(b) The close processing is used when terminating a connection with an
external device, changing an external device of a connection, changing
communication conditions, etc.

(c) Perform the close processing for connections that have been established by
the open processing using sequence programs.

(d) Determine the timing of close processing with the external device.
The examples in the following sections describe the procedures for establishing a

connection from the Ethernet module to an external device and subsequently closing it
again by open and close processing for connection number 1.

» TCP/IP Active open : See 5.6.1, "Active open processing/close processing".
» TCP/IP Passive open : See 5.6.2, "Passive open processing/close processing".
* UDP/IP Open : See 5.6.3, "UDP/IP open processing/close processing".

Important

(1) Never execute the open/close processing to the same connection using the
input/input signals and use together with dedicated OPEN/CLOSE instructions
for OPEN/CLOSE processing. It may result in malfunctions.

(2) Ifthe OPEN instruction failed, execute the CLOSE instruction and then the
OPEN instruction again.

POINT

Except when the close processing is requested, the open completion signal
(address: applicable bit of 5000H) automatically turns off and the communication
line is closed in the following cases:

(1) When the existence confirmation function times out occur (see Section 5.5).
(*1)

(2) When a close or the ABORT (RST) instruction is received from an external
device.

(3) When the Active open request is received again from the external device in the
open completion status of TCP.
Depending on its version, the Ethernet module operates as described below.

(a) Ethernet module whose first 5 digits of the serial No. are 05051 or later
After returning ACK to the external device, the Ethernet module closes
the connection when the RST command is received from the external
device.

(b) Ethernet module whose first 5 digits of the serial No. are 05049 or earlier
After sending the RST command, the Ethernet module closes the
connection.

However, when receiving the Active open request again from the external

device with a different IP address or port No., the Ethernet module only sends

the RST command. (It does not close the connection.)

(4) When timeout occurs at the time of sending TCP.
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5.6.1 Active open processing/close processing

This section explains the procedure for opening and closing a connection with an
external device from the Ethernet module.

<<Open processing for connection No. 1
using the dedicated OPEN instruction>>
direction
i I I Set the control data to DO to D8 |— When setting the application of GX Developer in the "Open settings"
« Control data [DO]:HO

—| ZP.OPEN |"U0"| K1 | Do | MO l— When setting the application of OPEN instruction in the "Control data"

« [DO]: H8000
MO M1
—| Processing for normal completion |—
M1
|—| Processing for abnormal completion |—

« Set [D1] to [D9] according to the application.
<<Close processing for connection No. 1

using the dedicated instruction CLOSE>>

direction
—— p———] zp.cLosE [ruo'[ k1 [p100]M100}—
M100  M101
Processing for normal completion |—
M101
Processing for abnormal completion |—
Parameter
communication
Power-on completed
Open status 1)

Open allowed status
(closed)

Closed status

Initial normal completion X19

OPEN instruction

OPEN instruction complete
device

OPEN instruction complete
device + 1

Open abnormal detection
signal X18

CLOSE instruction One scan

CLOSE instruction complete
device

CLOSE instruction complete
device + 1

Open completion signal
(Address: 5000H)

Open request signal
(Address: 5002H)

[
FIN + ACK
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1)

2)

3)

4)

5)

MELSEC-Q

After communicating the parameter settings, confirm the normal
completion of the Ethernet module initial processing.
(Initial normal completion signal (X19): ON)

Start the open processing using the dedicated OPEN instruction.
(Open request signal (address: 5002+ ... b0): ON)

The Ethernet module executes the open processing.
+ Sends the open request (SYN).

When the open processing completes normally
» Open completion signal (address: 5000+ ... b0) : ON

* OPEN instruction complete device : ON
* OPEN instruction complete device + 1 . OFF
* OPEN instruction complete status area (*1) : 0000H

Data communication is enabled.

When the open processing completes abnormally (*2)

» Open completion signal . OFF

* OPEN instruction complete device : ON

» OPEN instruction complete device + 1 : ON

» The open error code is stored in the buffer memory. (*:3)

* OPEN instruction complete status area (*1) : Value other than
0000H

» Open abnormal detection signal (X18) : ON

Start the close processing using the dedicated CLOSE instruction.
(Open request signal: OFF)

6) The Ethernet module executes the close processing.

» Sends the close request (FIN).

7) When the close processing completes normally

* Open completion signal : OFF

» CLOSE instruction complete device : ON

» CLOSE instruction complete device + 1 : OFF

» CLOSE instruction complete status area (1)  : 0000H

When the close processing completes abnormally (#4)

» Open completion signal . OFF

» CLOSE instruction complete device : ON

» CLOSE instruction complete device + 1 : ON

» CLOSE instruction complete status area (*1)  : Value other than
0000H
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POINT

This example uses connection number 1 for explanation. Use the corresponding

signals and bits for other connection numbers.

*1 The end code at completion is stored in the dedicated instruction
complete status area. For details on the dedicated instructions, see
Chapter 10, "Dedicated Instructions".

*2 Processing when the open processing is abnormally completed (TCP)
When opening from the Ethernet module under a normal situation, if the
Ethernet module sends a SYN, the external device returns an ACK and
a SYN.

However, if the Ethernet module sends a SYN and then the external
device returns a RST, the open abnormal completion (X18) is
immediately turned on and open processing ends.

*3 The open status and error code at abnormal end can be confirmed with
the following buffer memory.

» Each connection open abnormal code area of the communication
status storage area
(Connection numbers 1 to 8; addresses: 78+ to C7H)
(Connection numbers 9 to 16; addresses: 5020+ to 586FH)

* Error log area (addresses: EOH to 177H)

 Error codes stored in the open abnormal code area are cleared
(n — 0) when the dedicated OPEN instruction is executed again.

*4 Processing when the close processing is abnormally completed (TCP)
When closing normally from the Ethernet module, the Ethernet module
sends a FIN request and the external device returns an ACK and a FIN.
However, if an ACK and a FIN are not returned because the external
device is faulty, the Ethernet module forcefully disconnects the
connection (send a RST message).

Programmable
controller CPU

Open request signal — 1)
(CLOSE instruction

execution)

Open completion signal y

\‘ 2)

Ethernet Close abnormal processing
module | le 5) I 7

‘.‘ ! FIN is not sent after waiting for the time of !

| TCP end timer value

v

1]

Ethernet

FIN

_F==- At normal completion

6)
4) | FIN RST
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1)

2)
3)
4)

5)

6)

7)
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The open request signal is turned off by the dedicated CLOSE
instruction.

The Ethernet module executes the close processing.
The Ethernet module sends a FIN request to the external device.

The external device sends back FIN and ACK messages in reply to the
FIN request sent by the Ethernet module.

(When the reply is not returned, the Ethernet module sends the FIN
request again.)

In response to the FIN sent by the Ethernet module, if an ACK RST is
sent back from the external device, the Ethernet module determines
that the close processing is completed and turns OFF the open
completion signal.

The Ethernet module waits for the external device to send an ACK and
a FIN.

(The module waits for the amount of time set in the TCP end timer
value. For details on how to set it, see Section 5.2, "Initial Settings".)

If the ACK and FIN messages are received at this point, it returns an
ACK as in the normal processing.

If an ACK and a FIN are not received within the time designated in the
TCP end timer value, an RST message is sent to the external device.

The Ethernet module determines that the close procedure is completed
and turns off the open completion signal regardless of the status of the
external device.

REMARKS

(1) When the procedure above is performed, the Ethernet module determines that
the closing of the external device is executed normally, thus the close
processing result is not stored in the error log area.

(2) The procedure described above is a special function of the Ethernet module; it
is not available for general TCP/IP protocols.
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Program example
This example explains a program for open processing/close processing when
Active open is selected in the Open system setting.

(1) Execution environment for the program example
(@) The Ethernet module is installed in the "0" slot of the basic base unit.
(b) The [Network Parameters Setting the number of Ethernet/CC IE/

MELSECNET cards] settings are assumed to have been set using GX
Developer as follows.

* Network type : Ethernet
+ Starting 1/0 No. : 0000

* Network No. o1

» Group No. 01

« Station No. o1

(c) The [Operational settings] are assumed to have been set using GX
Developer as follows.

Ethermnet operations B

— Cammunication data codz Iritial tirming
% Binary code “ |V(;- Do not wait for OPEM [ Communications

impossible at STOP time |

 ASCH code Always wai for OPEM [ Communication
possible at STOP time |
—IP addre: Send frame setting
Input format | DEC. < & Ethernetlv2.0)
IP address | 10 7 [ I || P
™ Enable ‘white at RUN time TCP Existence confimation setting—

& Uszethe Keeptlive

" Use the Ping

End Cancel |

Local station IP address : 0A.61.55.DEH (10.97.85.222)

(d) The [Open settings] parameters are assumed to have been performed
using GX Developer as follows.

S Metwork parameter Ethernet open setting. Module No.1 [_ O] x|
- Fized buffer Fairing Existence Local station Destination Dest. Port
A || OpeneREm || IAkesei Communication opEn confirmation Port Mo IP address 1=
1 _|TEF = |Active * | Send  |Procedure exist + |Mopairs + |Noconfim 1000[ 10,97 85.223 | 2000]
2 - - - - - -
3 - - - - - -
4 - - - - - -
5 v - - - - -
3 - - - - - -
7 - - - - - -
] - - - - - -
q - - - - - -
10 v - - - - -
11 - - - - - -
i2 v - - - - -
13 - - - - - -
14 - - - - - -
15 - - - - - -
16 - - - - - -
End | Cancel |
Local station Port No. : 1000+
Destination IP address  : 0A.61.55.DFH (10.97.85.223)
Destination Port No. : 2000H
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(2)
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(e) The following contact signals are used in the program.
Connection No. 1 open completion signal : MO
Connection No. 1 open request signal : M20
Connection No. 1 OPEN instruction control data : Stored in D100 to
D109
Connection No. 1 CLOSE instruction control data : Stored in D200
and D201
(f) The area enclosed with|__|in the program example should be used when

(9)

the [Open settings] Ethernet module parameters are not set for GX
Developer.

This part of the program is not required when the [Open settings]
parameters are used for GX Developer.

For details on the dedicated OPEN instruction, see Chapter 10, "Dedicated
Instructions".

Outline of the program example

(@)

(b)

After each parameter is set from GX Developer and write to programmable
controller CPU, restart the programmable controller CPU and confirm the
completion of the initial processing.

The Ethernet module performs the open processing for connection No. 1 to
the external device set in the [Open settings] or control data.

The close processing for connection No. 1 is performed according to the
close instruction to the Ethernet module or the close request from the
external device.

REMARKS

The "U0\G20480" and "U0\G20482" codes shown in the program designate the
following areas in the buffer memory.

U0\G20480: Open completion signal storage area (address: 50001 (20480))
U0\G20482: Open request signal storage area (address: 5002+ (20482))
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[Hov

[Hov

Uo\
620480

Uo\
620482

fPLs

[RST

[Hovp

[Hovp

[Hovp

]
[DHOVP

[Hovp

HOA6155DF

b = = - - - = -

L [7r 0PEN “W0"

=
=
2
| =
2

1

[Hovp

[RST
Ho
HB00O

HO

H1000

H2000

K1

D100

[SET

[SET

[SET

[PLF

fPLs

{ZP. CLOSE “uo”

K1

[PLS

D200

[SET

[SET

[SET

[RST

[RST

[RST

[RST

KMo

K4M20

#1000

M202

M203

D100

D100

D102

D103

D104

D106

H100

H150

M151

M152

H160

M161

#2000

M200

Mz10

M202

M203

H150

M151

M152

Mz10

3
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X19: Initial normal completion signal
MO: Connection 1 open completion signal
M20: Connection 1 open request signal

Open processing of connection No. 1
(TCP/IP Active open)
Read the open completion signal information

Read the open request signal information

Change the open command to pulse
Designate the control data for the OPEN instruction

When using the open setting parameters
of GX Developer

Designate the execution type/complete type
When not using the open setting parameters
of GX Developer

Designate the execution type/complete type

Designate the application information
Designate the Local station Port No. (1000+)

Designate the external device IP address
(10. 97. 85. 223)

Designate the external device Port No. (2000+)
Execute the open processing to the external device

Set the normal completion flag of the open
processing

Set the abnormal completion flag of the open
processing

Set the flag by the close processing from the external
device

Change the close processing from the external
device to pulse

Change the close request from the Local station side to
pulse
Perform close processing

Set the close processing executing flag

Set the normal completion flag

Set the abnormal completion flag

Reset the open processing flag

Reset the close processing execution flag
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5.6.2 Passive open processing/close processing

Open status

Open allowed status

(closed)
(Active open

acknowledge enabled)

Close status

Initial normal completion

x19

(Address: 5000+)

4 4
Open completion signal M \

Open request signal

(Address: 5002+)

This section explains the procedure for opening and closing a connection with the
Ethernet module from an external device.

The operations of Passive open processing/close processing differ depending on
whether "Always wait for OPEN" or "Do not wait for OPEN" is selected, as shown in
this section.

(1) When "Always wait for OPEN" is selected in the operational setting
When [Operational setting] - [Initial timing setting] - [Always wait for OPEN
(Communication possible at STOP time)] is selected from GX Developer, the
open processing/close processing is performed as explained below.

In this case, sequence programs for open processing and close processing are
not required because the Ethernet module keeps the connection in the always
wait for the OPEN status according to the [Open settings] parameter setting.
For detail on the [Open settings] parameter, see Section 5.5, "Open Settings".

Parameter
communication
Power-on completed 1)

! (1)

SYN + ACK > FIN + ACK

ty | fa |

SYN FIN
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After the parameters are sent, the normal completion of the Ethernet
module initial processing is confirmed (Initial normal completion signal
(X19): ON)

After the initial processing is normally completed, the connection is
placed in the open allowed status and Ethernet module waits for an
open request from the external device.

2) The Ethernet module starts the open processing upon receiving the
open request (SYN) from the external device.

When the open processing is normally completed, the open
completion signal (address: 5000H... b0) turns on and data
communication is enabled.

3) The Ethernet module starts the close processing upon receiving the
close request (FIN) from the external device.

When the close processing is completed, the open completion signal
turns off and data communication is disabled.

4) After the Ethernet module’s internal processing is completed, the
connection returns to the open acknowledge enabled status.

*1 An open request (SYN) received after the normal completion of an
initial processing and before the Ethernet module is placed in the open
acknowledge enabled status generates an error, and the Ethernet
module sends a connection forced close (RST).

REMARKS

For Passive open connections for which [Always wait for OPEN (Communication
possible at STOP time)] is selected in [Operational settings], the connection
open/close processing of Ethernet module side is performed according to the
open/close request from the external device.

When the close processing is performed from the Ethernet module side using the
dedicated CLOSE instruction, the applicable connection will not return to the open
acknowledge enabled status after the close processing. (It requires the same open
processing as for Passive open connection for which "Do not wait for OPEN
(Communications impossible at STOP time)" is selected).
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Open status

Open allowed status
(closed)

(Active open acknowledge

enabled)

Closed status

Initial normal completion X19 —:—‘J

OPEN instruction

OPEN instruction complete

device

OPEN instruction complete

device + 1

Open abnormal detection

signal X18
CLOSE instruction

(For Open abnormal processing)

CLOSE instruction complete

device

CLOSE instruction complete

device + 1

Open completion signal

(Address: 5000+)

Open request signal
(Address: 5002+)

MELSEC-Q

(2) When "Do not wait for OPEN" is selected in the operational setting
When [Operational setting] - [Initial timing setting] — [Do not wait for OPEN
(communications impossible at STOP time)] is selected from GX Developer, the

open processing/close processing is

performed as explained below.

Since open processing/close processing is executed by a sequence program, an
external device can be changed while the connection is established.

<<Open processing for connection No. 1
using the dedicated OPEN instruction>>
direction

I I I Set the control data to DO to D9 l—

— zp.oPeN [uo[ k1] Do | mo

MO M1
—| Processing for normal completion l—
M1
|—| Processing for abnormal completion |—
<<Close processing for connection No. 1
using the dedicated CLOSE instruction>>

direction
—— ———— zp.cLosE ['uo 1 [D100]m100}—
M100 M101
Processing for normal completion |—
M101

|—| Processing for abnormal completion |—

Parameter
communication
Power-on  completed

When setting the application of GX Developer in the "Open settings"
« Control data [DO] HO

When setting the application of OPEN instruction in the "Control data"
« [DO]: H8000
« Set [D1] to [D9] according to the application.

'
'
|
|
'
'
'
'
'
|
|
|
T
|
'
'
'
'
1
I
'
'
'
'
|
|
'

-
|
'
|
|
'
'
'
'
T
'
'
'
'
'
'
'
'
|
|
'
|

SYN + ACK

U

SYN

FIN + ACK

o1

FIN
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After communicating the parameter settings, confirm the normal
completion of the Ethernet module initial processing.
(Initial normal completion signal (X19): ON)

Start the open processing using the dedicated OPEN instruction.
(Open request signal (address: 5002+ ... b0): ON)

The Ethernet module starts the open processing upon receiving the
open request (SYN) from the external device.

At normal completion
* Open completion signal (address: 5000+ ... bO) : ON

* OPEN instruction complete device :ON
* OPEN instruction complete device + 1 : OFF
» OPEN instruction complete status area (*2) : 0000H

Data communication is enabled.

At abnormal completion

* Open completion signal : OFF

* OPEN instruction complete device :ON

* OPEN instruction complete device + 1 :ON

» The open error code is stored in the buffer memory

» OPEN instruction complete status area (*2) : Value other
than 0000H

» Open abnormal detection signal (X18) :ON

The Ethernet module starts the close processing upon receiving the
close request (FIN) from the external device.

When the close processing is completed, the open completion signal
turns off and data communication is disabled.

Start the close processing using the dedicated CLOSE instruction.
(Open request signal: OFF)

At normal completion of internal processing

* Open completion signal : OFF

* CLOSE instruction complete device :ON

» CLOSE instruction complete device + 1 : OFF

» CLOSE instruction complete status area (*2) : 0000H

At abnormal completion of internal processing

* Open completion signal : OFF

» CLOSE instruction complete device :ON

» CLOSE instruction complete device + 1 :ON

* CLOSE instruction complete status area (*2) : Value other
than 0000H

POINT

This example uses connection number 1 for explanation. Use the corresponding
signals and bits for other connection numbers.
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*1 An open request (SYN) received after the normal completion of an
initial processing and before the Ethernet module is placed in the
open acknowledge enabled status generates an error, and the
Ethernet module sends a connection forced close (RST).

*2 The end code at completion is stored in the dedicated instruction
complete status area. For details on the dedicated instructions,
see Chapter 10, "Dedicated Instructions".

REMARKS

(1) If the settings of the connection need modifying, the modifications should be
done before executing the dedicated OPEN instruction.

(2) Once open processing is executed, an open request cannot be canceled
before the open processing completes.
Perform close processing (CLOSE instruction) after the open processing has
completed.
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This example explains a program for open processing/close processing when
Unpassive open is selected in the open system setting.

(1) Execution environment for the program example

The Ethernet module is installed in the "0" slot of the basic base unit.

The [Network Parameters Setting the number of Ethernet/CC IE/

MELSECNET cards] settings are assumed to have been set using GX

(a)
(b)
Developer as follows.
* Network type
+ Starting 1/0 No.
» Network No.
» Group No.
» Station No.
(c)

: Ethernet
: 0000
01

o1

1 2

GX Developer as follows.

Ethermnet operations

Communization data code

% Binary code

Iritial tirming

- Do not wait for OPEM [ Communications

impossible at STOP time |

" ASCI code Always wait for OPEM [ Communication
possible at STOP time |

IP address Send frame setting

Irput format DELC. v % Ethemnet[v2.0)

IP address | 10 a7 s 223

" |EEES02.3

I Enable ‘wite at RUM time

End

TCP Existence confimation setting

o+ ze the Keepdlive

™ Use the Fing

Cancel |

The [Operational settings] parameters are assumed to have been set using

Local station IP address : 0A.61.55.DFH (10.97.85.223)

(d) The [Open settings] are assumed to have been set using GX Developer as
follows.
il B Metwork parameter Ethernet open setting. Module No.1 Hi=] E3
- Fired buffer Fairing Existence Lacal station Destination Dest. Part
iRizee) || OFER e | | (R b communication OpEn confirmation Port Mo, IP address Mo
1 |1cP = |Unpassive = |Receive = |Procedure esist = [Mopaie « [Mo confim = | 2000
2 - - - - - -
3 - - - - - -
4 v - - v v -
[ - - - - - -
& v - - v v -
7 - - - - - -
a - - - - - -
g - - - - - -
10 - - - - - -
11 v - - v v -
12 - - - - - -
13 - - - - - -
14 - - - - - -
15 - - - - - -
16 v - - v v -
End | Cancel
Local station Port No. : 2000H
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(e) The following contact signals are used in the program.
Connection No. 1 open completion signal : MO
Connection No. 1 open request signal : M20
Connection No. 1 OPEN instruction control data : Stored in D100 to
D109
Connection No. 1 CLOSE instruction control data : Stored in D200
and D201
(f) The area enclosed with|__|in the program example should be used when
the [Open settings] Ethernet module parameter are not set for GX

Developer.

This part of the program is not required when the [Open settings]
parameters are used for GX Developer.

(g) For details on the dedicated OPEN instruction, see Chapter 10, "Dedicated
Instructions".

(2) Outline of the program example

(a) After each parameter is set from GX Developer and write to programmable
controller CPU, restart the programmable controller CPU and confirm the
completion of the initial processing.

(b) The open processing for connection No. 1 of the Ethernet module is
performed.
After the completion of the open processing, connection No. 1 waits for the
open request from the external device.

(c) The close processing for connection No. 1 is performed according to the
close instruction to the Ethernet module or the close request from the
external device.

REMARKS

The "U0\G20480" and "U0\G20482" codes shown in the program designate the
following areas in the buffer memory.

U0\G20480: Open completion signal storage area (address: 50001 (20480))
U0\G20482: Open request signal storage area (address: 5002+ (20482))
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X19: Initial normal completion signal
MO: Connection 1 open completion signal
M20: Connection 1 open request signal

Open processing of connection No. 1
(TCP/IP Unpassive open)

SM400 uo\
— | {Hov 620480 K4Mo 1 Read the open completion signal information
uo\
{Hov 620482 KaM20 Read the open request signal information
M5000
f {pLS Wiooo Change the open command to pulse
Designate the control data for the OPEN instruction
[RST woz ]
-
(RST H203 3 When using the open setting parameters
M000  X19 Ho M0 M52 of GX Developer
it { | rd H rds {wove  Ho D100 Designate the execution type/complete type
[T el | When not using the open setting parameters
| {Move  Heooo D100 ]t | of GX Developer
| | Designate the execution type/complete type
: {MovP  HeOO1 D102 I : Designate the information of the application
| | ) .
| [HOVP  H2000 D103 N Designate the Local station Port No. (2000w)
L [7P OPEN "U0” K1 D100 w100 I Execute the open processing to the external device
M100 M101
— | £ {SET H150 1 Set the normal completion flag of the open
processing
M101
— | {SET 151 I Set the abnormal completion flag of the open
processing
[SET wsz ]
]
f {PLF W160 ] Set the flag when the close processing is performed
H160 Hi50 from the external device
| | | {PLS H161 1 Change the close processing from the external
device to pulse
#6000
} {PLS w2000 Change the close request from the Local station side
to pulse
M2000 M152
} I | {zP. CLOSE “Uo” K1 D200 M200 I Perform close processing
M161 M210
[ £ {SET M210 1 Set the close processing executing flag
M200 M201
— | £ {SET M202 1 Set the normal completion flag
M201
f {SET (7 Set the abnormal completion flag
{RsT H150 1 Reset the open processing flag
{RST ws ]
[RST wsz ]
{RsT M210 1 Reset the close processing execution flag




5 COMMUNICATION PROCEDURE
MELSEC-Q

5.6.3 UDP/IP open processing/close processing
The following explains the UDP/IP open processing.

The operations of the open processing/close processing in UDP/IP differ depending on
whether "Always wait for OPEN" or "Do not wait for OPEN" is selected in the settings
using GX Developer, [Operational settings] — [Initial settings], as shown below.

(1) When "Always wait for OPEN" is selected in the operational
settings (Communications possible at STOP time)
According to the [Open settings] with GX Developer, a connection for which the
UDP/IP communication is selected is established automatically after the Ethernet
module installed station has been restarted, and the data transmission/reception
is enabled.
Sequence programs for open processing and close processing are not required.
For details on the [Open settings] parameter, see Section 5.5, "Open Settings".

REMARKS

Even when "Always wait for OPEN (Communication possible at STOP time)" is
selected at "Operational settings", if there is a dedicated OPEN instruction from the
Ethernet mudule, open processing using the CLOSE instruction and close
processing, there is a need to perform all open processing and close processing
after the relevant connection using the sequence program.

If "Do not wait for OPEN (Communication impossible at STOP time) is selected,
there is a need to perform open processing and close processing in the same
manner as a connection.

(2) When "Do not wait for OPEN" is selected in the operational settings
(Communications impossible at STOP time)
In this case, the open processing and close processing in the sequence program
shown in the next page are required. Data transmission and reception are
enabled after the open processing is normally completed.
Perform the open processing and close processing using the applicable
dedicated instructions.
For more details, see Chapter 10, "Dedicated Instructions”.
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<<Open processing for connection No. 1
using the dedicated OPEN instruction>>
direction

I I I Set the control data to DO to D9 |— When setting the application of GX Developer in the "Open settings"
« Control data [DO]: HO

—| ZP.OPEN |“U0"| K1 | Do | MO |— When setting the application of OPEN instruction in the "Control data"

« [DO]: H8000
MO M1
—| Processing for normal completion l—
M1
|—| Processing for abnormal completion |—

« Set [D1] to [D9] according to the application.
<<Close processing for connection No. 1

using the dedicated CLOSE instruction>>

direction
—— ————— zp.cLosE ['uo] 1 [D100]mM100}—
M100  M101
Processing for normal completion |—
M101
Processing for abnormal completion |—
Parameter
communication .
Power-on completed ! |
: 1)
Open status i i
Open allowed status E ! !
(closed) | | |
Closed status . \ | |
Initial normal completion X19 '
OPEN instruction E
OPEN instruction complete '
device E
OPEN instruction complete E 1 E
device + 1 | |
: 5) :
CLOSE instruction : ® : ‘
! \ \ <«— One scan
CLOSE instruction complete : !
device X b
CLOSE instruction complete i E :
device + 1 i / / |
Open completion signal \ \{/’! \ v.‘—
(Address: 5000H) 3) 4): 6) 7)
Internal Internal
processing processing
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After communicating the parameter settings, confirm the normal
completion of the Ethernet module initial processing.
(Initial normal completion signal (X19): ON)

Start the open processing using the dedicated OPEN instruction.
(Open request signal (address: 5002+ ... b0): ON)

The Ethernet module executes the open processing. (Internal
processing only)

When the open processing completes normally
» Open completion signal (address: 5000+ ... b0) : ON

* OPEN instruction complete device : ON
* OPEN instruction complete device + 1 . OFF
* OPEN instruction complete status area (*1) : 0000H

Data communication is enabled.

When the open processing completes abnormally

» Open completion signal . OFF

* OPEN instruction complete device : ON

» OPEN instruction complete device + 1 : ON

» The open error code is stored in the buffer memory

* OPEN instruction complete status area (*1) : Value other than
0000H

» Open abnormal detection signal (X18) : ON

Start the close processing using the dedicated CLOSE instruction.
(Open request signal: OFF)

The Ethernet module executes the close processing. (Internal
processing only)

When the close processing completes normally

* Open completion signal : OFF

» CLOSE instruction complete device : ON

» CLOSE instruction complete device + 1 : OFF

» CLOSE instruction complete status area (1)  : 0000H

When the close processing completes abnormally

» Open completion signal . OFF

» CLOSE instruction complete device : ON

» CLOSE instruction complete device + 1 : ON

» CLOSE instruction complete status area (*1)  : Value other than
0000H

*1 The end code at completion is stored in the dedicated instruction
complete status area. For details on the dedicated instructions,
see Chapter 10, “Dedicated Instructions®.
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5.7.1 Pairing open
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The following explains communication using the paring open method via the Ethernet
module.

Pairing open is an opening method for establishing a connection in which the local
station and the external device use a single port for each, by pairing the receiving and
sending connections through fixed buffer communication (both the procedure exists
and no procedure are allowed) of the Ethernet module.

By designating the paring open method, data communication can be performed with
two connections by performing open processing for only one port.

Communications using the MC protocol and the random access buffers can also be
performed using these paring-opened connections.

The procedure for performing the open/close processing for pairing open is explained
below.

[Example]
Ethernet module (TCP/IP or UDP/IP communication)
Send data
Connect!op No. 1 fixed buffer . Port External device
(for receiving)
Receive data

Connection No. 2 fixed buffer
(for sending)

POINT

(1) When setting the pairing open method, the fixed buffer of the applicable
connection number (for receiving only) and the fixed buffer of the immediately
succeeding connection number (for sending only) are paired.

For the applicable connection (for receiving only), designate in ranges of
connection No. 1 to 7 and 9 to 15.

(2) The range of external devices that can be communicated by the pairing open
method are limited to devices in the Ethernet to which the Ethernet module is
connected and devices connected with the router relay function (see Section
5.3, "Router Relay Parameter").

(3) By the open/close processing of the applicable connection (for receiving only)
for which the pairing open method has been set, the open/close processing of

the next connection (for sending only) will automatically be performed.
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5.7.2 Example of pairing open settings from GX Developer

This section explains the settings using GX Developer in order to communicate in the
pairing open method by giving an example.

The screen below shows an example of the settings under the following conditions.

» Connection No. 1 and 2 are used.

* The Ethernet module port number is 0500H.

* The Unpassive open system is used.

il
. Fixed buffer Bl Eistence Host station Transmission | Transmission
Protocal Open system Fixed buffer [ communication : target device IP | target device
procedure apen confiimation Port No. address Port Ma.
1 _|TEP = |Unpassive ~ |Receive = |Procedure exist = |Enable = |Moconfim  ~ 0500)
2 |TCP  ~|Unpassive ~ | 5end ~ |Piocedure exist  « |[Enable = [Moconfim 0500
3 - - - - - -
4 - - - - - -
5 - - - - - -
3 - - - - - -
7 - - - - - -
[ - - - - - -
g - - - - - -
10 v v - - - v
11 = = = < < =
12 ha ha hd hd hd ha
13 hd hd x hd hd hd
14 v v - - - v
15 = = = = = =
16 hd hd x x x hd
End Cancel

(6)

Protocol
Both "TCP/IP" and "UDP/IP" are allowed.

Open system
All the open systems - "Active", "Unpassive", and "Fullpassive" - can be set.

Fixed buffer

In the Pairing open, a connection No. and the subsequent connection No. are
paired.

When "Enable" is set for Pairing open, the relevant and next connection numbers
are set as "Receive" and "Send" respectively.

Fixed buffer communication
Both "Procedure exist" and "No procedure" can be selected.

Pairing open
Set the pairing open for receiving connection to "Enable".
The next connection is set as a sending connection.

Existence confirmation
To enable the existence check, set "Confirm" for the receiving connection.
To disable the check, select "No confirm" for it.
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(7) Local station Port No.
Set this for the receiving connection for receiving only. (Setting is not required for
the sending connection.)
Set the port number upon consulting a network administrator.

(8) Destination IP address

(a) If the Unpassive system is chosen
Setting is not required.

(b) If either Active or Fullpassive system is chosen
Setting is required.
Set for the receiving connection only upon consulting a network
administrator.

(9) Destination Port No.

(a) If the Unpassive system is chosen
Setting is not required.

(b) If either Active or Fullpassive system is chosen
Setting is required.
Set for the receiving connection only upon consulting a network
administrator.
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5.8 Automatic Open UDP Port

Normally, when communicating with an external device, it is necessary to establish a
communication line with the external device when starting the data communication and
to disconnect the communication line with the external device again when terminating
the data communication following the arrangement with the external device.

The automatic open UDP port automatically opens/closes under the following
conditions.

The port is placed in the communication enabled status after the initial processing is
completed and communication can be performed without programming and regardless
of the open status of connection No. 1 to 16.

1 1

' Communication enabled at automatic open UDP port !

Initial E -

Programmable N N
controller CPU | Normal completion =~ —— —

signal X19 i :

1 1

1 1

1 1

1 1

1 1

1 1

1 1

1 1

: v v :

Ethernet ! !
module ! !
: A A :

1 1

1 1

1 1

1 H

1 1

1 1

1 1

1 1

1 1

1 1

1 1

1 1

Ethernet ! !
| v v f

| Request Response Request Response |

1 1

(1) Open and close timing of automatic open UDP port

(a) Open timing
The port opens automatically according to the parameters registered by the
user after the Ethernet module completes the initial processing, and the
communication line is connected.

(b) Close timing
It automatically closes again when the station in which the Ethernet module
is installed is reset/powered off.

(2) Functions that accommodate data communication using the
automatic open UDP port

(@) Communication from an external device
1) Reading/writing data from/to the programmable controller CPU (the port
number is designated by the user; default: 1388+ (5000)) when
communicating using the MC protocol (QnA compatible 3E frame or 4E
frame command).
2) Regardless of the communication data code setting for the GX Developer
(See Section 4.7). Communicate with the binary code.

5-68 5-68
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(b) Communication from the station in which the Ethernet module is installed
In this case, it is possible to communicate using data link instructions (using
port numbers of the operating system of the Ethernet module).

POINT

(1) The Ethernet module enables communication through the automatic open
UDP port numbers after the initial processing is normally completed, and
waits for communication requests to the local station Ethernet module.
(Automatic open)

(2) Itacknowledges and processes requests from anywhere as long as they are
requests addressed to the Ethernet module itself.

(83) When a communication request is acknowledged, the applicable port number
is occupied until the processing is completed. Even if the next communication
request is acknowledged during this time, the communication processing has
to wait.

(4) The automatic open UDP port can be used in communication between
Ethernet modules using the CC-Link IE controller network, MELSECNET/H,
MELSECNET/10 relay communication function.

(5) Re-initial processing is required to change the port number of the automatic
open UDP port. (Refer to Section 5.2.3 for re-initial processing.)

(3) Accessible range
The accessible range differs depending on the data communication function.

Ref
Data communication function Accessible range e erz.-:-nce
section
Communication using the MC » The QCPU of the Ethernet module installed station
protocol (QnA comparatible 3E + Programmable controller CPU in the network system containing the —
frame or 4E frame) Ethernet module installed station
» Programmable controller CPU in the Ethernet to which the Ethernet
module is connected
s . . ) Chapter 4 of
Data link instruction + Programmable controller CPU in the Ethernet connected via a router Application
» Programmable controller CPU in the network system containing the PP
Ethernet module installed station

(4) Maximum size of data per communication
The maximum size of data per communication differs depending on the data
communication function.

Data communication function Maximum size of data per communication Refer‘ence
section
Communication using the MC
The number of data that can be designated with the commands for the
protocol (QnA comparatible 3E 9 Chapter 6

QnA compatible 3E frame or 4E frame.
frame or 4E frame)

The number of data that can be designated with the commands for data | Chapter 4 of
link Application

Data link instruction
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5.9 Corresponding with the QCPU Remote Password Function

The remote password function is one of the QCPU functions for the purpose of
preventing improper access to the QCPU from users at the remote location.

The remote password function can be used by setting a remote password in the
QCPU.

This section explains Ethernet module data communication in relation to the QCPU
remote password function.

The remote password function is a function that has been added to the QCPU as a means of preventing
improper access (such as destroying a program or data) from an external device. However, this function
cannot completely prevent improper access.
The user should incorporate his/her own safeguards when it is need to keep the security of the
programmable controller system against improper access from an external device.
The company cannot assume any responsibility for any problems that may arise from system troubles
caused by improper access.
* Examples of measures to prevent improper access
+ Establish a firewall.
» Set up a personal computer as a relay station and control the relay of sending/receiving data using an
application program.
» Set up an access controllable external device as a relay station.
Please consult with a network connection vendor or equipment sales vendor regarding access
controllable external devices.




5 COMMUNICATION PROCEDURE
MELSEC-Q

5.9.1 Data communication when a remote password is set

This section explains the use and setting of the QCPU remote password function and
data communication between the external device and the QCPU when a remote
password has been set.

(1) Overview of the remote password function
(a) Remote password function

1) The remote password function enables/disables access from the
external device to the QCPU via the following modules:
» Ethernet module
» Q series C24
* Built-in Ethernet port QCPU

2) When the remote password function is enabled for the Ethernet
module, the remote password check is performed for access from the
external device to the following connections:
Users can select desired connections to which the remote password
check is to be applied.
» User connection No.1 to 16
* Auto open UDP port
» FTP transmission port (TCP/IP)
» GX Developer transmission port (TCP/IP)
» GX Developer transmission port (UDP/IP)
* HTTP port

(b) Station that the remote password and remote password check are set
1) In the case of single network system

Accessing source
external device

Ethernet
GX Developer 3 |
parameter setting |
» Remote password :'_ “Remote "E I Remote” '
+ Applicable connection for the remote 1 _password _if: password 1 Local stati
password check (See (3).) 1 __check __ | (Local station)
QcPU Ethernet
module

V=

2) Inthe case of multiple network system

Set in the QCPU station that serves as the entrance to the
programmable controller system as viewed from the external device
(the local station QCPU in the diagram below).

Accessing source L
external device -

Ethernet
[} | u}
Remote password| !~ Remote
LQa,S_é_t";’;‘irfj_C_:‘_e_c_kj Ethernet (Local station)
erne erne
acPu module module

.........................................................................

H Ethernet  Ethernet
ED | O O | | |

Set in the local station to allow/
prohibit access from the external
device to the network system 1.

aceu| Ethernet| Ethernet | (Relay | o, | Ethernet |(Station to
module | module station) module [be accessed)

.......................................... e s e

' @not set in the relay station or station to be accessed. (%) :

L-- Network B G e e e -

*  Setting in a station other than the QCPU station that serves as the entrance to the
programmable controller system (relay station and station to be accessed in the
above diagram), access to other stations beyond the set station is prohibited. (See

@).)
5-71 5-71
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(2) Processing for allowing/prohibiting access to the programmable
controller from the external device

1)  Access allow processing (unlock processing)

» To access the specified QCPU, the external device performs the remote
password unlock processing for the Ethernet module (*) of the directly
connected station (local station).

« If the unlock processing has not been performed, access to the specified
station is prohibited by the remote password check performed by the
Ethernet module (%) that has received a communication request. (See (3).)

+ All data receiving before the unlock processing will be processed as an error.

* The Ethernet module of the QCPU station for which the remote

password is set.

2)  Access processing
» Normal completion of the remote password unlock processing allows to
access the specified station.
» Perform any access.

3)  Access prohibit processing (lock processing)
» The remote password lock processing is performed from the external

device to disable any further access when access to the specified station
has been completed.

(When accessing the local station QCPU) (When accessing the other station QCPU)

A station

=)
) dniock processing 1| | Etnemet 1) Unlook processing | (| ginemet
m; : —0 O : . L
2)Access | | | """ "3) Lock processing ' | |1 3) Lock processing
T A B e el
' Remote password-: v Remote k : Remote : : Remote : (2)
boseS *[: password check| (Local station) L Password_ | | |;password check; ‘ (Local station)
Ethernet Ethernet Ethernet
QCPU module QCPU module module
| Ethernet
[ | |
1 The remote password unlock processing and lock processing are = 1 i Eth i
possible for the local station. QCPU moEc)JrunIg mo?jrunlg (Relay station)
The remote password unlock processing and lock processing
cannot be performed for the relay station and station to be accessed. | Ethernet
*2 The unlock processing and lock processing are not need for the 2) Access | O
Ethernet module sending a communication request to another II
Ethernet even if it has been set as a target of the remote password QC.PU Ethernet (Station to be accessed)
check. module
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POINT

(1) The remote password unlock processing and lock processing are performed
for the only Ethernet module in the local station directly connected to the
external device.

The remote password unlock processing and lock processing cannot be
performed for an Ethernet module in any other station (relay station and
station to be accessed).

(2) The remote password unlock processing and lock processing are performed from
the external device using dedicated instructions for MC protocol communication.
(They are performed with dedicated FTP commands when using the file
transfer (FTP server) function. The remote password is input with the dialog
box when using the Web function or GX Developer.)

(3) Remote password check performed by the Ethernet module

(@) Communication in which a remote password check is performed

1) When the following parameters have been set for the Ethernet module
mounted on the QCPU station, the Ethernet module performs a remote
password check for communication requests as indicated below:

* When a remote password is set in the QCPU.
* When the connection that is communicating data with the external
device is set as a target for the remote password check.

2) The Ethernet module performs a remote password check with respect

to a communication request to the local station/other station received
from the external device.

3) The Ethernet module performs transmission with respect to the following
transmission requests without performing a remote password check:
» Transmission request from the local station QCPU (such as
transmission using the fixed buffer).
» Communication request from the external device (including GX
Developer connected to the local station QCPU) to send to another
station upon request from the QCPU.
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x O

/ Ethernet module

QCPU
ittt il A —— Remote password check
! -Remcztg_p_a_s_s!vgz ] ! Remotepassword: applicable path
i (Local station)| &--- 9f_1<§C_k_|1_)_ N Out of remote password
i N 2) check applicable path
: Other station) 3)
= *-- { _____________________________________ -
— 7 NA i
F & :
GX Developer b : O
QCPU '
A Y IR S ¢

GX Developer

:r Remote !

r bl
! Remote !

P
'
|
i
i
1
I
'
'
i
1
1
1
[

Ethernet module

*1 In the above diagram, a communication request from the external
device cannot be received since a remote password check has
been set.

If the remote password check has not been set, a communication
request can be received and data communication from the
external device is possible.

Selecting a connection for which the remote password check is performed
The user can select any connection for which the Ethernet module
performs a remote password check and set this using QCPU parameters.
(This is set on the "Setting the remote password" screen of GX Developer.)

1) User connections (connections 1 to 16)

2) System connections (such as GX Developer communication port)

Stations that can be accessed when the remote password check is
performed

The stations that can be accessed from the external device when a remote
password is set in the QCPU and the QCPU stations for which the remote
password unlock processing and lock processing can be performed are
indicated.
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(Example 1)
When a remote password is set in the QCPU station of the programmable

controller system station 1-1, and the remote password check is set in 1) of
station 1-1

Station 1-2

1) sk External device that can perform the unlock

QCPU

Ethernet
module

processing and lock processing
1) of station 1-1: By A station only

; Network No.1 Ethernet

! O 1

: Station 1-1 1) 2) Station 3-2 1)

; " "Remote 1|1 Remote :

' ' password (! password !

i HREEEE |i__check__: acey | Enemet

' B station Ethernet Ethernet

! GX Developer Qcru module module

E Ethernet Network No.2 Network No.3 Ethernet
i C 0O 0O {1
E Station 2-1 1) Station 2-2 1) 2) Station 3-1 1)

! acpu| Ethernet QCPU Ethernet Ethernet acpu| Ethernet

. module module module module

MELSEC-Q

(Request destination) Applicable programmable controller station
Station 1-1 Station 1-2 Station 2-1 Station 2-2 Station 3-1 Station 3-2
(Request source) QCPU QCPU QCPU QCPU QCPU QCPU
External A stafion A = A A A A
dovice B station O O O O O O
(%2 C station O O O O O O
D station O O O O O O

@: Stations that can be accessed form the external device after the remote password unlock processing
O: Stations that can be accessed from the external device without performing the remote password unlock

processing

k2 A station can access the @ stations after the remote password unlock processing
for the module 1) of station 1-1 is completed. The O stations can be accessed if
the communication line is open. B station, C station and D station can access the
O stations if the communication line to those stations is open.
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(Example 2)
When a remote password and the remote password check are set in
multiple QCPU stations in the programmable controller system

MELSEC-Q

E Station 1-2 1) * External device that can perform the unlock E
! processing and lock processing '
i 1) of station 1-1: By A station only |
; QcPU Ethe(,-jrnlet 1) of station 2-2: By C station only ;
! module 1) of station 3-2: By D station only !
E Network No.1 Ethernet E
: O 0 :
i Station 1-1 1) 2) Station 3-2 1) '
; " Remote '|' Remote ! ' "Remote '|! Remote ;
' password | password ! . password !|' password | '
N - - A N Logheck gp L__check _; :
! B station Ethernet Ethernet Ethernet '
' GX Developer QCPU module module QCPU module !
E Ethernet Network No.2 Network No.3 Ethernet :
E [, 0O O | .
E Station 2-1 1) Station 2-2 1) 2) Station 3-1 1) \
: ' Remote !|! Remote : :
' " Ethernet’ Ethernet '
; QCPU module module E
L Network system -1 ----------------------- .
(Request destination) Applicable programmable controller station
Station 1-1 Station 1-2 Station 2-1 Station 2-2 Station 3-1 Station 3-2
(Request source) QCPU QCPU QCPU QCPU QCPU QCPU
External A station o O ) X X X
erna
i B station O O O X X X
device -
) C station ©) O O o o X
D station ©) O O O O [ )

@: Stations that can be accessed form the external device after the remote password unlock processing
O: Stations that can be accessed from the external device without performing the remote password unlock

processing

X : Stations that cannot be accessed from the external device

3 A station can access the @ stations after the remote password unlock processing
for the module 1) of station 1-1 is completed. The O stations can be accessed if
the communication line is open.
B station can access the O stations if the communication line to those stations is

open.

C station can access the @ stations after the remote password unlock processing
for the module 1) of station 2-2 is completed. The O stations can be accessed if
the communication line is open.
D station can access the @ stations after the remote password unlock processing
for the module 1) of station 3-2 is completed. The O stations can be accessed if
the communication line is open.
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POINT

To prohibit access to another station from the external device using the Ethernet
module CC-Link IE controller network, MELSECNET/H, MELSECNET/10 relay
communication function, place a check mark at the following setting items in the
remote password setting for the relay station and station to be accessed.
"GX Developer communication port (UDP/IP) (*), dedicated instructions, CC
IE Control, MNET/10(H) relay communication port"
* Set this on the remote password setting screen of GX Developer.
* Other stations can be accessed if a check mark is not placed in the above
setting items.
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5.9.2 Precautions when using the remote password check function

The following are precautions when using the remote password check function for the
Ethernet module.

(1)

)

@)

(4)

®)

(6)

After a remote password is set in the QCPU, reboot the QCPU (CPU No.1 for a
multiple CPU system) (reset using the RESET/L.CLR switch or power reset).
By rebooting the QCPU, the remote password becomes valid.

Set the remote password check to only the connection to be used in data
communication with the external device that can perform the unlock processing
and lock processing.

(Example) The remote password check should not be set in the reception
connection for receiving data transmitted from the MELSEC
programmable controller CPU when communicating by fixed buffer.

* A check mark should not be placed at the applicable connection on
the "Remote password detail settings" screen shown in Section
5.9.5.

The remote password check should not be set, since the remote password check
is not performed for the connection performing communication using a non-
procedure fixed buffer.

When the external device accesses the programmable controller of another
station via the Ethernet module, it may not be able to access the programmable
controller if a remote password has been set in the QCPU of the relay station or
station to be accessed. (See Section 5.9.1 (1) and (3).)

Precautions when performing UDP/IP communication

1)  Decide the external device that will be communicating.
Never perform data communication with a non-specified external device.

2)  Use the Ethernet module existence confirmation function.

Also, always perform the remote password lock processing when

completing data communication.

* If the lock processing is not performed, data communication from other
devices is allowed until a time out is generated by the Ethernet module
existence confirmation function.

For this reason, always specify the following as to the settings from GX

Developer for the applicable connection:

» When performing initial settings, set the start interval timer value and
the interval timer value for the existence confirmation function as small
as possible.

» Regarding the open settings, select "Confirm" for the "Existence
confirmation"” item.

* The existence confirmation is automatically performed when the
connection for data communication using the automatic open UDP port
is set as a target for the remote password check.

As much as possible, use TCP/IP communication to perform communication from
GX Developer using an Ethernet connection.
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5.9.3 Data communication procedure

This section explains the procedure when the external device performs data
communication using the connection for which a remote password check is performed.

(1)

)

®)

(4)

®)

(6)

Set the target connection for the remote password check in the "Remote
password detail settings" through GX Developer and write the parameters in the
QCPU. (See Section 5.9.5.)

After booting the QCPU, write the setting values to the following buffer memory in
the Ethernet module as necessary: (See Section 5.9.6 (3).)
Accumulated count designation area for remote password mismatch notification

- Address 20592 to 20593 (5070H to 507 1H)

The remote password unlock (release) processing is performed after the open
processing for the connection is completed.

All data received before the unlock processing will be processed as an error.
(See the troubleshooting section for error codes.)

When the unlock processing for the remote password is performed from the
external device, the specified station can be accessed from the external device if
the remote password specified by the user matches the remote password set in
the local station QCPU.

After data communication is completed, close the applicable connection after
performing the remote password lock processing from the external device.

The remote password unlock processing and lock processing are performed from
the external device connected to the Ethernet module using the dedicated
instructions for MC protocol communication. (They are performed with dedicated
FTP commands when using the file transfer (FTP server) function. The remote
password is input with the dialog box when using the Web function or GX
Developer.)

REMARKS

When the "GX Developer communication port" is set as the remote password check
connection, access the programmable controller after performing the unlock
processing on the GX Developer screen shown when access begins.

()

The remote password unlock and lock processing can only be performed for the
local station QCPU on which the Ethernet module is mounted. The remote
password unlock and lock processing cannot be performed for other station
QCPU. (See Section 5.9.1 (2).)
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(Data communication procedure)

See Section 4.6, "Network Parameters Setting
the Number of Ethernet/CC IE/MELSECNET cards."
+ See Section 4.7, "Operational Settings."
See Section 5.2, "Initial Processing."
See Section 5.3, "Router Relay Parameter."

Set parameters for the Ethernet
module through GX Developer

s See Section 5.5, "Open Settings."
Start up the programmable See Section 5.9.5, "How to set the target connection
controller CPU for the remote passowrd check."
E Initial processing 1 Automatically processed

Designate the "Accumulated count ) "
for remote password mismatch ... See Section 5.9.6, "Buffer memory for

notification "from the QCPU the remote password check function."

Open processing
(Communication See Section 5.6 o
No.1 to 16 for user) (Communication for system)
RerrzjoteI X Ren:jc:teI X Ren:jotel X Rerr(\joteI X
; password unlock | |password unlock | | password unlock | |password unlocl
Remote password unlock processing processing processing processing processing
CC-Link IE Communication ¢ icati ¢ icati ¢ icati
Communication | | Communication | | Communication E-mail controller network, na dat. File transfer ommunication ommunication ommunication
using tne MC | | using fixed using random sending/ MELSECNET/H, h':l'("g ata using Web using using
rotocol buffer access buffer receiving MELSECNET/10 ) . function GX Developer MC protocol
P relay communication|| instructions (FTP) P P
| | | Gel) ) | | | |
Remc()jt(le X Rem%t? X Rem%t? X Rem%ttle X
i password loc password locl password loc password locl
Remotelpasswordiiockiprocessing processing processing processing processing
A
Close processing
See Section 5.6

*1 When accessing the programmable controller of another station, access to the
other station may not be allowed if a remote password is set in the QCPU of the
relay station on which the Ethernet module is mounted and the station to be
accessed. (See Section 5.9.1 (1) and (3).)

POINT

(1) In TCP/IP communication, if the connection is closed without performing the
remote password lock processing, the Ethernet module automatically
performs the lock processing when the connection is closed.

(2) In UDP/IP communication, be sure to close the connection after performing
the remote password lock processing.
When the connection is closed, the Ethernet module does not perform the
remote password lock processing.
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5.9.4 When the remote password unlock processing or lock processing is completed

abnormally

This section explains the procedures to be performed by the user when the remote

password unlock processing or lock processing is completed abnormally.

(1) Perform the unlock/lock processing again after checking the remote password set
in the QCPU.

(2) The Ethernet module performs the following when the number of occurrence
times for an unlock processing/lock processing abnormal completion is greater
than the accumulated notification count (*1) set in the buffer memory.

(@) The COM.ERR.LED lights up.
(b) The code C200H is stored in the error code and end code storage area of
the buffer memory error log area (address 227 to 372 (E3H to 174n)).

*1 This is the count set from the QCPU in the remote password mismatch

notification accumulated count designation area (address 20592
(5070H), 20593 (5071H)) when the Ethernet module starts up. (Count is
set with TO instruction, etc.)

(3) Monitor the above buffer memory when the COM.ERR LED of the Ethernet
module lights up.

If the error code C200H is stored, monitor the storage area for abnormal

completion accumulated count in the buffer memory (address 20595 (5073H),

20597 (5075H), - - - ) and check for which connection the unlock processing or

lock processing has been completed abnormally.

(4) The user performs the following as required:

(a) Close the applicable connection.

(b) Write "0" in the storage area for abnormal completion accumulated count in
the buffer memory.

* If the accumulated count is not cleared by writing "0", the process in (2)
above is performed each time an abnormal completion in excess of the
accumulated notification count occurs.

(c) If the number of times an unlock processing/lock processing abnormal
completion occurred for the applicable connection is greater than the above
accumulated notification count, this could indicate improper access from the
external device.

Disable the use of the applicable connection using the system port use

prohibited designation area of the buffer memory (address 20488 (5008H)).

(After this, the unlock processing cannot be performed with respect to

applicable connection until the "use allowed" is set.)

(d) Inform the system manager that the number of occurrence times for an
unlock processing/lock processing abnormal completion is greater than the
accumulated notification count and take appropriate actions.
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REMARKS

(1) The following accumulated counts stored in the buffer memory can be cleared
under the user's option. (Write "0" to the applicable area from the QCPU.)
 Storage area for unlock processing normal completion accumulated count:
Address 20594 (5072H) - - -
+ Storage area for lock processing normal completion accumulated count:
Address 20596 (5074H) - - -

(2) See Section 11.1.2 of User's Manual (Basic) for how to turn off the COM.ERR.
LED for the Ethernet module after it has lit up.
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5.9.5 How to set the target connection for the remote password check

Set the connection for the remote password check with the parameter settings through
GX Developer.

[Startup procedure]
"GX Developer" — | Remote password | — "Remote password settings" screen

- — "Remote password detail settings" screen

[Setting screen]
x|

—User connection Mo

r— Password settings .
Characters that can be uzed in password
Passward | 4 characters. Numbers, AZ a2, r i ™ Connection 2 ™ Connection 3 ™ Connection 4
SeeEl e, " Connection 5 " Connection & " Connection 7 " Connection §
— Password active module setting [ Connection 8 [ Connection 10 I™ Connection 11 I™ Connection 12
Model name Starbdy Cendliem [ Connection 13 [ Connection 14 [ Connection 15 [ Connection 16
QIFER 0000 Ditail Mote: Please enable the existence confirmation function, in case of using the UDP/P protocol.

— System connection
™ Auto open UDP port %)

™ FTP transrission portTCPAF)

I G¥ Daveloper tranemission portTCRAP) (]

- G¥ Developer ianzmizgion poit{UDPAP] [¥).Dedicated instruction, CC IE Control, MMET A10[H]
relay tianzmizsion port

RN ERENENENEN K]

. . [~ HTTP port : Give validity ta HTTP pratocal passward.
Mecessary setting] Mo zetting  / Alleadp set ]

[If vou enable the remote password., the dedicated instructions and the CC IE Control, MMET A1 0(H)

T e I et e Cancel relay transmission function can not be used.]
If the remote password of the port [*] is enabled, the existence confirmation function will be

enabled automatically.

‘When making a remote passward enabled, wiite parameters to the PLC,
and reget the PLC, or turh off the power and turn on the power again,

Setling completion | Cancel |

[Setting items]

Item name Description of item setting Setting range/options
Password settings Enter the password to be set in the QCPU ( * 1). —
Select the model name for the module performing the check for the remote
Password  |Model name , P 9 QUTIET
) password set in the QCPU.
active module -
settings Start XY Set the head address of the module performing the remote password check. 0000H to OFEOQH
Module condition (Display the "Remote password detail settings" screen.) Detail settings

User connection No.

Auto open UDP port
FTP transmission
port (TCP/IP)

GX Developer
System transmission port Set the connection subject to the remote password check.
connection (TCP/IP)

GX Developer
transmission port
(UCP/IP)

HTTP port

Place a check mark at the target
connection.

*1 Refer to the following when setting a remote password:
» Avoid using a character string of simple numbers or letters only.
+ Combine numbers, letters and special characters (?,!&%,etc.).
 Avoid using a character string that represents the user's name or date of birth.
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POINT

(1)

(2)

(3)

When using the Ethernet module in a multiple CPU system, set the remote
password by writing it to the control CPU of the Ethernet module.

After the remote password is set in the QCPU, reboot the QCPU (the first

QCPU module for a multiple CPU system) (reset using the RESET/L.CLR
switch or power reset).

By rebooting the QCPU, the remote password becomes valid.

The password supported by the QCPU of function version A is used to prohibit
reading/writing of file data in the QCPU through GX Developer.

Dual access control can be provided by using the remote password described
in this section and password for file access.
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This section explains the buffer memory used for the remote password check function.

20691 (50D3H)

20692 (50D4H)

20693 (50D5H)

FTP
communication

Accumulated count lock process normal completion

Accumulated count lock process abnormal completion

Accumulated count of lock process based on close

Address Buffer memory for the remote password check function Application
Setting | Monitor
20486 (5006H) | Remote password status (user port) O
20487 (5007H) | Remote password status (system port) O
20488 (5008H) [ System port use prohibited designation O
20592 (5070H) | Remote password mismatch notification accumulated count designation O
20593 (5071H) [ Remote password mismatch notification accumulated count designation O
20594 (5072H) Accumulated count unlock process normal completion O
20595 (5073H) Connection Accumulated count unlock process abnormal completion O
20596 (5074H) No. 1 Accumulated count lock process normal completion O
20597 (5075H) Accumulated count lock process abnormal completion O
20598 (5076H) Accumulated count of lock process based on close O
20669 (50BDH) Accumulated count unlock process normal completion O
20670 (50BEH) Connection Accumulated count unlock process abnormal completion O
20671 (50BFH) No. 16 Accumulated count lock process normal completion O
20672 (50C0H) Accumulated count lock process abnormal completion O
20673 (50C1H) Accumulated count of lock process based on close O
20674 (50C2H) Accumulated count unlock process normal completion O
20675 (50C3H) | Connection for | Accumulated count unlock process abnormal completion O
20676 (50C4+) | automatic open | Accumulated count lock process normal completion O
20677 (50C5+) | UDP port Accumulated count lock process abnormal completion O
20678 (50C6H) Accumulated count of lock process based on close O
20679 (50C7H) | Connection for | Accumulated count unlock process normal completion O
20680 (50C8H) | GX Developer | Accumulated count unlock process abnormal completion O
20681 (50C9H) | communication | Accumulated count lock process normal completion O
20682 (50CAH) | (for UDP/IP Accumulated count lock process abnormal completion O
20683 (50CBH) | communication) | Accumulated count of lock process based on close O
20684 (50CCH) | Connection for | Accumulated count unlock process normal completion @)
20685 (50CDH) | GX Developer | Accumulated count unlock process abnormal completion O
20686 (50CEH) | communication | Accumulated count lock process normal completion O
20687 (50CFn) | (for TCP/IP Accumulated count lock process abnormal completion O
20688 (50D0H) | communication) | Accumulated count of lock process based on close O
20689 (50D1H) Accumulated count unlock process normal completion O
20690 (50D2H) | Connection for | Accumulated count unlock process abnormal completion O
O
O
O
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(1) Remote password status storage area (address 20486 to 20487
(5006H to 5007H))

(@) The current unlock/lock status of the remote password for each connection
is stored.

The unlock/lock status for connection No. 1 to No. 16 that use the user port
is stored in the address 20486.

The unlock/lock status for connections that use the system port is stored in
the address 20487.

(b) The remote password status for each connection is indicated in bits as
follows:

1 (ON): Lock status
0 (OFF): Unlock status/no remote password check setting

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
Buffer memory address 20486 | 1/0 | 1/0 | 1/0 |1/0 | 1/0 | 1/0 {1/0 |1/0 |1/0 |1/0 {1/0 |1/0 | 1/0 |1/0 |1/0| 1/0

A
........................................... T— Status of connection No. 1

Status of connection No. 16 Status of connection No. 2

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0

Buffer memory address 20487 (For the system) 1/0 {1/0 | 1/0| 1/0
P
Status of the FTP communication port Status of the automatic
open UDP port
Status of the GX Developer communication port (For TCP/IP communication) Status of the GX Developer

communication port
(For UDP/IP communication)

(2) System port use prohibited designation area (address 20488
(5008H))

(@) The opposite device is allowed/prohibited from performing the following data
communication using the port provided by the Ethernet module system:
» Communication using the automatic open UDP port (communication
using the MC protocol)
» Communication from GX Developer using the Ethernet connection

(b) This designation is determined by the user.
1 (ON): Use prohibited
0 (OFF): Use allowed (default)

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1l b0
Buffer memory address 20488 (For the system) 1/0 | 1/0 | 1/0

4

T—Automatic open UDP port

GX Developer communication port (For TCP/IP communication) GX Developer

communication port
(For UDP/IP communication)

(c) If the remote password check is performed and the remote password status
of the connection using the applicable port is in the lock status, the use of
the applicable port can be prohibited.
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(d) Ifimproper access from the opposite device has been performed during the

above data communication, set the applicable port to "use prohibited." (See
Section 5.9.4 for details.)

REMARKS

To prohibit data communication from the opposite device using the Ethernet module
FTP function, set "Not used" in the FTP function setting item under the "Setting the

Ethernet FTP parameters" through GX Developer. (See Section 5.3 of User's
Manual (Application).)

(3) Remote password mismatch notification accumulated count
designation area (Address 20592 to 20593 (5070H to 5071H))

(@)

(b)

(€)

(d)

Use 0 to FFFFH to designate the count that will be the notification timing to
the user when the number of occurrence of remote password mismatches
become the permit or more during the unlock/lock processing from the

user/external device after the Ethernet module starts up. (This designation
is common to all connections.)

OH: No designation
(The process (c) when a remote password mismatch occurs is not
performed.)

1 to FFFFH: Notification accumulated count

Designate the notification accumulated count for each of the following
connections in this area:

Address 20592 area: Connection No. 1 to No. 16

Address 20593 area: Connection using the automatic open UDP port
Communication from GX Developer using the
Ethernet connection

Communication from the external device that uses
the FTP function

When the number of times a remote password mismatch occurred during
the unlock/lock processing exceeds the notification accumulated count, the

Ethernet module performs the following a mismatch occurs. (See Section
5.9.4 for details.)

* The COM.ERR.LED lights up.

» The code C200H is stored in the error code and end code storage area of
the buffer memory error log area (address 227 to 372 (E3H to 174H)).
* The Ethernet module system does not close the connection.

The accumulated number of times a remote password mismatch occurred
up to the present (accumulated count value according to the Ethernet

module) can be checked using the storage area for abnormal completion
accumulated count indicated in (4) below.
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Storage area for accumulated count unlock process normal
completion of (address 20594 (5072H) - - - )

Storage area for accumulated count unlock process abnormal
completion of (address 20595 (5073H) - - -)

Storage area for accumulated count lock process normal
completion of (address 20596 (5074H) - - -)

Storage area for accumulated count lock process abnormal
completion of (address 20597 (5075H) - - -)

(@) The accumulated number of times the remote password unlock/lock
processing for the applicable connection has been completed
normally/abnormally up to present is stored.

(b) The user should clear the value stored in each of the accumulated count
storage areas. (Write "0" to the applicable area from the QCPU.)

Storage area for accumulated count of lock process based on close
(Address 20598 (5076H) - - -)

(@) When the user closes the applicable connection without performing the
remote password lock processing, the Ethernet module will automatically
perform the lock processing.

The accumulated number of times the Ethernet module performed the lock
processing automatically is stored in this area.

(b) The user should clear the value stored in this accumulated count storage
area. (Write "0" to the applicable area from the QCPU.)

POINT

The maximum value that can be stored in the areas indicated in (4) and (5) above
is FFFFH. An accumulated count that exceeds FFFFH (65535) is not stored.
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5.9.7 Data communication when the remote password check is set

The following describes data communication that uses a connection for which the
remote password check is set.

Data communication

Functi R ki
unction No remote pa§sword check Remote password check setting ( * 1) emarks
setting
Communication is possible after After the‘ope.n p_r ocessing IS compIeFed,
User open L communication is allowed from the time the See Section 3.18
the open processing is . ) . -
Communication port unlock command is received until the lock of the Reference
; completed. command is received.
using the MC — — Manual for the
. C e . After the initial processing is completed,
protocol Automatic [ Communication is possible after S . unlock and lock
UDP | the initial L communication is allowed from the time the
open © Intial processing 1S unlock command is received until the lock commands.
port completed. command is received.
After the open processing is completed,
There is a communication is allowed from the time the
procedure unlock command is received until the lock
- command is received.
Communication —
; . Communication is allowed after the open
using the fixed processing is completed. (> 2)
Communication is possible after S\
buffer Non } P . * Since the remote password check is not
the open processing is . o
procedure leted performed in non procedure communication,
completed. the remote password check is not set for the
connection used.
After the open processing is completed,
Communication using the communication is allowed from the time the
random access buffer unlock command is received until the lock
command is received.
After the initial processing is completed, transmission and reception are allowed. -
Sending/receiving of e-mail * The remote password check is not performed for e-mail transmission and
reception.
s . Communication is allowed after the remote
s . Communication is possible after .
Communication using Web . L password is entered. The remote password
. the initial processing is L .
function lock processing is automatically performed
completed.
when the web browser closes.
CC-Link IE controller network,
MELSECNET/H, Communication is possible after
MELSECNET/10 relay - . P ) Communication is possible after the initial
L the initial processing is .
communication processing is completed. (> 3)
. - - completed.
Communication using data link
instructions
Within the Ethernet, After the open processing is completed, See Chapter 5 of

File transfer (FTP server)
function

communication is possible with
the external device that has
completed the open processing.

communication is allowed from the time the
unlock command is received until the lock
command is received.

User's Manual
(Application).

GX Developer TCP
communication ( 1)

GX Developer UDP
communication (3 1)

After the initial processing is
completed, communication is
allowed by establishing a
connection from the GX
Developer side.

Communication is allowed after the remote
password is entered.

The remote password lock processing is
automatically performed when the project
closes.

See the operating
manual for GX
Developer.

1

*2

See Section 5.9.1 (3) for access to the programmable controllers of other stations.
A dedicated connection is used for the non-procedure fixed buffer communication.
Do not perform the remote password setting for the applicable connection.

If a remote password has been set in the QCPUs of the relay station and access
station where Ethernet modules are installed, when accessing other station's
programmable controllers, it may not be possible to access other stations. (See
items (1) and (3) in Section 5.9.1.)

%3
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5.10 Hub Connection Status Monitor Function

The current connection status of the Ethernet module and hub, the transmission
speed, and the number of times the Ethernet module detected disconnection can be
checked at the following buffer memory addresses. (QJ71E71-100 only)

10BASE-T/100BASE-TX,
Full duplex/half duplex

<100000000000000C>

Ethernet module

External device

(1) Hub connection status area (Address: 201 (C9H))

Stores the current connection status of the QJ71E71-100 and hub and the
transmission speed.

b15 b14 b13 to b11 b10 b9 b8 to b0
Address: 201(C94) | | 3) ] | 2] 1]
1) Communication mode
0: Half duplex
1: Full duplex

2) Hub connection status
0: Hub not connected/disconnected
1: Hub connected
3) Data transmission speed
0: Operating at 10BASE-T
1: Operating at 100BASE-TX

(Bits other than above are reserved for system use.)

(2) Disconnection detection count storage area (Address: 20995
(5203H))
(a) Stores the number of disconnection detection times after initial processing is
completed (X19 turns ON).
Disconnection is detected in any of the following cases.
» Disconnection between Ethernet module and hub
+ Cable removal from hub side connector
* Hub power-off
+ Cable removal from Ethernet module side connector

(b) If an error has occurred 65536 times or more, a count stops at FFFFH
(65535).

Write "0" to this area using a sequence program to clear the stored value.
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5.11 Configuring a Network in Redundant System (Redundant System Support Function)

This section explains the functions and settings for use of the Ethernet module in the
redundant system. Refer to Section 2.5 for the system configuration.

POINT

If the Ethernet module is mounted on the extension base unit of the redundant
system, this section can be skipped.
The procedure of communication is the same as that of the single CPU system.

5.11.1 Issue of System Switching Request to Control System CPU

(1) "Issue of System Switching Request to Control System CPU"
This function issues a system switching request to the control system CPU when
the Ethernet module mounted on the main base unit of the control system CPU in
the redundant system detects a communication error or disconnection.

External device

r — T R J 5
System switching | Tracking cable J
request

(2) "System switching request issuing condition"
When any of the following conditions set in the redundant setting of GX
Developer is satisfied, the Ethernet module issues a system switching request to
the control system CPU. (Refer to Section 5.11.3 for the redundant setting.)

System switching request issuing condition Description

) After the connection is opened (after open processing),
o Existence check . .
Communication error the existence of the external device cannot be checked.
detection ) There is no ACK response from the external device
ULP timeout o .

within the TCP ULP timer value.

The cable connected to the Ethernet module was
disconnected. (QJ71E71-100 only)

Disconnection detection
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POINT

When any of the system switching request issuing conditions indicated in (2) of this

section is satisfied, the system is switched between the control system and standby

system. In either of the following cases, however, the system will not be switched if
the system switching request is issued from the Ethernet module.

» The standby system is already in a faulty status (e.g. power-off, reset or stop
error) (For the reasons for system switching, refer to the QnPRHCPU User's
Manual (Redundant System).)

* The network module redundant group settings have been mode for Ethernet
modules and either one is operating normally (For the "network module
redundant group setting", refer to the QnPRHCPU User's Manual (Redundant
System).)

(3) Issue of system switching request at "communication error"
The Ethernet module mounted on the main base unit of the control system CPU
monitors communication with the external device on each connection. When
detecting a communication error is it issues a system switching request to the
control system CPU.
(a) "Communication error at which system switching request is issued"
When either of the following communication errors occurs, the system
switching request is issued.

Communication error Description

. After the connection is opened (after open processing), the
Existence check

existence of the external device cannot be checked.

There is no ACK response from the external device within
the TCP ULP timer value.

ULP timeout

(b) "Target connection"
A communication error is detected on the connections set in the "system
switching settings when communication error occurs" in the redundant
setting of GX Developer. (Refer to Section 5.11.3 for the redundant
settings.)
The following connections can be the targets of monitoring.
» Connection No. 1to 16
» Automatic open UDP port
* FTP communication port
* GX Developer communication port (TCP, UDP)
* HTTP communication port
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(c) System switching request operation at "communication error"
The Ethernet module checks communication with the external device for an
error using the existence check function or TCP ULP timer.
The system switching request operation performed at a communication

error is described below.

External device

l Tracking cable

l

Externa

| device

Communication
error occurrence

System switching { Tracking cable
request

l

External device

L Tracking cable

1) During normal communication

2)

3)

System A is operating as a control system,
and system B as a standby system.

The external device is communicating with
the Ethernet module mounted on the main
base unit of the control system CPU. (3<1)

At error detection (*2)

When the Ethernet module mounted on
the main base unit of the control system
CPU detects the communication error that
occurred between the external device and
Ethernet module, it issues a system
switching request to the control system
CPU. (*:3)

After system switching

System A operates as a standby system,
and the system B as a control system.
The external device changes the
connection destination, and
communicates with the Ethernet module
mounted on the main base unit of the
control system CPU (System B).
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1 By connecting the external device and the Ethernet module mounted on the main
base unit of the standby system CPU via TCP, a standby system CPU side error
can be detected.

*2 System switching timing at communication error
The timing of issuing the system switching request to the control system CPU at a
communication error is shown below.

(a) System switching timing by "existence check"

Open completion signal
(Address: 5000+)

l\
—|
Ethernet module ! 1

Last

communication

1)

2)

Response message cannot be received
from external device
!

Existence Existence Existence

check check check

message message message
Target . Target , Target
existence | existence | existence

Ll
check starting | check interval | check interval ! Issue of system switching
Ll

interval timer ! timer value | timer value
request to control system CPU

value ! !
—P——Pe—

The Ethernet module makes an existence check on the external device
whose connection is open if communication is not made for a
predetermined period of time. (Refer to Section 5.2.2 for the existence
check function.)

If the Ethernet module cannot receive a response message from the
external device, it closes the corresponding connection and issues a
system switching request to the control system CPU.

(The above chart shows an existence check example of two resend
times.)

(b) System switching timing by "ULP timeout"

BUFSND instruction

BUFSND instruction

completion device+1

Ethernet module

Data

command

1)

in

«—

ACK s not returned from external device

<

lFirst retry lSecond ret

TCP resend i TCP resend i TCP resend

timer value ! timer value ! timer value o
—————p¢——Pe—— ¥ Issue of system switching request

to control system CPU

TCP ULP timer value

Y M ..

'
'
'
'
'
'
'
'
&
<
'

If ACK is not returned from the external device within the TCP ULP
timer period at TCP opening or data transmission, a transmission error
occurs and the Ethernet issues a system switching request to the
control system CPU. (Refer to Section 5.2.2 for the TCP ULP timer.)
(The above chart shows a setting example of two retries.)

*3 Set whether the system switching request will be issued or not to the control
system CPU in the redundant settings of GX Developer. (Refer to Section 5.11.3.)
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(4) Issue of system switching request at "disconnection detection"
The Ethernet module mounted on the main base unit of the control system CPU
monitors the connection status of the cable connected to the Ethernet module,
and on detection of disconnection, it issues a system switching request to the

control system CPU.

This function is available for the QJ71E71-100 only.

(a) "Disconnection detection at which system switching request is issued"
Disconnection is detected in any of the following cases.
» Disconnection between Ethernet module and hub
+ Cable removal from hub side connector

* Hub power-off

¢ Cable removal from Ethernet module side connector

(b) System switching request operation at "disconnection detection”
The Ethernet module always checks the connected cable for disconnection.
The system switching request operation performed at disconnection
detection is described below.

External device
 —

D|sconnect|on
occurrence x

Control system (System A)

Tracking cable J

l

External device

ol [

&=l

Tracking cable J

System switching l
request

l
(To next page)

1)

2)

Disconnection monitoring

The Ethernet module always checks the
connected cable for disconnection. (3 1)
The monitoring result is stored into the
hub connection status area (address: 201
(C9H)) of the buffer memory. (Refer to
Section 5.10.)

At disconnection detection (*<2)

When the Ethernet module mounted on
the main base unit of the control system
CPU detects disconnection, it executes a
disconnection status time check, and
when a disconnection status continues for
the period of cable disconnection timeout
setting, the Ethernet module issues a
system switching request to the control
system CPU. (3:3)
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(From previous page)

!

External device

3) After system switching
System A operates as a standby system,

=

= and system B as a control system.

ystem (System

| e
g g
gl =
E

system

a

B

g &
=
=

l Tracking cable

*1 When the cable is not connected from the start, the Ethernet module does not

regard it as disconnection. (Disconnection is detected only when normal status
turns to abnormal.)

*2 System switching timing at disconnection detection

The timing of issuing a system switching request to the control system CPU at
disconnection detection is shown below.

Disconnection
occurrence

Disconnection

Cable connection occurrence

Disconnection
detection start
after initial
processing
completion

Ethernet |
module

(Link down) (Link up) (Link down)

Disconnection Disconnection

'
LN
T
'
'
>

I Sy

<

' Cable disconnection:

1)

2)

3)

1 Cable disconnection :

timeout timeout

System switching request issued

to control system CPU
The Ethernet module starts disconnection detection after initial
processing completion.
On detection of disconnection, the Ethernet module performs a
disconnection status time check, and when a disconnection status
continues for the period of cable disconnection timeout setting, the
Ethernet module issues a system switching request to the control
system CPU.
When the disconnection status returns to normal within the cable
disconnection timeout setting, the Ethernet module does not issue a
system switching request.

3 Set whether the system switching request will be issued or not to the control
system CPU in the redundant setting of GX Developer. (Refer to Section 5.11.3.)
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5.11.2 Communication path bypass function

(1) Communication path bypass function

When any of the following redundant system-support applications is used, the

path where a communication error occurred can be automatically bypassed to

continue communication if an error occurs in communication with the Ethernet

module.

The user need not change from one communication path to the other.

 Application that operates on the OPS (except the MELSOFT products such as
GX Developer) 1

* GX Developer

» PX Developer monitor tool

For the compatible versions and available functions, refer to the manual of the

corresponding application.

*1 The Ethernet module can communicate with the OPS using the user
connection for OPS connection.
Set the user connection for OPS connection in the open settings of GX
Developer. (Refer to Section 5.5.)
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(2) Example of redundant system-support application operation at
occurrence of communication error
The following provides an example of redundant system-support application
operation performed when an error occurs during communication with the control

system CPU.

External device

—J| Redundant
system-support
application

l Tracking cable J

l

External device

Redundant
system-support
application

(1) Path is bypassed to make access to control system CPU.
(2) Communication with control system CPU is continued using
tracking cable.

1) During normal communication

Station No. 1 is operating as a control
system, and station No. 2 as a standby
system.

The redundant system-support application
is communicating with the control system
CPU.

2) At communication error occurrence

Station No. 1 is operating as a control
system, and station No. 2 as a standby
system.

(Without system switching) (1)

[Operation of redundant system-support
application]

Since a communication error occurred
between the redundant system-support
application and the Ethernet module
mounted on the main base unit of the
control system CPU, the redundant
system-support application changes the
communication path automatically and
communicates with the control system
CPU via the standby system CPU.

[Operation of standby system CPU]

Since the received data is addressed to
the control system CPU, data is relayed to
the control system CPU via the tracking
cable.

1 Set whether the system switching request

will be issued or not to the control system
CPU in the redundant settings of GX
Developer. (Refer to Section 5.11.3.)
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5.11.3 Setting for using Ethernet module in redundant system

This section describes the setting of GX Developer when using the Ethernet module in
the redundant system.

(1) Setting the number of Ethernet/CC IE/MELSECNET cards
The following describes the setting for the number of the Ethernet/CC IE/
MELSECNET modules of GX Developer.
In this section, only the parts different from the single CPU system are described.
For setting the number of Ethernet/CC IE/MELSECNET modules, refer to Section
4.6.

[Starting procedure]
[GX Developer] — [Network param] — | Ethernet/CC IE/MELSECNET]|

[Setting screen]

Network parameters Setting the number of Ethernet/CC IE/MELSECNET cards. - (Ol x|

Madule 1 Module 2 Module 3
Network type Etheinst [Main base) + [None ~ [Mone - [N

Starting 1/0 No, 0000
Network No. 1
Total stations
Group Ho, 0
Station No. 1
hods On e - - -

Operational settings

Initial setfings

Necessaly seftingl Nossting 7 Aleadyset | Setifitisnseded| Hossting / Alsadysst |

Valld module =
Start1/0 No. © b FT

Interlik fransmission parameers|  Please input the starting 140 Me. of the module in HEX(16 bit) fom

Acknowedge KV assignment | Fouting paremeters | Assigmertimage | Group Setngs|  Check | td | cened |

4| | |

(@) Network type
Select "Ethernet (Main base)".

(b) Station No.
Set station No. of the Ethernet module of the system A.
Set the station No. of the Ethernet module of the system B in the redundant
setting. (Refer to Section 5.11.3(2))

(c) Mode
Select mode of the Ethernet module of the system A.
Set mode of the Ethernet module of the system B in the redundant setting.
(Refer to Section 5.11.3(2))
When using the redundant system in backup mode, the same mode should
be set to the system A and the system B.
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(d) Operational settings
The IP address set in "Operational settings" is the IP address of the
Ethernet module of the system A.
Set the IP address of the Ethernet module of the system B in the redundant
setting. (Refer to Section 5.11.3(2))

Redundant settings
This section explains the redundant settings of GX Developer.

[Starting procedure]
[Setting the number of Ethernet/CC IE/MELSECNET cards] —
| Redundant settings | — "Redundant settings screen”

[Setting screen]

Redundant settings
rEEm - [7 lssue system swich in Cable disconnection timeout
P e sei A Cable disconnection timeout seting J20  sec (0 0sec - 30kec)
Station number |1 I™ Issue system switch in communication ermor
Mode ,m [~ System switching settings when emor
Fiedbulfer |~
e e e s el Setting | Protocol Open system Fixed buffer | Commuication ||
procedue
Stationrumber [ LD x = x =
Made foire =] = = 5 = S
- = = = =
1P address settings 7 = = =l = S
Input format | DEC. d I Enable auto open UDP port("]
System A I Enable G Developer UDP commurication por)
[E2 \ﬂ- o564 I™ Enable G Developer TP communication port
I= Enable FTF commurication port
Sl IT Enable HTTP communication port
] o ] =5 It i necessary to set the remote password if the system switch
selting during communication eror s enabled n [
Check End Cancel
[Setting items]
Iltem name Description

System B settings

Set the station number and IP address of the Ethernet module mounted on the system B.

Issue system switch in Cable
disconnection timeout

Set whether a system switching request will be issued or not to the control system CPU at
disconnection detection.

Issue system switch in
communication error

Set whether a system switching request will be issued or not to the control system CPU at
a communication error.

5-100

(a) System B settings
Set the station number, mode and IP address of the Ethernet module
mounted on the system B.
The setting method is the same as that of the Ethernet module mounted on
system A.
Refer to Section 4.6 and Section 4.7.
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POINT

(1) Set different station numbers and IP addresses to system A and system B.

(2) When using the redundant system in the backup mode, set the operation
mode of system A as that of system B.
If the mode of the Ethernet module differs between system A and system B,
an error will occur in the redundant CPU.

(3) For the Ethernet module settings other than the station number, mode and IP
address, use the same data for system A and system B.

(4) Set the station number, mode and IP address of the Ethernet module
mounted on System A in "Setting the number of Ethernet/CC IE/
MELSECNET cards" and "Operational settings".

(b) "Issue system switch in Cable disconnection timeout"
When this setting is made valid, the Ethernet module issues a system
switching request to the control system CPU when a disconnection status
continues for a period of disconnection monitoring time after detection of
the disconnection.
Refer to Section 5.11.1 for system switching at disconnection detection.

ltem Description Setting range/choices
Issue system switch in  |Set whether a system switching request will [« Checked (System switching request is issued)
Cable disconnection be issued or not at disconnection detection. [+ Not checked (System switching request is not
timeout issued)
(Default: Checked)
Cable disconnection Set the time from when disconnection is 0.0s to 30.0s
timeout setting detected until the system switching request is [(Default: 2.0s)
issued to the control system CPU.

POINT

Set the cable disconnection timeout setting to several seconds to several ten
seconds.

If it is shorter than the above, a system switching request may be generated due to
noise, etc.

(c) "Issue system switch in communication error”
When this setting is made valid, the Ethernet module issues a system
switching request to the control system CPU when a communication error
is detected on the connection set in the "system switching settings when
communication error occurs".
Refer to Section 5.11.1 for system switching at communication error.

Iltem Description Setting range/choices

Issue system switch in  |Set whether a system switching request will [« Checked (System switching request is issued)

communication error be issued or not at communication error. * Not checked (System switching request is not
issued)
(Default: Not checked)

System switching Set the target connection whose Check the target connection.

settings when communication error will cause a system (Default: Not checked)

communication error switching request to be issued.

occurs k13k2%3
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The settings of the automatic open UDP port and GX Developer communication UDP

port are made valid when the following conditions are satisfied.

1) The remote password setting is valid.

2) The remote password is canceled.

When the above conditions are not satisfied, a system switching request is not issued

if a communication error occurs on the target connection.

Do not set the following connection as the target connection. (Do not check its check

box.)

* |nitial timing setting of operation setting : "Always waiting for OPEN (communication
enabled during STOP)"

* Protocol of open setting :"UbP"

» Existence check of open setting : "Check"

If the above connection is set as the target connection, system switching may occur

consecutively in the redundant system when a communication error occurs due to

cable disconnection or external device power-off.

It is recommended not to set the connection, which has been set to "MELSOFT

connection" in the open system of the open setting, as the target connection. (Do not

check the check box.)

If the above connection is set as the target connection, all the MELSOFT products

connected to the network will be targets, and therefore, the target external device

(MELSOFT product) cannot be identified.

5-102
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5.11.4 Buffer memory for redundant system support function

The redundant setting status of GX Developer can be checked in the following buffer
memory areas.

(1)

)

"Issue system switch in Cable disconnection timeout" (Address:
20992 (5200H))

Stores the setting status of "Issue system switch in Cable disconnection timeout".
0: Not set

1: Set

Disconnection timeout setting (Address: 20993 (5201H))
Stores the setting status of the "disconnection timeout setting".

Set time = set value X 500ms

(Example) When the set time is 2s, the storage value is 4H.

"System switching settings when communication error occurs"
(Connection for user) (Address: 21008 (5210H))

Stores the setting status of "System switching settings when communication error
occurs" to the connection for user.

0: Not set

1: Set

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 bl

addressiztooss2o0) | [ | | [ [ L LT[ [ ]|

Address: 21009(5211H)
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(4)

T— Connection No. 1
Connection No. 2
l
Connection No. 16

"System switching settings when communication error occurs"
(Connection for system) (Address: 21009 (5211H))

Stores the setting status of "System switching settings when communication error
occurs" to the connection for system.

0: Not set

1: Set

to b5 b4 b3 b2 b1 b0

(For system) RN

T— Automatic open UDP port

GX Developer communication
UDP port

GX Developer communication
TCP port

FTP communication port

HTTP communication port

s MELSOFT connection included
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5.11.5 Data communication for using Ethernet module in redundant system

This section describes data communication made when the Ethernet module is
mounted on the main base unit of a redundant system.

For other than the following, data communication can be made in the same manner as
when the Ethernet module is mounted on the main base unit of a single CPU system.
Refer to the explanation item of the corresponding function.

(1) "Initial processing"
(a) Execution of initial processing
Make settings for data communication using GX Developer, write the same
parameters to the control system CPU and standby system CPU, and then
simultaneously reset the both redundant CPUs.
Note that different station numbers and IP addresses must be set to system
A and system B. (Refer to Section 5.11.3.)

(b) When performing re-initial processing (Refer to Section 5.2.3)

Do not change the local station IP address and operation settings.

If they are changed, normal communication cannot be made.

1)  When using the UINI instruction
Execute the instruction after specifying "OH" for the change target
((S1+2) of the control data.

2) When directly writing to buffer memory
Write "1" to bit 15 of the communication condition setting area
(address: 1FH) without changing the set value of the buffer memory
area.

(c) Initial processing by I/O signal
Since the output signal (Y) turns off in the standby system CPU, initial
processing by 1/O signal is unavailable.
Set the network parameters of GX Developer and perform initial
processing. (Refer to Section 5.2.)

(2) "Open/close processing"
(@) When making communication via TCP/IP

Place the Ethernet module in an open waiting status (Passive open), and
perform open/close processing from the external device.
When Active open processing is performed from the Ethernet module,
close processing is performed from the Ethernet module, but if system
switching occurs before execution of close processing, close processing
cannot be executed.
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(b) When using user connection to communicate with standby system (For

communication using MC protocol or random access buffer)

1) Operation setting (Refer to Section 4.7)
Set the initial timing setting to "Always waiting for OPEN
(communication enabled during STOP)".

2) Open setting (Refer to Section 5.5)
When making TCP/IP communication, set the open system to
"Unpassive or Fullpassive".

(c) Open/close processing by 1/O signal
Since the output signal (Y) turns off in the standby system CPU, open/close
processing by 1/O signal is unavailable.
Set the initial timing setting of the operation setting to "Always waiting for
OPEN (communication enabled during STOP)", or use the dedicated
instruction (OPEN/CLOSE instruction). (Refer to Section 5.6.)

POINT

When using the user connection for communication, it is recommended to prepare
the connections for communication with system A and for communication with
system B.

If a communication error occurs in the host system or the system switching occurs,
the above enables immediate communication with the other system.

On the Ethernet module, up to 16 user connections can be set.
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(3) "Communication using MC protocol”
The QnA-compatible 3E frame or 4E frame can be used to access the control
system/standby system or system A/system B.
For the message format and data specification method, refer to the Reference
Manual.
(a) Operation performed for access to control system/standby system or
system A/system B
1) When system switching occurred (Example of access to control system

CPU)
External device 1) The external device connects to the
QnA-compatible 3E frame .
E =I| - Request destination Ethernet module mounted on the main
dule 1/0 No. : 03D0 .
Access to | NewokNo. . oon base unit of the control system CPU and
« PC No. : FF
° ! makes access to the control system CPU.
; O

(@]
e}
3
2
=
=
(2]
<
(2}
@
o | @
3
o |~
(2]
<
(2]
a
@
3
>
=

£l

Ser—mig
MG ENCEETINE
NENGEENCE]

[ Tracking cable
l (System switching occurrence)

External device ; ;
— T GrAcompatiols 3E ame 2) If system switching occurs, the external

Access to control + Request destination device automatically continues access to

. . dule 1/0 No. : 03DOH
system is continued . motw KN 100 . B
via tracking cable. | ; Network No. 00 the control system via the tracking cable.

However, when the communication line
with the connection destination is faulty or
the standby system is powered off, for
example, the connection destination must
be changed on the external device side.

Standby system (System A)

11

[
I=[1&5]s)s!
[&ol=[e5]s =
(616 %]

Tracking cable J

— [

2) For access to the system that is not the connection destination
(Example of connection to control system and access to standby
system CPU)

External device Qn-compatile 3 frame 1) The external device connects to the
* Request destination .
module /ONo.  :03D1H Ethernet module mounted on the main
Access to » Network No. 00H .
standby system - PC No. - FFu base unit of the control system CPU and
_________ . makes access to the standby system CPU
] | i i
Accessible if communication via the traCKIng cable.
line is faulty This enables access if the communication

line between the external device and

system (System A) Standb standby system is faulty.
0 5 @
2 Y
bl
[ Tracking cable
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(b)

Communication procedure example for access to control system CPU in
redundant system

The following shows a communication procedure example for access to the
control system CPU in the redundant system.

Place the Ethernet module in an open waiting status and perform
open/close processing from the external device.

( Communication procedure example )

v

‘ Perform open processing with System A. I

ON:
System A is control
system

Is SM1515 ON?
(Operation system type)

Is SM1516 ON?
(Operation system type)

v

| Perform open processing with System B. I

OFF: System A is standby system

TRK. CABLE ERR. occurred.
Refer to QnPRHCPU User's Manual
(Redundant System) for details.

OFF

ON: System A is standby system

ON:
System B is control
system Is SM1515 ON?

(Operation system type)

OFF: System B is
standby system

Is SM1516 ON?
(Operation system type)

OFF

ON: System B is standby system

number: 03D0H

Send command message.
Request destination module 1/0O

Send command message.
Request destination module 1/0
number: 03DOH

Is response message
normally terminated?

Is response message
normally terminated?

YES YES
Is it repeated? Is it repeated?
NO NO

‘ Close system A. I | Close system B. I
‘ Close system A. I | Close system B. I

le |

v
( End )
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Precautions for writing parameter file or program file
1) Be sure to write the same file to system A and system B.

An error will occur if different files are written or a file is written to only
one system.

2) Write a parameter file or program file when the operating status of the

CPU is "STOP".

3) Perform file write in the following procedure.

( Start '

Set the control system CPU to STOP by remote
operation.

+ A continue error occurs in the
standby system CPU.

Set the standby system CPU to STOP by remote
operation.

Execute file write to the control system CPU.
Execute file write to the standby system CPU.

Set the standby system CPU to RUN by remote
operation.

Set the control system CPU to RUN by remote
operation.

Clear the error of the standby system CPU. (%2)

( Complete )

k1 After writing a parameter file, simultaneously reset the both redundant
CPUs.

*k2 When the operation status of the control system CPU is switched from
STOP to RUN, check the error status of the standby system CPU, and
if an error has occurred, set the error code (6010H) to SD50, and then
turn on SM50 to clear the error.
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(4) "Communication via fixed buffer"
(a) Receive processing in standby system
When data is sent to the Ethernet module mounted on the standby system,
the data received by the Ethernet module is discarded and data receive
processing is not performed.
(The fixed buffer receive completion signal (corresponding bit of address:
5005H) does not turn on.)

(b) Receive processing in interrupt program
When the control system is switched to the standby system by of system
switching before execution of an interrupt program, the interrupt factor is
held.
When the system switching occurs again and the standby system is
switched to the control system by the interrupt program is executed by the
held interrupt factor.
(The interrupt factor is not transferred to the other system.)

(c) When data is sent from external device
1)  When communication procedure is "with procedure"
If a response timeout to the Ethernet module occurs, change the
connection destination to the other system and send data.
2) When communication procedure is "without procedure”
Send the same data to both the control system and standby system.

The following shows a transmission procedure example when data is
transmitted to the redundant system via the fixed buffer (with procedure).

Fixed buffer transmission procedure
(With procedure)

Y

Send data to system A.

YES

Has timeoumcwy

NO

A4 Y

Receive a response from
system A.

Send data to system B.

YES

Has timeouw

NO

Y

Error occurrence
system B.

Receive a response from I
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POINT

Note the following when executing re-transmission processing at system switching.
(1)  When making communication while synchronizing transmission and reception
During communication, system switching may occur with transmission and
reception not synchronized.
When system switching has occurred, resume communication after initializing
synchronization to ensure safety.
(2) When using the dedicated instruction
Since whether the execution of the write instruction is completed or not is
difficult to judge, the same instruction must be executed again.
In this case, note that the same instruction may be executed twice.

(5) "Communication via random access buffer"
The buffer memory of the Ethernet module is not tracked. Therefore, when
writing data to the random access buffer, write the same data to the control
system and standby system.

(6) "When using e-mail function"
(@) Receive of e-mail

1) After receiving an e-mail by the Ethernet module, send a reply mail to
the mail transmission source so that the mail transmission source
confirms that it received the e-mail.

If receipt cannot be confirmed, send the e-mail again.

2) After the MRECYV instruction is executed, the read e-mail is deleted
from the mail server. Therefore, when system switching occurs during
execution of the MRECYV instruction, the mail may not be received by
the new control system CPU after system switching if the MRECV
instruction is re-executed. (The e-mail has been deleted from the mail
server.)
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(b) E-mail receive program example
In the following program, turning on X21 causes the Ethernet module
mounted in the position of 1/0 signal X/Y0O0 to X/Y1F to receive an e-mail by
execution of the MRECYV instruction and then send a reply mail to the
transmission source by execution of the MSEND instruction.
For the e-mail function, refer to Chapter 2 in the User's Manual
(Application).

X21
! [SET 60
M60  U0\G9858. F
— | {} {HovP  H200 Do Specifies inquiry to server.
[MovP Ko D2 Specifies read of first mail.
Move ko Y Specifies matching to data length of
received mail.
{MovP KO D10 Specifies matching to head data
length of received mail.
{ZP. MRECY “uo” DO D100 MO Reads received mail.
{RsT 460
o n . .
— | raa (70 Normal receive of e-mail
" . :
f QW71 Unsuccessful receive of e-mail
70
— [$HOWP  “NAIL RECV OK” D207 Text data (normal)
M7
} [$MOVP  "NAIL RECV NG” D207 Text data (abnormal)
70 "
- {MovP  H1000 D20 Specifies text.
M " . N
— } [Move K1 D22 Specifies transmission destination No.
[HOVP K14 D29 Specifies transmission data length.
Move K7 D30 Specifies subject length.
{$MOVP  "E71 recv mail” D200 Specifies subject.
[ ZP. MSEND “Uo” D20 D200 10 Sends e-mail.
Mo M1 .
_— ) (120 Normal completion
R
— | (h21 Unsuccessful completion

(c) When using reporting function
Since a reporting mail may be sent from both the control system and
standby system in either of the following conditions, perform the processing
that will discard the overlapping mail on the receive side personal
computer. <1
» When the CPU operation status is set to the reporting condition
* When the device data set to the reporting condition is tracked

**1 By setting the following SM devices as reporting conditions, the system
of the redundant system can be identified by a reporting mail, and the
devices can be used as conditions for identifying which system sent
the overlapping mail.

« SM1511 (System A identification flag)
+ SM1512 (System B identification flag)
* SM1515, SM1516 (Operation system type)
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(7) "When communication is made via CC-Link IE controller network,
MELSECNET/H or MELSECNET/10"

(@) When redundant system is on network
When making access via redundant system, note that the routing
parameter setting must be changed by the RTWRITE instruction at the
request source station or relay station at the time of system switching.
(Refer to (b) below.)

(b) When access is made via redundant system
The routing parameter setting must be set to the request source station or
relay station to access other station via Ethernet using the CC-Link IE
controller network, MELSECNET/H, MELSECNET/10 relay communication
function. (Refer to Chapter 3 in the User's Manual (Application).)
When making access via the redundant system, set the station, which
becomes a control system, as a routing station.

Request source station Network parameter setting
Ethernet Transfer destination | Relay destination | Relay destination
module | |network No. network No. station No.
QcPU Station
No. 3 1 2 1
Network No. 2
- ]
Control system | Standby system
Ethernet | Ethernet Ethernet | Ethernet
QnPRH | module | module QnPRH | module | module
CPU Station Station CPU Station Station
No. 1 No. 1 No. 2 No. 2

Network No. 1
[, |

Request destination
station

Ethernet

module
QCPU Station

No. 3

Change the routing parameter setting with the RTWRITE instruction at the
relay source station or relay station so that access is made via the station of
the new control system after system switching when system switching
occurs. (For the RTWRITE instruction, refer to the QCPU (Q
Mode)/QnACPU Programming Manual (Common Instructions).)

Request source station Network parameter setting
Ethernet Transfer destination | Relay destination | Relay destination
QCPU rgtOlz,Ule «— | network No. network No. station No.
ation
No. 3 1 2 1- 2

\

Change using
RTWRITE instruction.

Network No. 2
D ‘

Standby system Control system

Ethernet | Ethernet Ethernet | Ethernet
QnPRH | module module QnPRH [ module module
CPU Station Station CPU Station Station
No. 1 No. 1 No. 2 No. 2
O Network No. 1 .
Request destination
station
Ethernet
module
QcPU Station
No. 3
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(8) "When QCPU accesses programmable controller of another station
using data link instruction”
(@) Redundant system-compatible data link instructions
1) By specifying the target station CPU type of the control data in any of
the following data link instructions, access can be made to the control
system/standby system or system A/system B. (Refer to Chapter 4 or
Chapter 6 of the User's Manual (Application) for the data link
instructions.)
* READ/SREAD instruction
+ WRITE/SWRITE instruction
» REQ instruction
2) Operation performed for access to control system/standby system or
system A/system B (Example of executing the READ instruction)
Since the received command is addressed to the control system CPU
(target station CPU type: 3D0H) when the target station is in the
standby system, data is relayed to the control system CPU via the
tracking cable to read the data of the control system CPU.

QCPU E71
H HREADH
|
/ v (Local station)
t lJZZZIZ:Z:ZZ:ZZZf i
Control system Standby system (Target station)

(b) Processing at error completion
In case that the data link instruction is executed for the specified station
(control system CPU/standby system CPU) in the redundant system and
that target station causes system switching the data link instruction may
result in error completion. (Error code: 4244+, 4248H)
If the data link instruction results in error completion due to the above error,
execute the data link instruction again.
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SEND instruction
1) Execution of SEND instruction

2)

When the target station is in a redundant system, the communication
request source station must identify that the target station is the control
system to execute the SEND instruction.

When the target station is the standby system, the target station
storage channel cannot be used since the RECV instruction is not
executed at the target station after data is sent by the SEND
instruction. (Channel being used)

When performing broadcast

When a redundant system exists on the network where a broadcast is
performed, the storage channel cannot be used since the RECV
instruction is not executed for the standby system. (Channel being
used)

RECYV instruction, interrupt program (RECVS instruction)

When the SEND instruction is executed for the redundant system, the
processing of the RECV instruction or interrupt program (RECVS
instruction) changes depending on the following condition.

1)

2)

When system switching occurs between execution of the SEND
instruction for the control system and execution of the RECV
instruction or interrupt program

When the control system is switched to the standby system by system
switching before execution of the RECV instruction or interrupt
program, it holds the RECV instruction execution request area
(address: 205 (CDH)) of the buffer memory or the interrupt factor
(interrupt pointer) of the interrupt program.

When system switching occurs again and the standby system is
switched to the control system, the RECV instruction or interrupt
program is executed using the held RECV instruction execution
request area of the buffer memory or the interrupt factor of the interrupt
program.

When the SEND instruction is executed for the standby system

When the standby system receives data from the transmission station,
it holds the RECV instruction execution request area (address: 205
(CDn)) of the buffer memory and the interrupt factor (interrupt pointer)
of the interrupt program.

Therefore, when the standby system is switched to the control system
by system switching, the RECV instruction or interrupt program is
executed using the held RECV instruction execution request area of
the buffer memory and the interrupt factor of the interrupt program.
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(9) "When using file transfer (FTP server) function”
(@) When writing parameter file or program file

1) Be sure to write the same file to system A and system B.
An error will occur if different files are written or a file is written to only
one system.

2) Write a parameter file or program file when the operating status of the
CPU is "STOP".

3) Perform file write in the following procedure.

( Start '

Log in to the Ethernet module mounted on the main
base unit of the system A CPU.
Log in to the Ethernet module mounted on the main
base unit of the system B CPU.

;

Set the system A CPU to STOP by remote operation.
Set the system B CPU to STOP by remote operation.

- A continue error occurs in the
standby system CPU.

Execute file write to the system A CPU.
Execute file write to the system B CPU.

Set the system A CPU to RUN by remote operation.
Set the system B CPU to RUN by remote operation.

Log out from the Ethernet module mounted on the main
base unit of the system A CPU.
Log out from the Ethernet module mounted on the main
base unit of the system B CPU.

!

Clear the error of the standby system CPU. (2)

!
( Complete )

%1 After writing a parameter file, simultaneously reset the both redundant CPUs.

*k2  When the operation status of the control system CPU is switched from STOP to
RUN, check the error status of the standby system CPU, and if an error has
occurred, set the error code (6010H) to SD50, and then turn on SM50 to clear the
error.

(10) "When using dedicated instruction”
If system switching occurs during execution of the dedicated instruction, the
dedicated instruction may not be completed.
In this case, execute the dedicated instruction again from the new control system
CPU after system switching.
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6 COMMUNICATION USING THE MC PROTOCOL

This chapter explains an overview of the MELSEC communication protocol (hereinafter
referred to as the MC protocol).

See the following manual for details on the data communication function using the MC
protocol:

MELSEC Communication Protocol Reference Manual (SH-080008)

6.1 Data Communication Function

The MC protocol is the abbreviated name of the MELSEC protocol that is a
communication system for the Q series programmable controllers. Using this protocol,
the external devices can read or write device data and programs from/to the
programmable controller CPUs via the Q series Ethernet module or Q series serial
communication module.

Any external devices on which application programs can be installed and which can
send and receive data in accordance with the MELSEC programmable controller
protocol can communicate with the programmable controller CPUs using the MC
protocol.

6.1.1 Accessing the programmable controller CPUs using the MC protocol

This section explains the main functions for accessing the programmable
controller CPUs using the MC protocol.

On the programmable controller side, the Ethernet module sends and receives
data based on commands from the external devices.

Thus, the programmable controller CPU side does not require sequence
programs for data communication.

(1) Data read/write
This function reads/writes data from/to the programmable controller CPU device
memory of the local station or another station on the CC-Link IE controller
network, MELSECNET/H, MELSECNET/10 as well as the intelligent function
module buffer memory.
By reading and writing data, the programmable controller CPU operation
monitoring, data analysis and production management can be performed on the
external device side.
Also, production instructions can be executed from the external device side.

(2) File read/ write
This function reads and writes files such as sequence programs and parameter
files that are stored in the programmable controller CPU.
By reading and writing these files, the file management for the QCPU and the
QnACPUs of other stations can be performed on the external station side.
Also, execution programs can be changed (replaced) from the external device
side.
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(3) Remote control of the programmable controller CPU
This function executes remote RUN/STOP/PAUSE/latch clear/reset operations.
Remote operations of the programmable controller CPU can be performed from
the external device side using the programmable controller CPU remote control
function.

Function

Communication using the MC
protocol

Communication using 4E frame

Communication using ASCII code

Communication using QnA compatible 3E frame o . ’
Communication using binary code

Communication using A compatible 1E frame

Batch read/write in bit/word units
Device memory monitoring

Device memory read/write Multiple block batch read/write
Read/write by extension designation

Other station access via a network system
Read/write of the Ethernet module buffer memory

Read/write of the intelligent function module buffer memory

Read/write of the sequence program files

Status control of the programmable controller CPU (remote RUN/STOP, etc.)

6.1.2 Message format and control procedure for data communication

The data communication functions using the MC protocol correspond to the functions
for reading/writing data in the programmable controller CPU supported by the A/QnA
series Ethernet interface modules.
Therefore, the message format and control procedure are the same as when
accessing the programmable controller using A/QnA series Ethernet interface
modules.
+ Communication using QnA compatible 3E frame

This message format is used for the QnA series Ethernet interface modules
» Communication using A compatible 1E frame

This message format is used for the A series Ethernet interface modules
The external device side can access the Q series programmable controller with a
program used for accessing the programmable controller via A/QnA series Ethernet
interface module.

(Example)
Header g Text (Command) Header g Text (response)
s T LI I T T T T T
B 2 52 B 2l 0
c IP TCP 5 PC| ACPU . ° € c IP TCP S| 3 Read data
2 / @ | No. |monitoring Head device é 2 2 / 2B
w UDP timer 58 o ubP ©
(14 bytes)| (20 bytes; =z 5 (14 bytes] (20 bytes g—
© S
L H|L—-——-—H o
00H | FFH | OAH | OOH |64r00HOOHO0H20H4OH OCH | 00H 80H | 0O0H |10H10H10H10 1010 10H

(Command message for the A compatible 1E frame) (Response message for the A compatible 1E frame)

POINT

The following manual is available for performing data communication using the MC

protocol.
Q Corresponding MELSEC Communication Protocol Reference Manual (sold

separately)
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6.1.3 Programmable controller CPU setting for performing data communication

Data communication via MC protocol is enabled by making the following settings using
GX Developer and writing the parameters to the programmable controller CPU.

1) Setting the number of Ethernet/CC IE/MELSECNET cards (see Section 4.6)
2) Initial settings (see Section 5.2)

3) Open settings (see Section 5.5)

POINT

(1) By using the automatic open UDP ports of the Ethernet module,
communication using the MC protocol can be performed regardless of the
RUN/STOP status of the programmable controller CPU.

When the automatic open UDP ports are not used, connect the user open port
first and perform data communication referring to Chapter 4, "Settings and
Procedures Prior to Starting the Operation" and Chapter 5, "Communication
Procedure" of this manual.

(2) When writing from an external device to the programmable controller CPU, the
enable/disable write at CPU RUN time setting can be set using the GX
Developer "Ethernet operational settings" parameters.

* When writing data to the remote I/O station of the MELSECNET/H, set the

enable/disable write at CPU RUN time parameter to "Enable".
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6.1.4 Applicability of multiple CPU system or redundant system

When the external device accesses the QPU in a multiple CPU system or redundant
system, specifying the target QCPU with the "request destination module 1/O number"
in the QnA-compatible 3E frame or 4E frame for MC protocol enables access to the
control CPU or non-control CPU of the multiple CPU system or to the control system
CPU/standby system CPU or system A CPU/system B CPU of the redundant system.
Refer to the Reference Manual for details.

Refer to Chapter 2 of this manual for the system configuration.

(Example) When multiple system CPU No. 1 is specified

LI S B B T
Request data area

Network No.
|

Header
Subheader —
PC No
Request
destination
Command

module 1/0 No.
Number of

Subcommand
device points

module station No. |
Device code
Head device

T Request destination |

1 I
H - - L|H - - L|H--L/H--1 'Ho— - == L'H - - L
0018/{0010/0 401000 1/M%000 10 01000 8
30130143114.38H301 3014314 301{30134+,301 3143013013013 1+ DH2Aw 304301301 3143014304304301301,38H

H LIH L|H - - L

500 00 O[F F|[0O 3 E 0
[35130143014.301{301, 301461 46+{30143314 4543043

w
So r

S o
5

(Command message for QnA compatible 3E frame)

REMARKS

* When using the Ethernet module in a multiple CPU system, set the QCPU
controlling the Ethernet module (hereinafter referred to as the control CPU)
through GX Developer.

* Itis possible to mount an Ethernet module of function version A on a multiple CPU
system, in which case the access is limited to the control CPU (CPU No.1).

* When the Ethernet module is mounted on the extension base unit of the
redundant system, the access target (control system CPU or standby system CPU
and system A CPU or system B CPU) that can be specified varies depending on
each command.

For details, refer to QnPRHCPU User’s Manual (Redundant System) "Appendix 7
Cautions on Communications Made via Module on Extension Base Unit".

6.1.5 Support for the QCPU remote password function

When the following parameters have been set for the Ethernet module mounted on the

QCPU, the Ethernet module performs the remote password check when the external

device accesses the programmable controller:

(QCPU parameter settings)

* When a remote password is set in the QCPU

» When the connection that is communicating data with the external device is set as a
target for the remote password check

Section 5.9 of this manual explains the remote password subject to the password
check, data communication procedure and the unlock/lock processing for the remote
password.

Refer to Section 5.9 first if the connection that is communicating data with the external
device is set as a target for the remote password check.
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6.2 Utilizing the MX Component

If the external device is a PC running one of the basic operation systems below, it is
possible to create a communication program for the external device without
considering the detailed MC protocol (transmission/reception procedures) using one of
the following separately sold communication support tools.

Refer to Appendix 9 for the overview of MX Component.

(Supported basic operation systems)

« Microsoft® Windows® 95 Operating System

« Microsoft® Windows® 98 Operating System

« Microsoft® Windows NT® Workstation Operating System Version 4.0

« Microsoft® Windows® Millennium Edition Operating System

« Microsoft® Windows® 2000 Professional Operating System

« Microsoft® Windows® XP Professional Operating System

« Microsoft® Windows® XP Home Edition Operating System

« Microsoft® Windows Vista® Home Basic Operating System

« Microsoft® Windows Vista® Home Premium Operating System

« Microsoft® Windows Vista® Business Operating System

« Microsoft® Windows Vista® Ultimate Operating System

« Microsoft® Windows Vista® Enterprise Operating System

* Depending on the version of MX Component used, different operating systems are
supported.
See the manual of MX Component for details.

(Communication support tools)
* MX Component (SWOD5C-ACT-E or later.)
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7 FIXED BUFFER COMMUNICATION (WITH THE PROCEDURE EXIST
CONTROL METHOQOD)

This chapter explains how the programmable controller CPU and external device
communicate in a 1:1 mode using the fixed buffers (with the procedure exist control
method) of the Ethernet module.

7.1 Control Method

The following explains how communication is performed using the fixed buffers and the
procedure exist control method.

In the communication processing using the fixed buffers, data transmission from the
programmable controller CPU and the external device is executed through

handshaking.
(1) The data flow in the communication processing is as follows.
BUFSND [
instruction Fixed buffer
No. 1
> No. 2 External device
Programmable No. 3
controller -
CPU < No. 4
BUFRCV to
instruction
No. 16

(2) Data can be communicated with the following external devices.
» Device on the Ethernet to which the Ethernet module is connected.
» Devices connected with the router relay function (see Section 5.3)
As shown in the diagram below, when using each fixed buffer (No. 1 to 16), the
destination devices and usage conditions (for sending/receiving, procedure
exist/no procedure, etc.) should be set when the connection via the Ethernet
module is opened to fix the external device for each buffer.

(a) At TCP/IP communication
It is allowed to change external devices only when the open completion
signal of the applicable connection is off.

(b) At UDP/IP communication
External devices can be changed regardless of the status of the applicable
connection.
("Destination IP address" and "Destination Port No." in the communication
address setting area can be changed. However, the "Local station Port No."
cannot be changed.)
When changing external devices, do not use the "Pairing open" and
"Existence confirmation" functions.

Fixed buffer No. 1 For sending to external device 1

— External device 1
For receiving from external

Fixed buffer No. 2

device 1
Fixed buffer No. 3 For_recelvmg from external External device 8
device 8
to to

For sending to external

Fixed buffer No. 16 device 28

» External device 28
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POINT

In communication where the procedure exist control method is selected, the data

can be communicated by the following methods after the open processing is

completed.

* Fixed buffer communication with the procedure exist control method (sending or
receiving)

» Communication using the random access buffers

« Communication using the MC protocol

(3) At data sending/receiving, the Ethernet module performs the following processing.

(a) At data sending
When the programmable controller CPU executes the dedicated BUFSND
instruction (*1) in a sequence program, the Ethernet module sends data of
the applicable fixed buffer (No. n) to the external device that is specified in
the communication address setting area (addresses: 28+ to 5FH and 5038+
to 506FH) corresponding to fixed buffer No. n (%:2).

(b) At data receiving
The Ethernet module processes the received data if the data is received
from an external device set in the communication setting area that
corresponds to fixed buffer No. n. (*:2)
If data is received from an external device not set in the connection
information area of the buffer memory, the Ethernet module does not
request to read the receive data to the programmable controller CPU side.

*1 For details on the dedicated instructions, see Chapter 10, "Dedicated
Instructions".

*2 In case of TCP/IP Unpassive open, data is communicated with an 7
external device stored in the connection information area
corresponding to fixed buffer No. n.

POINT

When the Ethernet module stores the receive data in the corresponding fixed buffer
in the receive processing for the simultaneous broadcasting, it updates the
destination IP address and destination port No. in the connection information area
(addresses: 78+ to C7H and 58201 to 586FH) that corresponds to fixed buffer No. n.
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7.2 Sending Control Method

This section explains the control method when data is sent from the Ethernet module
to an external device using the fixed buffer No. 1 and the area corresponding to
connection No. 1 as an example.

<<Data sending using the dedicated BUFSND instruction>>
Send data

dire<|:ti|on I . + [D100]: Word count for send data
1 | _Set the send data in D100 and D101 |— « From [D101]: Send data

ZP.BUFSND ["U0"| K1 | Do [D100 [ Mo |

I I /H/ i Processing for normal completion |—
M1

|—{ Processing for abnormal completion I—

Initial processing Open processing Data sending Response receiving

|
|
|
|
|
Initial normal completion signal X19 |
|
|

S

L

Open completion signal

| |
| |
| |
I I
| |
| |
| |
| |
| |
| |
(Address: 5000+ [b0]) : :
| |
I I

BUFSND instruction

\ %) AN

| |
| |
| |
I |
| |
| |
| |
BUFSND instruction complete device : :
| |
T T
| |

|
|
| 6)
: : One scan
| | r=n
| | [
BUFSND instruction complete T T ! ‘
device + 1 | {
(2]
[ =
k=] o
c (2]
Q c
n o
© ACK 2 ACK
8 (only TCP) & (only TCP)
4) 5)
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1) Confirm the normal completion of the initial processing.

2) Confirm the normal completion of the open processing of connection
No. 1

3) Execute the dedicated BUFSND instruction.
The Ethernet module processes the following and sends the data.
» Writes the send data length and send data to the fixed buffer (No. 1)

area.

Send data length : The head address area of the target
fixed address (*1)

Send data : Area beginning from the head address

of the target fixed buffer + 1
*1 The send data length denotes a word count.

4) The size of send data in the fixed buffer (No. 1) area designated by the
send data length is sent to the designated external device (set in the
open processing).

5) Upon receiving the data from the Ethernet module, the external device
returns a "Response” to the Ethernet module.

6) Upon receiving the "Response" from the external device, the Ethernet
module ends the data transmission.
If the "Response" is not returned within the response monitoring timer
values (see Section 5.2), a data send error occurs.

At normal completion

+ BUFSND instruction complete device : ON

+ BUFSND instruction complete device + 1 : OFF

+ BUFSND instruction complete status a